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B /poot /1oader, HABIOSHITNRERFE AN, W NHADSHHEHITZ -

BRIELZOD, voot2iR AIHR/RH P HEATIESE, loaderm] AMH B - RYTHTT - 7 XAE -
poot2 B I PR IR I T 20 £

sys/boot/1386/boot2/Makefile
boot2: boot2.1ldr boot2.bin ${BTX}/btx/btx
btxld -v -E ${ORG2} -f bin -b ${BTX}/btx/btx -1 boot2.ldr \
-0 boot2.1d -P 1 boot2.bin
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iX“I~Makefile 5 W7 3% BAbtx1d(8) # A R B % — 3t AHE - BTXFRRG| 59 B85 (BooT eXtender) & 4412
FFRNZ P (client) SRR EZIASE - H 5 P RFHEERN—B R . Billocot 22— MBTXEF, ff
FBTXR MRS -

T HbtxIdZHERES, TR B CHEBERAE & - bxld(8)MIId(1) Y DX AN 7R i > RS
BER A — 1 BN ASHER R AT AT SCHE, Tbtxdad NP — D B PRSP SBTXRERG R, P Ada TED X E
ERE SRS, DISEELAR ST &

poot 0PITERER EBTXMIA O - W5, BTXRCHEBIRERI RN, FifEs—MaRNIHE, K5
FRZE P« XPIEERE:

o [EFIB086MET o IXEIREBTXAE USO8 IS IART - SKHE(HE4, Wipushf, popf, cli, sti, if, PJAIHEE
V.

o WA FF# (Interrupt Descriptor Table, IDT), {HA5 BT QR {4 I o] 97 544 FIBIOSTE P AL BE - 57
Flrox30, XERGHAERKH -

e MM ARG Hexecfexit FIE XN

sys/boot/i386/btx/1lib/btxsys.s:
.set INT_SYS,0x30 # W5

#

# System call: exit

#

__exit: xorl %eax, %eax # BTXARGAHO0x0
int $INT_SYS #

#

# System call: exec

#

__exec: movl $0x1, %eax # BTX%?ﬁﬁ]ﬁﬁOxl
int S$INT_SYS #

BTXE L 2 /iR FF 3 (Global Descriptor Table, GDT):

sys/boot/1386/btx/btx/btx.s:

gdt: .word 0x0,0x0,0x0,0x0 # LIZHRHAO
.word Oxffff,0x0,0x%9a00,0xcf # SEL_SCODE
.word Oxffff,0x0,0x9200,0xcf # SEL_SDATA
.word Oxffff,0x0,0x%9a00,0x0 # SEL_RCODE
.word Oxffff,0x0,0x9200,0x0 # SEL_RDATA
.word Oxffff,MEM_USR,0xfa00, Oxcf# SEL_UCODE
.word Oxffff,MEM_USR, 0xf200, Oxcf# SEL_UDATA
.word _TSSLM,MEM_TSS, 0x8900,0x0 # SEL_TSS

E P RIS FIEGE I T HEEMEM_USR(0xa000), % %F (selector) SEL_UCODEFS [f] & P FUE I B, - 1%
FEFFSEL_UCODE 5 83 A FFAYBR (Descriptor Privilege Level, DPL), X BARAUR - ERINT 0x30
RPN EREFFE T A — 1B, XB%EEEAFSEL_SCODE (supervisor code) /A & & FRNALFR - 1EW
S 3 S IDT(HF T AR R 334 T O E B AE:

mov $SEL_SCODE, %dh # BOEEFSF
init.2: shr $%bx # EEIIXA W

jnc init.3 &

mov %ax, (%di) # WEHEEF R E

mov %dh, 0x2 (3di) # WENIEREF LA

mov %dl,0x5(%di) # WH P:DPL:type



FIE IR EBSNETIEI
add $0x4,%ax  # PF—7THEGEEF

FTLL, BRI _exec OB, REBEW LIS EAPRHIT - X G RAZ A USSR R RS RE
U143 T3 (page tables) « 2 RTHIATF R (GDT) ~ HFWiH#HIAFFRADT)E -

boot2 N T —NEENEIEL: struct bootinfo- X MM Hboot2 MIIAIL, IRNGHEERE
Fllloader, ZJ5 XHHENNZ o X EE-BIER 21 H Hboot 218, HRHIHloaderiZE - X MEH FHIE R
FFENZ L4 ~ BIOSTEHEAE AL /ML B X H S R - BIOSTALRI T | X & shEsdwS . 7K
YIBNFER/D, envp FEETGMEFRENSE - & XA

/usr/include/machine/bootinfo.h

struct bootinfo {

u_int32_t bi_version;

u_int32_t bi_kernelname; /x FHA—1NFTERR » */

u_int32_t bi_nfs_diskless; /* struct nfs_diskless x */
[+ UIEREET «/

#define bi_endcommon bi_n_bios_used

u_int32_t bi_n_bios_used;

u_int32_t bi_bios_geom[N_BIOS_GEOM];

u_int32_t bi_size;

u_int8_t bi_memsizes_valid;

u_int8_t bi_bios_dev; /x GIBR&MBIOSHEITIRS «/

u_int8_t bi_padl2];

u_int32_t bi_basemem;

u_int32_t bi_extmem;

u_int32_t bi_symtab; /* struct symtab * x/

u_int32_t bi_esymtab; /* struct symtab x %/
/x LTI B Koot Loaderi®fft «/

u_int32_t bi_kernend; /+ WEZREIXIMG */

u_int32_t bi_envp; /* A «/

u_int32_t bi_modulep; /x TEEEAIEEE «/

}i

poot 2 FA—MESEFEFRFH PRI, REWAHL0ad () » WIRAPFAMGER A, TERE— B E 5
%%ﬁi, load()4%é§%§§iﬁ£%§jfﬁ%/boot/loader)o @ﬁiﬁino_t lookup (char *+filename) Flint
xfsread(ino_t inode, void xbuf, size_t nbyte) ﬁﬁ%&#%ji##ﬁqéﬁﬁi)\ﬁqiio /boot/loaderf%**
ANELFRSEC 65, A B BISLER R AL T a.outhE i st ruct execZ5H4 - 1oad ()
floaderFIELFLES, 2E#i/boot /1oader ZNFF, REMKEZEAOHITZ

sys/boot/1386/boot2/boot2.c:
__exec((caddr_t)addr, RB_BOOTINFO | (opts & RBX_MASK),
MAKEBOOTDEV (dev_majl[dsk.type], 0, dsk.slice, dsk.unit, dsk.part),
0, 0, 0, VTOP (&bootinfo));

1.6 loaderf B

loadert & — 1BTX &/, 7EXBEAMEFER . 5 —HNELHAF Hoader(8) , HMike Smith$ 5 -
Hloader 8 i 2 B TX AN LHE B 4276 B T g -

loader F)EEALS 5| SN . UNBEEANGE, Al#loaderyil H:
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sys/boot/common/boot.c:
/+ Mloader T YHAHMNZ TR N FlexectEfF «/

module_formats [km->m_loader]->1_exec (km);

1.7 NG

WBATHRE — FERANZAIG S - XRERBIEAT T ffloader 1F1B A NIZFIVERNLE - XML E RN
BEXMALSE .

sys/conf/Makefile.i386:

1d -elf -Bdynamic -T /usr/src/sys/conf/ldscript.i386 -—-export-dynamic \
—-dynamic-linker /red/herring -o kernel -X locore.o \

<lots of kernel .o files>

X —rHHE— %ﬁt%?ﬁ B, W% — D ELFShSHEE Z3th SO, a2 shSBE e
%/red/herrlng, / ﬁﬂﬁj{ﬁ: /)\, % —Fj(ﬁ:sys/conf/ldscrlpt.1386, T[«)ﬁ'f_@@@zﬁ%m
Hﬁm%ﬁﬁﬁ—%ﬁﬁo@%wmﬂﬁ FrFE

sys/conf/ldscript.i386:
ENTRY (btext)

%/%W@E"]]\D,ﬁ%ﬁ%‘btext’ /I\%?*??j—:locore s EF‘XEX

sys/i386/1386/locore.s:
.text
/**********************************************************************
*
* This is where the bootblocks start us, set the ball rolling...
* A0
*/
NON_GPROF_ENTRY (btext)

BB A ESEFLAGS % — 1T E X HIE0x00000002, SXJGWITAILATE BL 37 Fes:

sys/1i386/1386/1locore.s
/* RNEAEBIOSAHIEFLAGSIH +/
pushl S$PSI_KERNEL

popfl
/ *

*» ANEMEBIOSAHISEs - %gsﬂao FES SE B X ERIScs ~ %ds~ %es~ $ssfH
*/

mov %ds, %ax
mov %ax, %fs
mov %ax, %gs

btextﬁ)ﬂﬁﬁ%recover_bootinfo (), identify_cpu(),create_pagetables() o JX%W‘J*%‘[‘E/‘TE

Elocore . SZEP ° ﬁ%fﬁ”*ﬁﬂ@ﬁ]ﬁéﬁﬂ_f:
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recover_bootinfo iiﬁ\ﬁﬂﬁﬁﬁiﬂ?ﬁﬂgIE%E%F?f§££?%P§$ZE@é%§Qo %IE%
WiZE 3777 =X FHloader5 | S (ANHT PR, FHEZZHER
1SRG S ER/GI ST XPRERETI ST
fﬁ, ??4%?§T@struct bootinfo'ﬁ?ﬁgéipqizpqiﬁo

identify_cpu X RREATNICPUSRE!, Ri 45 SR A7 AR 22
E_Cput‘:l °
create_pagetables XK ﬁjﬁ]ﬁj\ﬁfﬁﬁ W*Z W ﬁé [&] Tﬁ%ﬁﬁ]\gﬁl*ﬂ%é

|, HEE—ENE
N & B VME@ECPUE X1~ TTEE):

testl $CPUID_VME, R(_cpu_feature)
jz 1f

movl %cr4, %eax

orl SCR4_VME, %eax

movl %eax, %cré

W, Bsh TR

/* Now enable paging x/
movl R(_Id1ePTD), %eax

movl %eax,%cr3 /* load ptd addr into mmu */
movl %cr0, $eax /* get control word */

orl SCRO_PE|CRO_PG, %eax /+* enable paging x/
movl %$eax, %$cr0 /* and let’s page NOW! */

B2 TEA SR, FERSEHht S k7 sFERIRR - BEJE =47 (RS A R B 2 R DU it

pushl $begin /* jump to high virtualized address =/
ret

/+ PFEEBNEZEKERNBASE, APERBMERFGNEHEEEREEEMAD «/

begin:

MEinit3se O B, BESEUTERRE— M RE, BRE—ITZSHYET . BEEH
ffmi_startup()o init3sem— S RGMH R IVIRILREL, mi_startup()fgﬁ\fﬁﬁﬁy#gﬁgfﬂﬁééﬁﬁgﬁ
(%% mi_" 2 7~"Machine Independent, AMKHATHLES) « WAEAE Mni_startup () BIRE]; XA KEL
&, WZFEREIS:

sys/1386/1386/locore.s:

movl physfree, %esi

pushl %esi /+ %4init386 () HIE—PSEL «/

call _init386 /x EE386LAZIENUNIXTIE «/

call _mi_startup /» EECEMM, HERIGRE, % «/
hlt /+ AFREZLIE!D «/
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1.7.1 init386()

init386()fESL%ESyS/i386/1386/machdep.cq“, EEFIntel 386,05 AT IR IR - loader 2
FrCPUTIH R R o loader AR T I FHIESS -

FEE: B ES"BESHEE 55 HNMLAHITING . (ESZIRIR] IR, XRH &R RS
BA T LEEM . X TFintel 80x861L55RIMIA, ¥ W Intel’AF] 52 T80386 CPU KL MRI¥TE, BIEEEEX
2B BIE (http://www.lib.tsinghua.edu.cn/) TEFBGLR H A "80386"/Eh KR T S B R LM T E T E -

FEXMES T, NS TR . ENEEARAET, HoR S R SE A — AR5 & TIE—
F I H:

o WAL AT REES R, XUSHHE SRF LK
o HEFEGDT(ER/HIRTTE)
o MEFIDT(FFIWTHHATF )
o VB RGIERIG
o VIR DDB(NZHIAIFIHAS), WREHIRIEANZE)IE
o WA WTSSUESSIREE)
o HEELDTURFRMIATTR)
o EprocO(05#AE, BIPAZH)HAR) HIpcb(H R HIER)
init386 () HAEVIIB WAL AT SEL, XESHHG]I SR . SEIREIEFEH (environment
pointer, envp) VA, B A init_paraml () - envpfgEF 2 HloaderF il £ #boot infoH:

sys/1386/1386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

/+ FIREWEEATT R, fhz% «/

init_paraml ();

init_paraml()iESL%Esys/kern/subr_param.Cziqj° £Z4\§t##ﬂi%§*gﬁﬁsyscﬂﬁﬂ, iﬁ%ﬁﬁﬁ4\gﬁ
iﬁ, init_paraml()%Dinit_paramZ()o iz%ﬁﬁ\gﬁiﬁﬁkinit386()Epyﬁﬁﬁt

sys/kern/subr_param.c
hz = HZ;
TUNABLE_INT FETCH ("kern.hz", &hz);

TUNABLE_<typename>_FETCH F R B EA 5% 45 & H(H:

/usr/src/sys/sys/kernel.h
#define TUNABLE_INT_FETCH (path, wvar) getenv_int ((path), (var))

SySCﬂkern.hzf%}%éﬁﬁﬁ%*iﬁggo Gl izggsyscﬂﬁﬁﬁﬁinit_paraml()t%ﬁg:kern.maxswzone,
kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz, kern.dflssiz, kern.maxssiz,

kern.sgrowsize

IRIGinit386 () R HFIATFE (Global Descriptors Table, GDT) - Ex86 LB MESHEITAEH R
R R ZS A B X2 B B R B RO TR E - 250, MR EEAEBHITHIES
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TECS:EIP, JRAIXSEIES MRt 2 BB ttCS” + BIP- N T #f#, Btis TR
Hto, KIETHRBRAGTFETT o FTLL, X MIlFH, FeL MBI hE E2EIPAOE - B3 f7es,

ézgcs\ Dsj%x\%iﬁ'ﬁ%ﬁ, Al 2 RiRfF £ PRSI CERFAUL, R IEEFETREER, MaEgEar+
JINDEXER43) -

FEETE: ¥ 180386, LEAFH160L, INDEXHE! 2 H A= 1341 -
FreeBSDI 4 R i 75 0 151 CPUIR 2% 15 L 4F:

sys/1386/1386/machdep.c:
union descriptor gdt [NGDT » MAXCPU]; /» ZRHRFTE ~/

sys/1386/include/segments.h:

/ %

« AT (GpT) FHIALD

*/

#define GNULL_SEL 0 /+ ZSHHREF «/

#define GCODE_SEL 1 /+ WHEMIBHHALF «/

#define GDATA_SEL 2 /« WHEIEHIARFT «/

#define GPRIV_SEL 3 /» NWFREALFH (smp) BOCFHEBTHEIE «/

#define GPROCO_SEL 4 /* Task state process slot zero and up, TSRS «/
#define GLDT_SEL 5 /+ S MHEMFETHERTER «/

#define GUSERLDT_SEL 6 /+ A/ HENHIREMATTE «/

#define GTGATE_SEL 7 /« MHREELEUIHEO «/

#define GBIOSLOWMEM_SEL 8 /«+ BIOSIRMGHNEIAM (LALEXHESMAL) «/
#define GPANIC_SEL 9 /+ &SHERLZREFILTIEMMESRE «/
#define GBIOSCODE32_SEL 10 /+ BIOSHEM (320fUAE) «/

#define GBIOSCODE16_SEL 11 /+ BIOSHEM (16ff0F%) «/

#define GBIOSDATA_SEL 12 /» BIOSEMD (BE) »/

#define GBIOSUTIL_SEL 13 /+ BIOSHEO (LE) «/

2,

#define GBIOSARGS_SEL 14 /x BIOSEO (HZ&E, %) «/

THIER, X LHdefinesFAREFAT AL, MHEEFFHINDEXEL, B ENERERHEATT RS
5[ N, WU %R AT (GCODE_SEL)FI{E 0x08 -

TR WA WA 2 (Interrupt Descriptor Table, IDT)  3X 7K F7E & A B0 Sl A {4 HH 7 Asf 23 4 4k
HERGIH - G, SUTARGURAR, HPANAREFRZINT 0x80 FRL o iX&— MY, AHEH RG]
ggéij%)%‘;%ﬁﬁﬁ%%qjﬁ&ﬁ%o XMCFARFALFLX A FPWTEOFIE . X MFERBE T, RN
/\/)biﬂ ) I:I °

BHLE: Intel 8038637 “VHMIT" , ATLLGES M AR Hillid —Fkcallf§ < Wil A I BIRE - AT
FEFreeBSDH AR X LA, VR Ry (3 FH B Wi B 1 T S 2R sh B HOIRRATE - A3 oMEH — BT B4
4b: AEPTELnuXET, 2383 FreeBSDINIZANSTRF AT SO JERBIE R RGOS, WA & ER—LHEER,
XEEREFREBRELEIT, MARERIERITREF Z BRI A (g R ot I o shAS8EE R AN SRR B AT -

HRIT IR T R B 2 AT LI 256 (0x100)55105K - %S ECNIDTSRID K BN 748 FITFATT 32, 1X
BENIDT=256, & AKH:

sys/1386/1386/machdep.c:
static struct gate_descriptor idtO[NIDT];
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struct gate_descriptor xidt = &idt0[0]; /«* TR R «/
A PEEEOE — S E R PRI - REOAAK O INT oxsot 2N

sys/1386/1386/machdep.c:
setidt (0x80, &IDTVEC (int0Ox80_syscall),
SDT_SYS386TGT, SEL_UPL, GSEL(GCODE_SEL, SEL_KPL));

Eﬁkiiﬂ‘*/\ﬁﬁfhfpfﬂﬁffuTE/\INT OXSOT BT éé/\dbﬁﬁ?k%l$ fg 43 a& Xint0x80_syscall,
AR EAENAZ IS B R, R VR B AR AT -

IRFG . 1EH| & FIDDBOAIHEH WA 1L

sys/1386/1386/machdep.c:
cninit ();
/* LIRS ATRER AR E L DDB# BT
#ifdef DDB
kdb_init ();
if (boothowto & RB_KDB)
Debugger ("Boot flags requested debugger");
#endif

SRS B(TSS) & 73— 1 x86 R I IV EUIRESHY « = A EARFIIHAES, EFIRE B AR 77
LS IS E R -

JRERTEIA T R (LDT) TR AR - ROUE T L MERESF, fRABEHIATER, ENER
GUERR A AR - PR T

/usr/include/machine/segments.h

#define LSYSSCALLS_SEL 0 /% Intel BCSHEHIZESRAT +/

#define LSYS5SIGR_SEL 1

#define L43BSDCALLS_SEL 2 /x MJC =/

#define LUCODE_SEL 3

#define LSOL26CALLS_SEL 4 /* Solaris >=2.6MALKEHARXO «/
#define LUDATA_SEL 5

/+ separate stack, es,fs,gs sels ? SRR es~ £s- gsﬁﬁf%ﬁ?? %/
/+ #define LPOSIXCALLS_SEL 5%/ /% notyet, W «/

#define LBSDICALLS_SEL 16 /+ BSDI system call gate, BSDIRZAMKXH «/
#define NLDT (LBSDICALLS_SEL + 1)

IRJG, procO(OS AR, RIPNAZET AL B3R ) B3 RE 2 il 3R (Process Control Block) (st ruct pcb) 45 HH]
TR - procOZE— " struct proc &itd, MR T —NZHE . NWEZEITH, LHBRERFE, LLXAE
FHEN i E LN 2R &:

sys/kern/kern_init.c:
struct proc procO;

ZEM st ruct pcbIEme i$ﬁﬂﬁ‘*ﬁ5 ?Zﬁij%E/usr/include/machine/pcb.hz:qj, VQ€?%+
XTi386ME (45 T H HIE R, ﬁﬂ%ﬁ%%ﬁ’]ﬁ o

10
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1.7.2mi_startup()
X EEHERHEF B, HITE RGBSR, REZ M HAS NSRBI D!

sys/kern/init_main.c:

for (sipp = sysinit; +sipp; sipp+t+) {
VA S %Hi% . %/

/+ VAFHBREL «/

(* ((xsipp)->func)) ((*sipp) ->udata);
Jx ... B .. %/
}

EsysinitlEZ2R C2427E (FreeBSDIT & & FM) HHEPTHRE, FolREX Eifig— N HAHREHE .

R
B REWIIAICT G (sysinith 5)iB i =S - 13 A T lannounce sysinit¥f S o X HTGATH]

GEENSS

sys/kern/init_main.c:

static void

print_caddr_t (void *data __unused)

{

printf ("%$s", (char =x)data);

}

SYSINIT (announce, SI_SUB_COPYRIGHT, SI_ORDER_FIRST, print_caddr_t, copyright)

XR R TF RGEFRIREST_SUB_COPYRIGHT(0x0800001), H{C{E M 4FHE
7ESI_SUB_CONSOLE(0x0800000)/5 i - AT LA, KRANE BIFEEHI S0 Z G MR B AOFTEN % -

WEANE—F FEsysinit () BIRM T L4 BRI C_SYSINIT() « ZEc_SYSINIT () R B —
MRS struct sysinit . G B AHABEBEIEH T 55— 1 7DATA_SET:

/usr/include/sys/kernel.h:
#define C_SYSINIT (uniquifier, subsystem, order, func, ident) \
static struct sysinit uniquifier ## _sys_init = { \ subsystem, \
order, \ func, \ ident \ }; \ DATA_SET (sysinit_set,uniquifier ##
_sys_init);

#define SYSINIT (uniquifier, subsystem, order, func, ident) \
C_SYSINIT (uniquifier, subsystem, order, \

(sysinit_cfunc_t) (sysinit_nfunc_t) func, (void «)ident)

ZEDATA_SET () JEJFMAKE_SET (), ZEMAKE_SET () T8 IAIFTE RS HsysinitZ 14

/usr/include/linker_set.h

#define MAKE_SET (set, sym) \

static void const * const __set_##set##_sym _##sym = &sym; \
__asm(".section .set." #set ",\"aw\""); \

__asm(".long " #sym); \

__asm(".previous")

#endif

#define TEXT_SET (set, sym) MAKE_SET (set, sym)
#define DATA_SET (set, sym) MAKE_SET (set, sym)

11
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EIEFATHIFITH, S ZRRITERE, FarEwn AR

static struct sysinit announce_sys_init = {
SI_SUB_COPYRIGHT,

SI_ORDER_FIRST,

(sysinit_cfunc_t) (sysinit_nfunc_t) print_caddr_t,
(void *) copyright
}i

static void const xconst __set_sysinit_set_sym_announce_sys_init =
&announce_sys_init;

__asm(".section .set.sysinit_set" ",\"aw\"");

__asm(".long " "announce_sys_init");

asm(".previous");

F—"__asn¥G R TENZL FTHUT SO H 38 37— N ELFT (section) « 13X A& A 7E NAZ BERE OB 8 o 53X —RF
P2 N . set.sysinit_set » X—THINE R — 1321 {Hannounce_sys_initA5 8 Fihl, XS IERSE
ZA__asnfG L FTE X o EEA__asndBPRMCTT ISR - SRR E & AR BT E SOER], TR
BB 20MEV R HEE N AR B, XA i 7 — 1 3200 R FH 4 -

Fobjdump%%E — NN SIS, W RSEEE R EA X 2 LN/

% objdump -h /kernel
7 .set.cons_set 00000014 c03164c0 <c03164c0 002154c0 2%%2
CONTENTS, ALLOC, LOAD, DATA
8 .set.kbddriver_set 00000010 <c03164d4 c03164d4 002154d4 2xx%2
CONTENTS, ALLOC, LOAD, DATA
9 .set.scrndr_set 00000024 c03164ed4 c03164ed 002154ed 2x%*2
CONTENTS, ALLOC, LOAD, DATA
10 .set.scterm_set 0000000c c0316508 c0316508 00215508 2x=x2
CONTENTS, ALLOC, LOAD, DATA
11 .set.sysctl_set 0000097c c0316514 c0316514 00215514 2%x%2
CONTENTS, ALLOC, LOAD, DATA
12 .set.sysinit_set 00000664 c0316e90 c0316e90 00215e90 2x%2
CONTENTS, ALLOC, LOAD, DATA

X —BHE B R RF AT set.sysinit_setH0x664F T IR/, FTLLox664/sizeot (void «) [ sysinith] G
GRiddt TR . HET, W.set.sysctl_set RANHEHHENES -
ﬁﬁfiiﬁ}i**ﬁ\géﬂﬁﬂﬂstruct linker_setﬁ@ggﬁi; ﬁ?.set.sysinit_set4%%§ “qﬁﬁg” @U%Bﬁ\ggﬁigi

sys/kern/init_main.c:
extern struct linker_set sysinit_set; /x XXX */

struct linker set EXUIF

/usr/include/linker_set.h:
struct linker_set {
int 1ls_length;
void xls_items[1]; /* ls_lengthMHRIEEH, DINULLERE «/
}i

12
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B b LR, FCIES M Hlinker_setRFEIAELFT -
T Esysinith R AVEE, 55 T2 — DINULLSS B RUECH, EUE A B35 m ARLE T G O Fa%T -

[EIENmi_startup () KU1, FATEE T sysinithf RE A BAFEARR o K¥ni_startup () RKFEA]
7, HRAE IS &E—PRRERGOHE S

/usr/include/sys/kernel.h:

enum sysinit_sub_id {

SI_SUB_DUMMY = 0x0000000, /+ AHHUT, DULBEEZSFR «/
SI_SUB_DONE = 0x0000001, /x CHbEH«/

SI_SUB_CONSOLE = 0x0800000, /+ #E#l&«/
SI_SUB_COPYRIGHT = 0x0800001, /+ HPE(EHEHIGHTR «/

SI_SUB_RUN_SCHEDULER = Oxfffffff /» VAERR:MNRE «/
}i

%éﬁﬂﬁg%ﬁsysmitﬁr%%ﬂﬁyﬁ:sys /vm/vm_glue. cH, XX EFIAA S Escheduler () o« X T
LR ERADTERIEER, B RRI T HEMA(PID) oA R swapperi A2 o Fij THIHE 2! ) procO%E 14 1E 2 F 5k
IR IX P HERE -

F— P A Zinit, Hsysinittf $inic#7:

sys/kern/init_main.c:
static void
create_init (const void xudata __unused)
{
int error;
int s;

s = splhigh();
error = forkl (&procO, RFFDG | RFPROC, é&initproc);
if (error)
panic ("cannot fork init: %d\n", error);
initproc->p_flag |= P_INMEM | P_SYSTEM;
cpu_set_fork_handler (initproc, start_init, NULL);
remrungqueue (initproc) ;
splx(s);
}
SYSINIT (init, SI_SUB_CREATE_INIT, SI_ORDER_FIRST, create_init, NULL)

create_init ()BT AA forkl () BEL—ETARR, (EHFANRHEIMEHHET o« HiXSEAER A
E%%Uﬁ&%?ﬂﬁfﬂﬁ start_init ()1{%‘%\@21}%% ° ﬁlg/l\l%'lﬁfé%?finit_main.ctp ° E%ﬁt*ﬁﬁ%ﬁﬂlﬁ:#ﬁ%ﬂ

R init, £F/sbin/init, SR/G/&/sbin/oinit, /sbin/init.bak, ﬁ%ﬁ%ﬁ%/stand/sysinstall

sys/kern/init_main.c:
static char init_path[MAXPATHLEN] =
#ifdef INIT_PATH
__ XSTRING (INIT_PATH);
felse
"/sbin/init:/sbin/oinit:/sbin/init.bak:/stand/sysinstall";
fendif
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FlE FIFLESHETEL

1. BT Eindisklabel(8) & HX— X FMEEE, TEEES _BWXE-
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H2E

N T8

iX—E HFreeBSD SMP Next Generation Project 4£47 - &R ILFIE L A £ 28 FreeBSD X #7 % 4b
P8 (SMP) B33 (http:/Nists.FreeBSD.org/mailman/listinfo/freebsd-smp).

R SO TR N B AR H A T 7EFreeBSDAAZ HATE, X LLB(H15H %112 AR FTRE - BiRT LLA JLRH
TR - BAREE P LU mutexBilockmgr(9) R Y o X T AEAZHE THEE, BUEEEHRFH#RIE
WRIEA], XLEE T LSRR -

BEE: QOEATENE, SRR “mutex” M =T R WKH . LPFEIRIEEEEEZL, FELL
JEHEINREETE L - ENEIFEEZlockmgr(9)#T 4 -

2.1 Mutex

Mutex il /& — PP SRR ILZAHEE T ERE . — P mutexE— MBS Z R AT LLgE— D2 HE - R A —
D ELARERTG DA fmutex, B HEAER, BHEIX T mutex BB - 7EFreeBSDNZ A, mutex#i#t
EFTHE -

Mutex 7] I# R TR R E, (HEmutex— M S — 1 SEAR A BE R —BA ], B — SR e Rr
B mutexPfBEAR - W1RVRTEZAERTE mutexIN BEAR, 7] —Mockmgr(9) HI%1 -

B mutex JLA 4 ARG 1

BEY
TEPAZIRACES A struct mtx 25 & K4 F
B

FH Bt x_init FRURAImutex 4% F o XN F T RTEK TRERERTH B fwitness HEF 5B EFEEE - X
M FIA AT XA FRRFEwitnessUAS H B4 T mutex

ey}
MutexFIER! . HAPREMIX _«FR « B MPRERE L FEmutex(9)H ik -
MTX_DEF

— M HERRmutex

MTX_SPIN

—/MEPFmutex

15



#E NI

MTX_RECURSE

X mutex DA

(ZSIDSEA

XA L PRI RIR S TS R BRI R SR « X TRAREII R, R IR 2 a7 £
s -

RSB 5
15 24 mutex 2B A T Lot B 0 R 5
F2-1. Mutex?!| &
BES, B E3 e | A B
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#E NI

LES BHZ Eit) RIF*% g
sched_lock “sched lock” (VA | MTx_sSPIN| _gmonparam, setrunqueue,
%%Ifﬁ'l) MTX_RECURSE cnt.v_swtch, remrungueue,

cp_time,
curpriority
mtx.mtx _blocked,
mtxX.mtx_contested,|
proc.p_procg,
proc.p_slpq,
proc.p_sflag,
procC.p_stat,
proc.p_estcpu,
proc.p_cpticks
proc.p_pctcpu,
procC.p_wchan,
proc.p_wmesg,
proc.p_swt ime,
proc.p_slptime,
proc.p_runtime,
proc.p_uu,
proc.p_su,
proc.p_iu,
proc.p_uticks,
proc.p_sticks,
proc.p_iticks,
proc.p_oncpu,
proc.p_lastcpu,
proc.p_rgindex,
proc.p_heldmtx,
proc.p_blocked,
procC.p_mtxname,
proc.p_contested,
proc.p_priority,
proc.p_usrpri,
proc.p_nativepri,
proc.p_nice,
proc.p_rtprio,
pscnt, slpque,
itqueuebits,
itqueues,
rtqueuebits,
rtqueues,
queuebits,
queues,
idgqueuebits,
idqgueues,
switchtime,

switchticks

mi_switch,
chooseproc,
schedclock,
resetpriority,
updatepri,
maybe_resched,
cpu_switch,
cpu_throw,
need_resched,
resched_wanted,
clear_resched,
aston, astoff,
astpending,
calcru,

proc_compare

17



#E NI

LES BHZ Eit) RIF*% g
vm86pcb_lock “vm86pcb MTX_DEF vm86pch vm86_bioscall
lock” (REF1808615
AR HIEE)
Giant “Giant” (E81) MTX_DEF | JUFR LR R |52
MTX_RECURSE ]
callout_lock “callout lock” (3£ | MTX_SPIN | callfree,
A R B MTX_RECURSE callwheel,
nextsoftcheck,
proc.p_itcallout,
proc.p_slpcallout,
softticks, ticks

2.2 2 H R

IXEEPR AR G RIURThEE, 7T LA — D EAREIRAHIERFE « METNTHET—Flockmgr(9)Z
o

22, EH PR

TR ESRSES
allproc_lock allproc zombproc pidhashtbl proc.p_list

proc.p_hash nextpid

proctree_lock proc.p_children proc.p_sibling

2.3 BT RIP LR

BRI R AR — 1 BAE BRI IR R, . 002 R BT SR I B PR
(TR atomic(9)) - T ILE HYHATR LB (A timuex) B R R T (R4 28 ROCHI, IHRRAHEE
LR R B R

e Mtx.mtx_lock
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I

I ITE

WNAZXT R, & Kobj, NZIRAL T —FiTE A0 R CTE S e T 20 - SRERER AR EIRIEE R
T o IEAFRHEABIR R IR EHR T, Fe— 1% O RENS /80 R AR -

3.1 Kif

IOE
BHEE A BUREN-EUR D ECES
Tk
R E—— R %K
*
—FhEl 2RV
e an|
—FhE Z RO IER — MR A

3.2 Kobj#) TYEU 2

FEE: X/ NP EEENRIAE L SR, ESBRAAER S PRERE -

Kobj TAERY, FATTERINR « B NRE — D ME—BPRRTI— R R . 5D R AL B Aok
FE—DRETIER B ME—RPRRTTE -

=K, BREELRAIER, HRHXIRERKE — P lE P REOTE); X RE T #H
HITER - ERIRT, REWGRFE - WFERZNX DR B — R - ETERTREN TR S
FBIR—PHE—RPRR, BRAFCEWE E5IHERRAGRFRTRIR TR XT8N RERERRTTE,
SHEAE R REOTEER R, DITIMRSE, HAERERR S MU EfRp it - $4 i e
OTEBEREE) FTEMANT7TERR M — R Hash i 7T EEE S RAR R - R TIENES
i, RS ERERRIER . RN EGIRE] T, RERHE KRB RLEFE D T IER ST
YRS BER - B, XD TTIERA R BE R ECR B -

XL AR AR R AR T

ME->EF<->K
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h

i

3

R

3.3 {# FiKobj

3.3.1 4514

struct kobj_method

3.3.2 K%

void kobj_class_compile (kobj_class_t cls);

void kobj_class_compile_static(kobj_class_t cls, kobj_ops_t ops);

void kobj_class_free(kobj_class_t cls);

kobj_t kobij_create(kobj_class_t cls, struct malloc_type *mtype, int mflags);
void kobj_init (kobj_t obj, kobj_class_t cls);

void kobj_delete (kobj_t obj, struct malloc_type =xmtype);

3.33 %

KOBJ_CLASS_FIELDS

KOBJ_FIELDS

DEFINE_CLASS (name, methods, size)
KOBJMETHOD (NAME, FUNC)

3.3.4 Lt

<sys/param.h>
<sys/kobj.h>

3.3.5 B — M KR

fEFKob S — R BV — MED « B OB SLER) TAE - @2 AT
ﬂisrc/sys/kern/makeobjops.plﬁ%ﬁi, ?3é§F‘ﬁzﬂ3Eﬁ??%iﬁ@%k)iﬂ#%ﬂfﬁﬁ%, Hmzﬁiﬁé§éEﬁi7?%£f§%E@@

BT R

FEXMENR PRI T 2 BA S #{# FH: #include, INTERFACE, CODE, METHOD, STATTCMETHOD, FIDEFAULT.

#include TEAIFIEEAT B R # — 5 N2 A S A 14 A AR ARG ST A S8
fn:

#include <sys/foo.h>

KA inTERFACERRE NI % - IMEFRHEFNTEAEAE R, P interface
name]_[method name] - &% 2: INTERFACE [0 4],

Fl4n:

INTERFACE foo;

20



F3E NEBXR

KA copE 2 K ERISH—F AERNE R BT - 1BiERcobe { [EARIE] };
Fil4n:

CODE {
struct foo * foo_alloc_null (struct bar =)

{
return NULL;

}
}i

KeaveTHOD HRFEIRA — 115 - E1ERE: vETHOD [REMERT) [(HEL] ( (X%, SEET1 )
Bl

METHOD int bar {
struct object x;
struct foo x*;
struct bar;

}i

K DEFAULTIRE KRB AMETHOD Z JT, X FHFMETHOD AN TE o ‘B4R DT VERN T L B R 5 -
THiEARE: vETHOD DREMEEE) (HEA] ( (WF; (HES#01 JpEFAULT [BMEERED;

Bian:

METHOD int bar {
struct object x;
struct foo x;
int bar;

} DEFAULT foo_hack;

KEER sTATICMETHOD R K BIFIMETHOD o X T Kobjtf &, —MHLERHE —LEKobj % H 1%L
1 - METHODRE LT AR BOX LR B EIR AL TR GLER ;s SELFE X LR IR, X LETTIEN
XK RAT [ AT REHHES o TsTATICMETHODAE AR RAT LURAZIX AR XA T, HagdE
VR AN X SRS RSE B 25 T2 280 R XA T R AR B O RN 280 A - Xt
MTAERENRTTERZ MR A TEEH -

FEE: X —BIES 5ECCHILAEBR A . FSTER AT X R LGN TIE - ZEC+H+RTH HEmEr
AR -

HE e8] 1

src/sys/kern/bus_if.m
src/sys/kern/device_if.m
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F3E NEBXR

3.3.6 By —1 K

fHHKobj s — B REIL— 1R —PMRIEEST - HIER; BOHFH TKobji) “XSEHE T
H” (Object Handling Facilities), FEH IS X GAIA/N o« B K H ZDEFINE_CLASS () « FEIV F{ER
i, 5% — 1 kobj_method_tA{4H, FANULLI%ERE . & IENULLIA A F ZkoBIMETHOD () B

i 4n:

DEFINE_CLASS (fooclass, foomethods, sizeof (struct foodata));

KOBJMETHOD (bar_doo, foo_doo)
KOBJMETHOD (bar_foo, foo_foo)
{ NULL, NULL}
}i

kobj_method_t foomethods[] = {
’
14

RAW T o MIMZREOEUA RERPRE, FERS—MESOERNRFEN BEEE” (ops
table, EEE: Bl “BEEK ). XLEEAERE H BH— D451 Kstruct kobj_opsHf#
Fﬁkobj_class_compile_static(), Eﬁf%f{{fﬁﬁkobj_class_compile()Eﬁﬁﬁﬁﬁo

3.3.7 BV — X%

i FIKobj F) 58 = P i € A 52 - Kobj X R L AE € Kobj B HEEWEA — MR R IIKE - WRAZL
e, RMEEBTOENS, BEHkobi_init () WAL R T RIKobj R HEEE, HSTA LIf#
Flkobj_create () PECN SR, H BEIWIIA AT R HIKobj R HMNE « kobj_init () AT BAFIARIEEE—1%f
ZP I -

R Kobj AR S AR X 52 HH 2§ F 22 KOBJ_FIELDS -
il

struct foo_data {
KOBJ_FIELDS;
foo_foo;
foo_bar;

}i

3.3.8 WHF

1 K obj 18 5 — L R B A B ORI S e A « VARIRY, BRI 5 AR B,
RS TTEPREESE

G, #O4 Nfoo, FikAbar, VR E:

GREME = 1 Foo_BAR (NS [, HESE);

3.3.9 &g H

M — " Hkobi_create () NEFREMHMEAE, AIFHX NG IHHKkobi_delete() o I—PMRAFHFE
AR, AIXX R kobi_class_free () o
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Jail 34

HERZEUNIX®ORTH, M root RN - XA T LB - WR—DBHERE T 1R
Gifroot, WUAI LAMEMERITRRER RGIH T ITIEE - 1EFreeBSDE, H—sysctlHIT T root L
PR, X RER AT AR Bt i B0 5 B DB SR IR I - X 2ThREF, B M 220 . 75—
7EFreeBSD 4.0 5 LU RRA TR Z 2 INRE, #2jail(8) - Jailki— MB1T AT SCH IR TIHL 2 e — 55 &
fE, HEXHXEEIAE R X A A RE O PR - 10, — 2R AR AN BERAIIX 1 jail Z S i
R~ AREMEH— 5 EM RGN, Mt AREX T EHLE AR -

BEETE: ORI Cjail” FCERAE CNE . EHE

Jall DA — P AL B 22 A8 o AATTR] LAFEjail 3B A7 & AT BEARMESS R IRSS 21T,
WApache - BINDFsendmail - iXFE—%, RIEHYEZERG T jailt froot, XHEIEAMTHEE L, 1M
AN RS o« AR F B RTE jail A ERFEFR IR « tnRARIEEFHIX B Jall TR0, g
WARFIIEF A — R S, & FAESys Admin Magazine, May 2001, (Securing FreeBSD using Jail) -

4.1 Jailf) R G551

Jaill PR 2HAL: PR, HitRjail®); B ENZH Il LI L. jail(2) RSV AR
FILTR » TR A P AR 7 N jail 28 A A% A A SE R R -

4.1.1 PR

JailEl/‘]ﬁHF'gﬁiﬁfﬁﬁgﬁ/usr/src/usr.sbin/jail, Hﬂg/l\j(ﬁ:jail.céﬂfﬁo XN EFEIX LS
B jail IR, EHLL, IPHlE, PEFERITAMS

4.1.1.1 BUELSMH

fEjail.cH, HRRLEFEBIOE - NEEEW Estruct Jail 5; FFEH, XNMEBRTBINFERES
fE/usr/include/sys/jail.hZ Hl o

Jai 1 EEH I E S
/usr/include/sys/jail.h:

struct jail {

u_int32_t version;
char *path;
char *hostname;
u_int32_t ip_number;

—
~.

BRI, &A% 6 2 jail Q) BN SECAEX AN A —T1 - XL, HaLjail @) BT,
XSRS T RIERA:
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/usr/src/usr.sbin/Jjail.c
char path[PATH_MAX];

if (realpath(argv[0], path) == NULL)

err(l, "realpath: %s", argv[0]);
if (chdir(path) != 0)

err(l, "chdir: %s", path);
memset (&3, 0, sizeof(3j));

j.version = 0;

j.path = path;
j.hostname = argv[1l];
4.1.1.2 W%

R 4ajail(Q) IS E T H — 1B IPHIHE o SXFETE M LS _E T [n]jail I A o jail(8)RFIPHY AL 3 Bk M 45
R, FHAENI(Gail RIIHILEFIE) -

/usr/src/usr.sbin/jail/Jjail.c:
struct in_addr in;

if (inet_aton(argv([2], &in) == 0)
errx (1, "Could not make sense of ip-number: %s", argv([2]);
j.ip_number = ntohl (in.s_addr);

Pi#linet_aton(3) “BF¥EERIFAT BN — M nternetibllh, B HIEF 218 E OGS4
. inet_aton(3)¥E T L5MfKin, ZJEin® BN Fntohl Q) A ENLFTINF, FE AN jai1EH Ak

E@ip_numberﬁifﬁo

4.1.1.3 A&
&G, FPRREF NI . ATl B 32T — MAZRAHEE . HE Hexecv3)HUTH T8 E /)

G4

§>

/usr/src/usr.sbin/jail/jail.c
i = jail(s9);

if (execv(argv([3], argv + 3) != 0)
err (1, "execv: %s", argv[3]);

IEGAPRET I, ¥5ai1 O BIAH, SEREMNE jai t PHAIEABIRI, TANETFTAR, XEEIRTUOR
Hjail®) e L7548 &Ja, PUTTHAEEM S . THER AL jai IEAZHEIEI -

4.1.2 RN IR

IMAERA TRE U /usr/src/sys/kern/kern_jail.co %Eigﬁgﬁﬁj(frﬁﬁkz)E@;ﬁéﬁyﬁﬁﬁ\ ¥
HsysctlTil, A7 4% %L -
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4.1.2.1 sysctli
TExern_jail.cHRE T U T sysctlHi:

/usr/src/sys/kern/kern_jail.c:

int jail_set_hostname_allowed = 1;

SYSCTL_INT (_security_jail, OID_AUTO, set_hostname_allowed, CTLFLAG_RW,
&jail_set_hostname_allowed, O,
"Processes in jail can set their hostnames");

/* JailFHIHRRARE HERENSL «/

int jail_socket_unixiproute_only = 1;

SYSCTL_INT(_security_jail, OID_AUTO, socket_unixiproute_only, CTLFLAG_RW,
&jail_socket_unixiproute_only, 0,
"Processes in jail are limited to creating UNIX/IPv4/route sockets only");

/+ Jail HEUHRER IRGI BB LUNIXERET - IPvAERET - BMHEET «/

int jail_sysvipc_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, sysvipc_allowed, CTLFLAG_RW,
&jail_sysvipc_allowed, O,
"Processes in jail can use System V IPC primitives");

/+ JailMHHERT LME M system VIARRELEHEE «/

static int jail_enforce_statfs = 2;

SYSCTL_INT (_security_3jail, OID_AUTO, enforce_statfs, CTLFLAG_RW,
&jail_enforce_statfs, 0,
"Processes in jail cannot see all mounted file systems");

/+ jail HEHREER RGP ERIE RS Z B AARRE] «/

int jail_allow_raw_sockets = 0;

SYSCTL_INT (_security_jail, OID_AUTO, allow_raw_sockets, CTLFLAG_RW,
&jail_allow_raw_sockets, O,
"Prison root can create raw sockets");

/* jail HH) root AFEEALIIE raw socket =/

int jail_chflags_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, chflags_allowed, CTLFLAG_RW,
&jail_chflags_allowed, O,
"Processes in jail can alter system file flags");

/+ jail HEFEREEE ] MERARGHAIRL «/

int jail _mount_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, mount_allowed, CTLFLAG_RW,
&jail_mount_allowed, O,
"Processes in jail can mount/unmount jail-friendly file systems");

[+ Fail FEOHERERTE T DUESEE R Jai LAFIISCIERSE «/

X Esysctl T ) B — B AT LA i & sysctl(8) 1 [n] « FEEEN LA, X Esysctl LA MR - Fla0,

J:iﬁ%ﬁ** ISySCﬂIﬁE@4§§Z£%security.jail.set_hostname_allowedo
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4.1.2.2jail(2) RG

@%Eﬁ%ﬁé@%ﬁéﬁﬁ%ﬁﬁ——*i, E%gﬁﬂ%ﬁﬁﬁﬁKZ)ﬁﬁﬁqﬁﬁﬁ\égéﬁ, struct thread »tdffstruct jail_args
xuap e tdE— IR threadSMERITRES, ZIEH H THIA M Hjail QAR . X1 LT3, uapf&ld
—ERE, XNEREPEE T MEAAH T R ai1. ofF AT RS2 1 AR RRITEET - ZERTH H A
APRBEFE, RELERIT— 521 1LEMEEIE RN SEULES R Hjail2) -

/usr/src/sys/kern/kern_jail.c:
/ *
* struct jail_args {
* struct jail *3jail;
* )
*/
int
jail (struct thread xtd, struct jail_args =*uap)

FRuap->7ail Al LU FH MG 345 ]ail Q)R a1 1551 « SRI5 . jail(2)fF Fcopyin(9)FF sa1 1 454
BHIBINZAGFEZES - copyinO)FE=12%: EEHHNENESEPEREMIwap->5ai1, EH
BNTEZS B RCEIR A5, DAREBERAI KN o vap->dai 1 $8H AIJailsE 0 R4 B HIdE NAZ N RS E], HHF
AER— 1 Jai 1 RSB -

/usr/src/sys/kern/kern_jail.c:
error = copyin(uap->jail, &3j, sizeof(3j));

fEjail h € LT A — D EELEE R prison « 451 Fprison AN ZERF - NHEEprisondl
PR RE SC -

/usr/include/sys/jail.h:
struct prison {

LIST_ENTRY (prison) pr_list; /* (a) all prisons x/
int pr_id; /* (c) prison id =/

int pr_ref; /* (p) refcount x/

char pr_path[MAXPATHLEN]; /% (c) chroot path x/
struct vnode *pPr_root; /* (c) vnode to rdir =/
char pr_host [MAXHOSTNAMELEN] ; /* (p) jail hostname */
u_1int32_t pr_ip; /* (c) 1ip addr host =x/
void *pr_linux; /* (p) linux abi =*/

int pr_securelevel; /* (p) securelevel x/
struct task pr_task; /* (d) destroy task x/
struct mtx pr_mtx;

void **pr_slots; /* (p) additional data =/

IRIG, AGRMjail )N — PprisonfEMESEL—IRNG, FHHEjailMprisonZith 2 [ S HI%UE -

/usr/src/sys/kern/kern_jail.c:
MALLOC (pr, struct prison =, sizeof (*pr), M_PRISON, M_WAITOK | M_ZERO);

error = copyinstr(j.path, &pr->pr_path, sizeof (pr->pr_path), 0);
if (error)

goto e_killmtx;

error = copyinstr(j.hostname, &pr->pr_host, sizeof (pr->pr_host), 0);
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if (error)
goto e_dropvnref;
pr—->pr_ip = j.ip_number;

TH, FATPRE A= EER RS Hjail_attach(2), BRI TR EEATIEE -

/usr/src/sys/kern/kern_jail.c
/ *
* struct jail_attach_args {
* int jid;
* )i
*/
int
jail_attach(struct thread *td, struct jail_attach_args =uap)

XA AT A — L2 AT DU T X B 2R AR A i R AR AR A« 2P fi#jail_attach(2) N EA 8L T
o, BATECEHEE-LEERER -

FEFreeBSDH, BN % AT W HI AR 2B i H e hread B ARRIR A K, RN, #HREAHENED
E@procgi$@¢$?ﬁiﬁo ﬂ‘ﬁfEi%E/usr/include/sys/proc.hqﬂ%ﬁ?”thread%ﬂprocgi$@¢$5@fﬁjﬁo ﬁmﬁﬂ, %E
ERRGAAT, 28cakbn L2 MR EASEN chread EHRTRET, IERTEFTUARTREE - caifs
Al Yt hread A Bt d_procfi A E—EE, X MEHIE M AT RREEIT B #H RN proc S5H 14 -
LEF o roc Bl & AL G AT LIRS IA T B B35 (o_ucred), HRERIRRHI(o_1imit), %% . f£Hprocsiiy
1 Hp_ucredli B TR Hlucred S5 F A I E LA, 38E — M8 [AlprisonSH R HIFEH (cr_prison) .

/usr/include/sys/proc.h:
struct thread {

struct proc xtd_proc;

}i
struct proc {

struct ucred *p_ucred;

}i
/usr/include/sys/ucred.h
struct ucred {

struct prison xcr_prison;
}i

fEkern_jail.cH', H%{5ail () AAERT id WA KE a1l _attach() - i jail_attach () WK
iﬁchange_root()Biﬂigfﬂﬂﬁﬁﬂfi%ﬂgﬂ§E§§%° %g;FEE, jail_attach()@Uﬁg‘”4\%ﬁﬁﬁucredé§$@@§, ??%Eﬁi
Dt Ripri sonEI A ERERIX Mucred BT, FHiX Mucred G EEREEHHRE £ MIHARE, X4
VAR S BRI AR EER - HTA LU QA M ucred SR N S EOHH NIZBE 1R jailed O B,
ERARE 1R BN S A — D jail iHE R - 7Ejail T X5 1R BT A #H AR A HAE S A X
AT Tiail QR FNIER TR TjailQ)REHAH - 2 — M EFF @ T execve)MBHATES, ERME
SCHRE M ucred SRR IS ZE B, R EHSHE — MR ucredEH 14 -

/usr/src/sys/kern/kern_jail.c
int
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jail (struct thread =xtd, struct jail_args =xuap)

{
struct jail_attach_args jaa;
error = jail_attach(td, &jaa);

if (error)
goto e_dropprref;

int
jail_attach(struct thread xtd, struct jail_attach_args xuap)
{

struct proc *p;

struct ucred xnewcred, =*oldcred;
struct prison xpr;

p = td->td_proc;

pr = prison_find(uap->7jid);

change_root (pr—->pr_root, td);

newcred->cr_prison = pr;
p->p_ucred = newcred;

Y — DI N EAGHRE X R AR, RGT FHfork(2)R F crhola () SRYES H & (3 - iXHE, 1R
EIRBIRLORSE T A REM B 0 IR T HAGHRE 3L, BTl Tt iR R 2 -

/usr/src/sys/kern/kern_fork.c:
p2->p_ucred = crhold(td->td_ucred);

td2->td_ucred = crhold(p2->p_ucred);

4.2 ZGEx PN ZARE e Y BR

FEBNINEF, BRI RIS FRIL RN - 8%, XA RIARRRFER - X
SERE PR B SRR SR 2B, AH S ) eRSCRE HH BER E] - {51

if (jailed(td->td_ucred))
return EPERM;
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4.2.1 SysVi#H &A@ {5 (IPC)

System V #FFFE[ALE (S (IPC) ZH I VH B LI - B -] LA HE # R AEH R, SR %Mt
2o SACHETE BRI R AR - msgctl(3) msgget(3) ~ msgsnd(3) Fmsgrev(3) - Hij Al E,?JZ_%@J, —Lgysctl F- IR A]
LSy ﬂrl]all BT R, HFPH—"7Esecurity.jail.sysvipc_allowed. EREZEAL iir_/[\sysctl T4
W0 R ER AL, e éﬁii—.}al] FIE S FNAREEAEjail 4R ﬁﬁﬁ‘jﬁTugﬂmﬂiﬁﬁ’%E@%fﬁﬁl‘
FLHERET - HESESHRARE: HENE—ME5R5HR -

/usr/src/sys/kern/sysv_msg.c:

e msgget (key, msgflg):msggetiR[E|(HAIRERIE)— MHEHHANF, LIFRIR—MEHEREHEHEIHEE
BAF

e msgctl (msgid, cmd, buf):ﬁﬁﬁ/l\l%lﬁ, 7]‘I_I[«A§ﬁ~ ™MH ETEH ﬁ‘E/]/{j(,(_,\o
e msgsnd (msgid, msgp, msgsz, msgflg):msgsndﬁa/l\l_ﬁiﬁﬁam‘{ﬁ/mo

e msgrcv (msgid, msgp, msgsz, msgtyp, msgflg): %I/Eﬁl_l ﬁfﬁqﬁ(ﬁ%\o

FEX LR EOS R R ST OIS, BV — D AT

/usr/src/sys/kern/sysv_msg.c:
if (!'jail_sysvipc_allowed && Jjailed(td->td_ucred))
return (ENOSYS) ;

B9 8RS AMEHER LURT — R R FHRIESIIFED - (552 NHEU0E RIREE T —Mg
o KT, AR NIEEWFERAMESE2H NSRS, —ERREIFEEER - EaalT U THESER
5 NFJ)EH R 2 KA semget(2), semctl(2) Fllsemop(2) -

/usr/src/sys/kern/sysv_sem.c:

e semctl (semid, num, cmd, ...): semcthTTﬁ;%EM@ ‘:F'ﬁsem1d7]:T1EEﬁ{;%%?ﬂﬁ?cmdjﬁﬁﬁ/ﬂﬁ
A
7 o

e semget (key, nsems, flag): semgeti%lz—/l\ﬁfmﬁ:keyE@fg%iﬁéﬂ °
S keyFlflag5 MM 1 Ensgget () BIE AR -
e setop(semid, array, nops): semopﬁ'semldﬁ“ rﬁ‘ %afﬂ*éﬂﬂﬂaﬂay@ﬂ’bﬁfﬁﬁﬁd/ﬁ °

System V IPCEZERE (] AT LASL N A « EREZZ [AI AT LU E AT TR U Ik 25 1] A 3 5230 00 LSRR SR B cdfe 12
GHEAEE ORI « X5 RS0 AR ZEREAE R 2 KA shmdt(2) - shmat(2) - shmetl(2)Fshmget(2)

/usr/src/sys/kern/sysv_shm.c:

e shmctl (shmid, cmd, buf): shmet 1% 1dbRIARHE A XIS P& RS -

o shmget (key, size, flag):shmgetZEIN/ATH sizeF T HIFLZEHTEX I -

e shmat (shmid, addr, flag):shmatFfshmidbriRAIHLZERNIE R IEFGIREHEREAMHEZSE B .
e shmdt (addr): shmdt BUVH I Z A FE KIS A HAEFEUR -
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BYE  Juil FRG
4.2.2 BEFEF

Jail DL — PR B 77 UL B socket(2) RGT AT R VR B EZE T REL . h T IRE—NEEFEE AT
A, @39ﬁﬁ%§55ys€ﬂﬁﬁsecurity.jail.socket_unixiproute_onlyf%%?@it%i&ﬂ?1o WMERBE N, B
BEF ST IR HETE B X e R: PF_LOCAL, PF_INET, PF_ROUTE - i 0ll], socket(2)RF4 iR [a] HiEE -

/usr/src/sys/kern/uipc_socket.c:

int

socreate (int dom, struct socket xxaso, int type, int proto,
struct ucred xcred, struct thread xtd)

{

struct protosw *prp;

if (jailed(cred) && jail_socket_unixiproute_only &&

prp—->pr_domain->dom_family != PF_LOCAL &&
prp—->pr_domain->dom_family != PF_INET &&
prp—>pr_domain->dom_family != PF_ROUTE) {

return (EPROTONOSUPPORT) ;

4.2.3 Berkeleyfl it £ 2%

Berkeley fLid #8311 | — NS5 THUTCRH), EHGE FAIRRERZHRME D - IAEBPFR & A] LIFE
FERIEAS A1 Rl i devis(8) SR P HY -

4.2.4 ML

M £& 1 TCP, UDP, IPFIICMPAR & I, - IPAIICMPALFE—HZEIR: £ )2, MEZE . 58 nantl
WER, B —REFEES L NN TS E R — Mg O L o nanfe— T8 sockaddr EEF R K]
FREF, FAR AT ISP E RS Bt dl - — NFEHRIIAE X sockaddr “E—MEM, A& T HbEAIFRRAF A
HRKE” o FEREin_pcbbind_setup () FsinfE— "Ml sockaddr_infHEHARIITEE, X MEMWAEEE
TEBF UG ENG D ik KE - PR - XL T Fjail P FHERIS EANE T X AR EET
frIjail FTTPHE L -

/usr/src/sys/kern/netinet/in_pcb.c:

int

in_pcbbind_setup (struct inpcb =xinp, struct sockaddr xnam, in_addr_t =laddrp,
u_short xlportp, struct ucred =xcred)

{

struct sockaddr_in =xsin;

if (nam) {
sin = (struct sockaddr_in =*)nam;
if (sin->sin_addr.s_addr != INADDR_ANY)

if (prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EINVAL) ;
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if (lport) {

if (prison && prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EADDRNOTAVAIL);

}
if (lport == 0) {

if (laddr.s_addr != INADDR_ANY)
if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

PREFABANE B prison_ip ()l 4 - prison_ip O BE=Z15E, — MM &M EIERITE
H(HcredfrR), —HbrBf—IPHINE . 25X NPHTEANE X Njaills, JRE; BIERE0. EGARMA
RIEEHE LR, E, AN IPHENEIRSANE THX Nail, HE A R FAIEIX A A& H ISR E T

/usr/src/sys/kern/kern_jail.c:
int
prison_ip(struct ucred xcred, int flag, u_int32_t =xip)
{
u_int32_t tmp;

if (!jailed(cred))
return (0);
if (flag)
tmp = *ip;
else

tmp = ntohl (xip);
if (tmp == INADDR_ANY) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl (cred->cr_prison->pr_ip);
return (0);

if (tmp == INADDR_LOOPBACK) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl (cred->cr_prison->pr_ip);
return (0);

if (cred->cr_prison->pr_ip != tmp)
return (1);
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return (0);

4.2.5 ARG

WRZEFHIKRT0, BERjail EE I root, WAVl FRGHEE SR, 1 ArlE

e CRETEI . CRATME R

/usr/src/sys/ufs/ufs/ufs_vnops.c:
static int
ufs_setattr (ap)

if ('priv_check_cred(cred, PRIV_VFS_SYSFLAGS, 0))
if (ip—->i_flags

{

& (SF_NOUNLINK | SF_IMMUTABLE | SF_APPEND))

error = securelevel_gt(cred, 0);
if (error)
return (error);

}

/usr/src/sys/kern/kern_priv.c

int

priv_check_cred(struct ucred =*cred, int priv, int flags)

{

error = prison_priv_check (cred, priv);
if (error)
return (error);

}

/usr/src/sys/kern/kern_jail.c

int

prison_priv_check (struct ucred xcred, int priv)

{
switch (priv) {

case PRIV_VFS_SYSFLAGS:
if (jail_chflags_allowed)
return (0);
else
return (EPERM) ;

{
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5

SYSINITHEZH

SYSINITE N8 F B FHEF 5 43 BB THLHI FIHEZE - FreeBSD B A F & R34 T NZ BB S W1
1t o SYSINITf# 15 FreeBSDHI N A T R YT AT LAZE N BB ER Bh A NS BE 2 B - 7RI~ MHIBR - B4,
XEE, AN SR AL B — MRS A PV EHER EZEHRFA . X MEREHE
NAZIE R ERLEFR N KLD W] LAS NAZ AR 9 - 8E8: - 7651 S RGNS, ERERGUBITRINE . XL
PRVERENE CNAZBERESS” (kernel linker)F “BEREESEE S (linker set) T2ALH «

5.1 KNi&

HERZ 294 A (Linker Set)
— PR T o SXPPOT VERF R AR PR ST A A ER A BRI SR B — > R AR Sk R B T -

5.2 SYSINITH#:/E

SYSINITZL K FEHERE 28 K BOE A7 8 R FP IR AU 22 40 R B AR S B8R 1B B TE R — MU FE AR %
PR o SXFREERE T IEIR N “BERERSEE S (linker set) - SYSINITF FH eSS 4 A LALER 9 R 48
&, B NEIEFERERAIT - RE- — 2R A X R BN BETEE -

SYSINITHZ B P R SRR R BHEFP LUE AT - 5B —RIERAIRAR T RERNR, 4
tHSYSINITﬁj\%'J?iLﬁ?%ZfEE’J@@E‘Jé)%)llﬁf% %Xﬁ<sys/kernel.h>EF'E/‘J7F&}:i=stsinit_sub_id|j\]° %
:iﬁéﬁtﬁagiﬁﬁﬂ%%fﬁzéﬁéquE@iﬁ%%E@MﬁF?, ﬁiﬁL%E<sys/kernel.}n>qnE@fﬁﬁgsysinit_elem_orderpq°

AP ZIFTZEHASYSINIT: REUE SNBSS, RENTHEAZEREEN - AT R
GOl H AR RGE BN S YSINIT H5E IR AR (AR S5 - Flan, #HEHEF R #EH—1SYSINIT
TE MR FTAT IR SEHY - & W7 RO e B HsysIniT (0, W T E %45 ErYEE
S AT R FHDR1IVER _MoDULE () VA FH AU ECE MR & AR, SR, FhEfTR&EIwnRi . X—3
GidREd, SM—SBIHFEENFE, RNEWHsysINIT O RS o W TIREERESEE T FIEIRE,

NS DEV_MODULE () -

5.3 f# FHSYSINIT

5.3.1 &0

5.3.1.1 L34

<sys/kernel.h>
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252 SYSINITHEZE
5312 %

SYSINIT (uniquifier, subsystem, order, func, ident)
SYSUNINIT (uniquifier, subsystem, order, func, ident)

5.3.2 23

FESYSINTIT () ZESYSINIT/E SR A A . — DS YSINITEUIEIR, LAHESYSINITAE R 558 shal sk in
HATHEF HHUTE A AR . sysiniT () H 1S % uniquifier, SYSINITH T RIMREFET, BEEET R%
FS ~ FRGETTEIMTFS « FFJEFHRE . (FEh4 REETE - T MRS ITE — MEETRE 23

#5-1. sysTNIT () HIFIF

#include <sys/kernel.h>

void foo_null (void =*unused)
{
foo_doo () ;
}
SYSINIT (foo, SI_SUB_FOO, SI_ORDER_FOO, foo_null, NULL);

struct foo foo_voodoo = {
FOO_VOODOO;
}

void foo_arg(void =*vdata)
{
struct foo xfoo = (struct foo x)vdata;
foo_data (foo);
}
SYSINIT (bar, SI_SUB_FOO, SI_ORDER_FO0O, foo_arg, &foo_voodoo);

&, sI1_suB_rooflSI_ORDER_F0O N 44 FIE b TS A
ﬁésysinit_sub_id%ﬂsysinit_elem_orderziquo E%ETQL{%ﬁHE1%§EQ$ﬁﬁ$Qﬁ, ﬁZETEL%?EiElﬂﬁfiﬁéiﬁﬁﬁﬂﬂ
XA MR E L2 o ARA] DU 2 A SRS YSINITHI BTN - LLUR OB Forfl T — e &
I B4 N S 5O R S Y SINIT Z B HU T IS YSINIT -

fil5-2. B sysINTT () I F HIH T

static void
mptable_register (void sdummy __unused)

{

apic_register_enumerator (&mptable_enumerator);

}

SYSINIT (mptable_register, SI_SUB_TUNABLES - 1, SI_ORDER_FIRST,
mptable_register, NULL);
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252 SYSINITHEZE

5.3.3 ¥1Hy
ZEsYSUNINIT () AT A S sysinet () BIFEY, FO2 B REIETHE I ZSYSINITRIHT AR E 4 -

5-3. sysuNINIT () I T

#include <sys/kernel.h>

void foo_cleanup (void =xunused)
{
foo_kill();
}
SYSUNINIT (foobar, SI_SUB_FO0OO, SI_ORDER_FOO, foo_cleanup, NULL);

struct foo_stack foo_stack = {
FOO_STACK_VOODOO;

void foo_flush(void xvdata)

{

}

SYSUNINIT (barfoo, SI_SUB_FOO, SI_ORDER_FO0OO, foo_flush, &foo_stack);
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TrustedBSD MAC #£ZH

6.1 MAC U4k AN BH

ARICHS 2 EHDARPA CHATS 5511 R #9—%R 4, HHHLHA T Security Research Division of Network
Associates /A 7] Safeport Network Services and Network Associates Laboratories HJChris Costellof{
#EDARPA/SPAWAR £ [FIN66001-01-C-8035 ( “CBOSS” ), HFreeBSD il H w5 1 -

Redistribution and use in source (SGML DocBook) and ’compiled’ forms (SGML, HTML, PDF, PostScript,
RTF and so forth) with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

EZ: THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS ASSOCIATES TECHNOLOGY, INC "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL NETWORKS ASSOCIATES TECHNOLOGY, INC BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

HE: ASCPF AR AEE T OIS, AMERARREMSHERKSE - In53RUESCE A, PSR
S

FEV B NANFR SR RRIER T, RFE & 8 LRSS (SGML DocBook) B “4#i%” (SGML, HTML,
PDF, PostScript, RTF %) fI48 5 (B sl RIS AT

1. F > ZJRES(SGML DocBook) WA IMEEHI R B _EIARRAE 7 « ARSE A BTN iR A EZ L
HrEEROEE T -

2. O RIREFEITEA G H'EDTD « PDF - PostScript - RTF 8l ETE), WA EiRMAE R - A%
FHE AN T IAF B EHIEN S 5 & i — RIS, R ER A+ -

FHE: AR ENETWORKS ASSOCIATES TECHNOLOGY, INC  “F#IR & 124, I RASRAE B
INEBEREIRIE, B RN IR T X B E S - S E B MRIE I RS R R o BT LT, NETWORKS
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6=  TrustedBSD MAC fE42

ASSOCIATES TECHNOLOGY, INC ¥JAMMEM EEE - [A# ~ B9~ 5k - BN, sil Rk (BB EAR
TR FEL RS PR « - BdRaRI AR BB L W) 5, TSR S B LUE A 525
B, TR B ARTEAR SR LAS AR 7 20 AR 0324 « S AT E R REENUT (BB R AT T)F ), B
R ER A AN & AR B RTRENE -

6.2 RNiBf@ENT

FreeBSD PL— %% &9 RYEHEZE (TrustedBSD MAC HEZ) A T7=0, F 3 FomI U M7 SRmS (1R
ARG RERISER ) SRAURIR SR - MAC HEZRE — MBI FIEHIRESE, fairfiih e 2 5Rms
FE5 (sl N A% 22 4 SR AT DA ASBE AN A, T DAFE S | SN, & EAEB TR sh N - ZAEZR TR it
HIPREILER O BB T B2 RIS R EEN RGN R % 2B T IE LSS — RII3#1E - MAC
HEZRHIAAAE, L T X SRV EAE SRS ARIR R A SC B, AT S P 13 22 S SRS AR T A M.

AREFFNEAMAC FIEHEZR, i R — DRI FIMAC SRS RRER I -

6.3 Mk

TrustedBSD MAC HEZEF HEAINLH, R AEH _EaB AT NI ERAE NI SR 1R B B B A TR, 6 AR D7 1]
BEHIBERLETY & - AR T 2RI — D WL RSN IRAGH RN S
DL RFIEEIR, MENTRRELSE R LEMBEN A G - T AR Z2EIRIIT R, MAC [.L
M T REM T U RHEHI EEMIAE, FrA&, MR AEE R AR - RIS TR AN RZ 2PMCHISCR -
% SCRF H TR v B -

REFTIRERIE B OO EEMAC fEREEME T TAERIBER P 325, Al LUATRE T AEMAC HEZLR
QAT SRR PAZ T (R IR T3 R B SRS AR R & N ST -

6.4 ZERIEYE RHIR

sREH AR (FHRMAC) |, Z¥8HEE RS0 E| SRR —E T 7 B0 v5 Al ) SRR« FESR- LB i
T aRE U5 RS RIS AT RE S 5 B RV MIIEH] (BFRDAC) FriR AR PSR & 1R, fF& Mk
B G PO EE R BRI IR A SRR - TEESRIUNIX RS, DAC (R E B35 S0 D5 TR =0 A0
THAEEHISNE; TIMAC MR AR HIFEG A IESE . BAE RGOS E L 2PUHITFR A S HF L 45 8t
FIMAC Z2RIEVET MW RFER, i, Z2RH%L4 (MLSPLEM RS, Biba S2EMIREE, ETAGH
VAR H SRS (RBAC) | IFIZYEGRIERG(DTE), LA X T F IR KRS (TE) « 222 SR e UL RIR MR & 4
A . BERTRTE— R F M 22 R RR, XEEEaHE, Arf8h - fefZeFGER,
AR B B2 bRin (FH S RFZ N B8R BN L5 M 52 B R R o

TrustedBSD MAC HEZEFT R AL AONT SRBS IR ER A S0, MR LU RSN EiRFTE SRS, R TScaiH
AR EEZ2Etdn, FHAMED . X BEMS) RENRELZEBIER . i, HNERERE
BV (R T E FTE e S R IEEA B M, BTRAMAC HEZR[EIRE R DA RSEH 524 B E 225K
%
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6.5 MAC HEZE I N AZ A4 R 451

TrustedBSD MAC HEZE R 2 B vy [ P R AR AT, i E T LA AZBRIR I AR T 0 e
RGPS 2 K0S - AR AGIP RIS INEL T 215K, MAC HEZRFS 071 57K 4 SRS AOIAN 46 SR LA—#r
GEMEE L) BRI AAAE, ARG RE -

6.5.1 NiZITE
MAC HEZRH R 5N TT R AL

o MEZREHEN

o HARSFPDIEE

o SREZTEM:

o NINZRIT BIHEZ 2R

o TREE N REE G HRIE

o TMLEHEFIE

o HINZIRSS I A H R ELAPI

o TRESIRIIA O R ELAPI

o ANDORREUPSEH (FF5 SRBG A iy A B E 2 - pRiD B BRI I HIRS & = %8 5)
o EIRIETCRIMOH) RS

o BHMInac_syscall () AL

o LIMAC KRB N BRI 2SS0 A & 27 2 SR g

6.5.2 EREMEO

X TrustedBSD MAC HEZE# 1T HEE I =08 = Fa@ it sysctl T R4 « By loader BLE, 5iE 1 H RS
WA -

ZHEN T, 5F—ANIZEANERZ EH KRB sysctl 25 & Flloader ZE A& F2MFN, ETIZXEE
i1, FTRAERIRIPFERER SN T, tan, FEDRISER N T RAATHES T%% . A, RE
PIAZIRIET I SCFRFMAC PRI, IARCRFES o T4 DURERPRC A B R A B O o 38 AN AE 52
P MBS AR T AR5 LR EAFRE RS SEOREMER, FhXMrER 2 ERT RS PIEN
THER RS o A0SR A BT 5L AR SRS S5 65 R 77 /1R SR EL Al T B SR U 7 =4 {58 R SRS SR A sl PR g aX
FEAERIRLEE A, BE S A b CRAE SRS AL ER A D i — 2

SEMARBIR—H, REUEE R AT LU ASRERE E RGO AR ARSI O, fHfboot loader
E, WRBSBRPT NG S BRI, SRS AT DI N B R BN SR8 R B 7R RGT E g - %
BRAEVEAT AR S], HEAARE 3R B A E R

6.5.3 RISHER I A 5 R

FEIEATIG, ARG IEER RO SKIE SR 5 AT RE R A28 L, IR SRS A O sR B (E PRI EH AR IR TR, B
B, HE-PAORBUERBERN, REHERMAEINORIPILHRIE EHZ RIS R #5818, L
AR = BITHER R SRS 28 AR RE P R R0 - i (MR TR AT LS — . — B3
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MANHREBOHR, THESAEBEEIN, MES — A RERASERE, TEERERED . 't
HEsmE, WREENE, EZRRFEIEEIREERBEERME, ERBIERSIERFPoa it ABERR, E2IT
B EEFRORI0 N L - TEEAR S B — P EFRBIRYT, FIRSE & — 528 2 (H T IR RESE Rend SRS
BERIAT BRI ERBEIRZAR) - SRAZFREIP A — D EIERR, ER—DRIBERNET, RFnE
VIRMESR, A X AR L E SEARAD L -

TP ET RS S ARBINTE, T8 RA T AFILE . Ehaf, SRRz
s H AP OCSARSRI R AR RSUE 1T Z ADINEm BARES S E B r5Kms) B, HEZRA T ELEs
PEATHRME, HAEERZ N0, IR E AT EEI0 « 5 — MRSRAIINER, (EH — PRkt
FEIBATIS R BRI RIS BER AT BEL, R R 20 R BE R A S AT R AP R -

RIAMAC HEZRAN SV FAE R LU IR A2 NFRZE T DAANBE (S d AR AR B - 80T, e B
P RES 95 R HE R 25 PR T A BELZE A 24 A i — BB 1]

6.5.4 tRiC[EI

MAC HEZRAIUN E A ST I % 2 B YEPMC R RE VI RIBR IR R - TRIRARE R, AraeS 8o %
EEMEVMERA—EIR: B—, (FhZEEEVHCHRFEE, WX GRS AT RN L MAETT ),
F 7, MACEZRURERTE AR, RIARFE MEAEFREREZR AT - 8%, MAC HEZR A AN 4L
& L EERNRISYLHR R IZE _EFTITFMAC Z&tRic - i, BT EFMAC tRCHE R ERE
FHEFHR - RS, ST L EPRERIF & iR A3 1 50 EBTER ST i Z DR E R —H
1, BN, ([EERZ e /R 5 %8RS - EA A E — 2 S E ) T R - MAC HE2R45]
M= G, K& B RIZN S L PR 2 B BT S - SRR AR 5 & T T X
SRIGE X, HNENTRRER REIS Z 2 be Bt T v REL . 25067, IRl A 0 R R 245K
SRR RS S ME AR UG I, IR AESRIG AR, BB EEAX B AR C IR -

6.5.5 K& BIPIF P 5H &

FreeBSD W% — M AIIE NI, B, BN —FR 0 ARSI DU FTEAR], HEtE
Ui, FEFF &SRB ARBRI B 2 AR 2 A% FT DATRI S S AN R AN 1 BRGH A Z AR o A SR SRR LR (5
FIRTHBAEEUIANRCIRAS, B AL ZAE KIS AR GE G 2 RIP JR0E, TR KIS N2 MR R
W BN —BEINCIRAS,  IITTEESR R = A SRR R AR E - Dy, SR AT LU FreeBSD BV HI[F] 22
JFiE, B MR . JEZRAIEESE - NXERPEEREALIEE, FEFIEEN
e B, RN EBOY; B, FEARREIRA O R AN E G B BB R -

i oed N BB BE GV LB, SRR A N T RGTZ AT, B R R
TR ER BB ROB - IR RE, HE2R LR E TN, SRS N EREBUE
A ERIE T X B AR A2 B T LB RELE A E 8] -

6.5.6 SREETF Mt

T ARF AR E R RS EIRE S, MAC HEZRYEF M ER. — P ERSEERA — D ohREESR . P EE
REBAREFRIEEAMR, REshBRERABIMEA T — 5 e IR Ep i e . S6
EMAC HEZESRIS I AR, RIS R 2l sys Tt W — DMEM R % MRS, 85—
DRBSIEREN R, sysTniT A HH — MEWEE . HEHABEI TN IIER 2k, EfEA 2 KW
— PR EIRB AN Z K, BE RGN R ARE S EMI AT (BN, SRR EERTE 2R AR 5
AIPRCTT AT IR E) | BE BRI SRS SRR A AR (7 LRt ESR HREAE R S5 S Z /TN
) o KRR, WR—DERPMC AT Y, X E AT R 2 R
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6.5.7 A\ Bk

NHZARSS SMAC HEZR Z Rl EAT L A MR E: —J&, WIEARSS M —RS|APLEFMAC HE2R % &
HhMAE —R, WEIRFAMAC HEZRFE M — MR L2 BRI TR % 2 bMCEURSE W RTEE - b1
ICTEET FHMAC MEZREE ARG E B L RO T4EY, B, AESEEMRN R AT RGRHIERLL,
HLATLLARVFMAC HESR [ SRS RIR AR ARSS - BTN, 7Edtie . AR E3RF . Bl - Mbuf « 4%
O 1P EHSIFIE M AR 2 5 PORERLE T RN T fe M 2trc st - Ao, AF/EMHE
BWRZEREN, WERFEESHAMAC 122, DIEA D RISRIURIE R B QAP (AT LU %
EPMCHIEEE) SERIXERE . ARSI L SRR RE AR RERRE, tF D8 K
In— M ERE R R, Hin, BT A0RIE LR FP AT I 2 AP RiC Bt -

6.5.8 JKHZH A

WERAAZ R RIS NS T 2 D SRIR LR, X LSRR AR LS SRR EZR EH — N E Uz B ToRITH S
L&, BHELNER . B, ZETREmGN, 7B S TE ISR S RN FERN 4 &
IREIRET o FT A SHIGOR E ) L SR AT REF AR (B0 - DiRIBIELS RN RAEESESE) | &
B — MR TR NA N RIR B R SR P SR A R H — MEN BB RIS R . — BT, 5
‘Uil gaRds AL, FEME TEE ERSRAEE - REAFENER LRIESRERIFRIES
g, EIREREY, WTWELHRRIE SR, FXRALL - fin, FHRRAERGHEE X
PSRRI EN 2427 2RI ATH S

6.5.9 tRiC 3T HF

S5WEZTREEW G L EVMERITIREST R —F, MAC RN AR A A IWEgx e ft 7 —4HH
TEHERITRIMCH RGN - HHKPMEREE, partitionbRART - HLEMEIRIE - SEeBEMERRE - XA
(FEEGERR)) - 8. AEME. KWK WEERTE, WCrEESERENRFRBEERTR,
171 [R] s SRS AR HE S 52 22 S 3 K8 SURN B 550 SO SR BR D TT R V8 3L - P B RE PR I — 4% 3
ETFAFENIMC, AT RSRBER 0 TR E A S SOFRERIMEFOR - WIRTE, MRS
LA Z EIRETTE -

PR R EIPRIC S B CZE Hslab 43 B Fstruct labelBUREEF 1 o 12 EEM R — 1 B E K ERIEAE, &1
TEEREH—Tvoid « FEEHFI—DLongHRHTE S L5 - HIFPRCAF BRI RIRAE MIMAC FEMES, R
B “slot” {H, 1ENMEZRSELS AR RIS PRC TR AR MRC AT A ERS] - AT
A 2 ] A S 5 4 FZ SRS AR AR 7 - MAC HEZR [7] SRS ARBR SR A 1 — R A 1 eR U X5 ;A AZ %
G RS MR TS, B8, NRIPIAL - PRCHISREY BN S ETER - (EHIX RN,
FLLSEHE AT AT OSSR - MAC HEZR S8 AN O R B A —MRTAAE SN RAFRET A — DRI 1%
KZEPMCHITRE, B, SKRESRERBENS BRI MIPRC T C R AIZ %0 S N EREE « ME— OISR S
EIREER, TR EPRCHTEET LT R RIS R F AT T3 - 45 FIMAC HEZRSEBI AT RE 2% AT A0t -

WA O RECE R A — MERFEN, FRFH - IVIBERIERS AR RERSER: WRAR
F, MIATRES RGRE], FHERBEILIRPRMC A BCERIE (HENSOECERIE) - B0, WREMSE EL
R AITET RN IR e R E A — BB, TR PN FE L - B R B AN ) R TR
£ (Mbufs) EAEFPRCHPERERE KK, SR B A Mbuf #E1TFRCAIZESR MIMAC HEZE M H 5 A1
B« BhASINEE] R 50 AR FARAC AR SR 20 A F R 4 AT RA b B A B A A BT v AS X Bt
SIERMEINEL 2 Bt B 27 1E, BT TCIEFE W) IR (LRSS VR SRS A A 5 R BT T A0 HE - MAC HEZR 1] SREE ARIE,
BE VIR PIFRIEslot FIEY HOBLENULL, SRS AT LUE AR R VTIE L RIPRE - TREFEEME, K
HFXFMbuf FRCHIERE D ELRA SR, R T2 A EARE I sh A I BORES 4 T fE R 2 FEMbuf H{E
ANULL HIFRCFRET -
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KT RGON ZATPRC, MAC ESRA ST I P h H A Bok ATFhE - AZLATRE, ¥ RETER
R ESS BRI T ARIEX vnode EZ2PRCIE & EHRIER—2E — — i, 2450 HUFs2
SERGESCRR o N T SCIARKLEE S RS RS (RIS RGN S — 1 PRE) . SRR S & 7T hE
R (EEET) TREMESR . HTREMERE, vnode BIRLE HE —MRL(v_1abe)FEB, H
VEREEPTICHOZRIN,; vnode SEFASEHILES, SRAE A LURFPRICERAIZZR M, HAEREN T HAITE - W0
B, NLEBRIATUI R R, BTEA T R B R E 1 -

ER: BT, R DEARCAER R SEE, WE SIS 5, HAR Sslot MTTIEW AZEICEN, H
B S ECT MAC HEZERT PR SRS E1 3 — R ERE LR R IR

6.5.10 X RS A

MAC HEZR ) N AR PR T —H ARG B REZHH T R T BB SOR IS T R rC B ER N
FAAPHRME T #F -

XSO EE RGO, B — MRLARSEM, struct mac, 1EARIASE . X MEHFERE—
T, BREOATREES T — P MARKIMAC FRcE s - B0 E XHMER s H:— M RaT, TIE
KERLE(E - B SRIE AT LLA R Bl — M ERICR AT, XK, WREFE, B LRE T EEM
SRR — D ERT A - RIRERE A D K%L, ENEARC T PR BERIPRC 2 (AR
FITAE, SXFSEIER AL TARCTRE L L@ E RGN - PRCEE ARG AEF R X R AR ER, X
S PR AT IR BE A o BCAIEER AL B IO BE, TIRIL T R P R AR PP A pmic B B A -

H i fFreeBSD NAZFEHE T T FIMAC KRG -

e mac_get_proc () FHTEWYFHENZEMC -

o mac_set_proc () FTIHRHEEE L ATHRNL 2RO -

o mac_get_£d () FATEWMEHRHARTGI AN S Ol BT - EiEUHS%) WEeiml -

e mac_get_file() FTEMHIMH RO BZHIR RN RNLEFME -

o mac_set_£d () FTIERBZ MRS N R Ol - BT - BB FSES) NZemil.
e mac_set_file () FITIEREZR HUH REUBE R FT iR BN R 2FML -

o mac_syscall () JEI3 B LRSI KM BREER A MEKGR R AR AR T OEFIRGHA, H
WHZEEE: BRERIRET - BER S MR P02 RIS NS

o mac_get_pid() ATEWAIESIEE N A — MARNZ 2R -

e mac_get_link () Smac_get_file () HEEMFE, HEUABESEEIRG —TONMF SHERER, i FRE
VAR SRR 2P0, T EEFHR B T8 SO 22 2 hRE -

o mac_set_link() Hmac_set_file () FIAEMF, ARABMESENIEIG — TN SHEER, FIEHE
TS HERRZ EPNE, TR R EE PR L 2L -

e mac_execve () —':Jexecve() IjJﬁE¥M, F\%ﬁﬁ%ﬁﬁfU\Eﬁiiﬁﬁtﬁ—/l\%ﬁ%f%ﬁi*ﬁf%%)\E’JL%X%?&,&
BHUTHBENZ 2L . HTHAT D EEF M SBEREL 2MC IS R A i .

o mac_get_peer (), JEL—NEEFIRIEEEIN, HTEAN—NZREEZETHELENZEIRC -

BT FARRGIEEZ S, Al LhEiTsTocs1emac FisTocsIFMac MZHEE L Bioctl 28 R S5EVH FH e & H)F1
BB M2 O 22 PR
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6.6 MAC KSR B 1A R 554

TR IERMA N, WA LRSI AR, 72 RG5 ] S B 2 17 fE SN
A NE . FRSESLE N — AP E UFRA DRSS RS E - @l e, RISEREREELLE RS
B E, FEAELBERIR RN ARGV R HIRE . B RIS & TS IE R

o ANk SRESELEZEL

o KIBHASEUNE H LI

o i SREGAEMEHAEARSEEL, Hn, SRERARIIA LRI B

o TINE: WPMENBN RE) L EIMCHAITIIIAI - 4EFFIEH B 3
o AN XFRTIGERT B A ARRIEAT I DUSAB BN B L 2 RIC B SR
o SRESAHIRHITT RIFEHI A H BRI SR

o XFERMEPRA R O R HIORN SRS A 14 1Y) P

6.6.1 SREETEEH

SEMEARIR AT LLfE FiMac_porIcy_sET () KA - R LA Jixman 2 ([R5 HE W%
REHR AL ZT) 5 FRICTRMEE SLIMAC A R E A B s # FR SRS A 2SR5 B SRS B N b A
DI, PRIEMAC HEZRFF DUSKIS BT R 7 2O b AT #R s 350, I8 nT RETESRAES O SR 7> EEARIC IR Aislot
g -

static struct mac_policy_ops mac_policy_ops =

{
.mpo_destroy = mac_policy_destroy,
.mpo_init = mac_policy_init,
.mpo_init_lbpfdesc_label = mac_policy_init_bpfdesc_label,
.mpo_init_cred_label = mac_policy_init_label,

/*x .. *x/
.mpo_check_vnode_setutimes = mac_policy_check_vnode_setutimes,
.mpo_check_vnode_stat = mac_policy_check_vnode_stat,
.mpo_check_vnode_write = mac_policy_check_vnode_write,

W EFTR, MAC SEBE A D RELA &, mac_policy_ops, RFRBEEELHE L ThAE R EER B R E A
OpREaE E o EMER “ADRKSE T, KRETHA DRI REfA TR 7ZEBYER . 5
M RO E RECE B 1~ .mpo_destroyFl.mpo_init o 2 55 SREE [ B AEZE I M E AT
B, mpo_init¥F MR AT, UU/E HAMEIA O RECT BEMAF R « X MURRER RIS RIS G LS RIE B O
2, TR B BCAIRI AR TR E,  HL A R EIR S AR IA L -« B — D SRBR IR, KRR
F.mpo_destroy FSRRBERURRS BRI F 2 [ el s E gt - BET, 0 T B E AR O pR O [R J
., AR LIARN A O RERHED IR EMAC FISER B R XMIREPRFHECOT, HS5IER, #
FESRRHE VAR F AR RS, LB 7 T SR 7 Bl A AR I RS 8

Z BT LA S 7S PR ARER 2 e, O T RERSME— AR IIRRER, DU AR AT R KOS R o 1R
Y FAFERERET  EREMBAHER, KWK ZERE PR THEHNEESEREMAF - 5
bh, AR SRS Bt & B & IA TR 6
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6.6.2 SKEEFR &

FEFE B SRR ESHURAILS], PRI E N BRI BT, it B SR IEMMAC REZRER (i
B. HEl, o252 X HiEE ="

MPC_LOADTIME_FLAG_UNLOADOK

FORVZEBEBIR AT LIEN S, - QU RARIRBUZIRE, MIFIRIZ R BIRIE LA 5, - AL Z 2Rl
HPRAS, T SORREAEB AT RO B R R AT B 2 R BT -

MPC_LOADTIME_FLAG_NOTLATE

FORZ RSB IHE R G5 | Sad AR AT ISR L - WRIZIREVORE, LAERRGITZE
EEMHZRER AE R MAC HEZRFTEYE - BPLETREZN I EI RGN ST Z 2 vRERIR L TIE, T
NANBEALER &8 R EFIRIIG L LRI HIX A RIS ER AT 68 2 8 BT -

MPC_LOADTIME_FLAG_LABELMBUEFS

FRLIRIE IR E SR Mbuf 8 € Z2tnil, H BN EHEMCTR NN GES BES 2R AT B r . St
BB, MAC HEZEH A2 A Mbuf S EAVMCEE, FRIERGEHEM PRI 2 D — M8 E T
TR o XFMEEAE RS RS T E N Mbuf BFRCES, BEMIRF T R IERE . Ao, 7E Lk
TR, ALLGEEE AT, MAC_ALWAYS_LABEL_MBUF, JRAIMAC HEZE JyMbuf K22 R0 AL
T, A EdbrE g .

HER: IR H TMPc_LOADTIME_FLAG_LABELMBUFS R {HiX/H 14 EMPC_LOADTIME_FLAG_NOTLATE Fhs SR HEIE
B e g IE R AL TR A O R EE AR Inonn BIMbuf 22 Rind8st « X2 K BRI S BLbRiC EfE Y
SLFEHAIMbuf 7E— TR ZEMbuf ZEFRCRRISENE 2 5, ELZ2MErfa R =« (R R e M 4%
FREEK ZgipomE (BRI, 2R 28RN | B4 A MMouf FIFRCAEGE 0 BEt 7T LASE £RAIE -

6.6.3 SREE A O BREL

MAC HEZE RN SRR ST HEPUFP R B PN TR SRBSIE M AVE EEA O %L FH T FE A 5 B
FEIRAEEAE, tiwitaft - AR, BFIADKREL SRR R BRI R R B TR
B, DIEHATEHENGZEVMCRARADRE . AN, BF —Tmac_syscall () ANDMKEL, #ioRmSELR
RATENENTRSARAPEHRE T, ¥ RNZED

RIS RER A0 S5 N AR T AT A AR EAN DR G, WP RBUR AT 250, B RZFH
PIAZ BT R FH RN B SRE « JmAR A\ BIFE A I BRI TN BO% 3 90 8 R 4RI T 8, BB D (AN IE O SR
RIS, DR RSBOLBIRIATREN . Frilth, P ANZERE, RRMEFEEL T, H#AAOREZ
G, BEET S8, ARl R EEZeRL, ERXFAFEERIER EITHTER (BFEER
AGMEZEINE) BRTEH. HRIEBER, FTUSEMAC HEZRA L R EHE I -

SRS R EGE P D20 AIFE AN SRS R 2 2 VRMCHITRET R 245 RIS  GXRE—2, BIIFESRm
ABGEX ZNERLER, WEEETIMCEHIERRE - AR REERX I REI7N:. MAC #2852 BT
A F SRS R B R PSS A -
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6.7 MACSKEE A\ O KE(S %

6.7.1 38 FH FIRR A 1 R £

6.7.1.1 mpo_init

void mpo_init (struct mac_policy_conf *conf);

S8 i BiE
conf MAC & E X
RESINE A . YEIHRRERE R R LR B /F8, FUtEIEmIR, S HEMAZT RS E

BT - QNSRBI TG L BT T RE s BUERAR P ZE A RS S R E . AT LUK S A TtE — ™ B
RS YSINIT() 1T FE AR 4T -

6.7.1.2 mpo_destroy

void mpo_destroy (struct mac_policy_conf xconf);

S8 A BiE
conf MAC g E X

RSB - LAFFA RISER B 78, RFEEETE .

6.7.1.3 mpo_syscall

int mpo_syscall (struct thread *td, int call, void xarg);

ZH iH BiE
td  HZERE

call HEFFHMARSGTHRARS

arg ARG SEETEE

A HREGR RIS S R ARSTRN, IXRE RIS R AT B0 L P R R i & — NS R S5 T
EMERIARTEA - BN AR ARSI E M 4 7R E R AL H BT IF RS R E RS, FrE S8k
A F R AR B A A AR - S SKBTRSS Y, LRI E L ZERE I MAC HEZR Y A R Y
Vil SRR ELS] - U, B — DRI T MM S IIAE, AR A EROL ARG SR
EHGE, DHEZMAC HEZR A M E RIS ATGE -
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ER: AR RERTEHF L F T copyin O 5 TLARGTHFEUE -

6.7.1.4 mpo_thread_userret

void mpo_thread_userret (struct thread =*td);

S8 B BiE
td IREIZAE

FRNZ AN O REL, SRESEIR AR FRR B P 2R (RGUEALRE - FHIRE%SE) #H1TMAC 18
KA TR TAE - SR RIS TR 2 ZA D RE, FANECHE RS EHANS RS, HFANEE
EERZIARRE FERIARES R, ARPFMC AT RER R RIINEF R « #HRED il ke s HAanEdE . HiF
FHZN O REL, KA R ERE AT BE A i Ep_1abel I — AR e RR: BF
K, HEELENTOF_ASTPENDING MR AR Kps_mMacpeNDMIRENL, FBAFFJHE— 1 Tuserret A
PRIV R o GEIIZ A BRI, SRES AT LR B R P BN SO B E R AR o RIS GREE A R
IERE, FEMIESEE—TAST MREEAHHITIRF, R FHITHAST rlgeRE 2, mEELHE
AN TR TR FTREBE N -

6.7.2 #AEFRIC
6.7.2.1 mpo_init_bpfdesc_label

void mpo_init_bpfdesc label (struct label xlabel);

S8 W BiE
label FFHERFHARTHHRC

= HESEFI L Ibpfdesc (BPF #iiAF) #IGAFRIC - AT DABEAR -

6.7.2.2 mpo_init_cred_label

void mpo_init_cred_label (struct label xlabel);

8 BiE
label FHHIIRLHIETIRC
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A= BRI 5 ERFIIR L ARIE o AT LARERR -

6.7.2.3 mpo_init_devfsdirent_label

void mpo_init_devfsdirent_label (struct label =xlabel);

S8 W BiE
label WA RIHETFRC

H—EE LB devEs  RITHIIAARC - AT DABEAR -

6.7.2.4 mpo_init_ifnet_label

void mpo_init_jifnet_label (struct label xlabel);

28 W BiE
label YN A RIHETRMC

A= PHHIL SR B 253 O TEAHEARIC « AT DUBERR -

6.7.2.5 mpo_init_ipg label

void mpo_init_ipq label (struct label xlabel, int flag);

28 Uil BiE
label FFHERFHEIHFTRC
flag FEAR/ANEERRmalloc(9); 20, T 3L

F— RSB EITP 43 B B AR RIIA M ATRIC - E A £1agt 7] BEBM_WAITOK EiM_NOWAIT.Z
—, B R R Z IR VR A R malloc(9) T ABERR - 1P 4 EZHRAS A S B R VBl R ZE X PEBE
FEASELREVERS R TR, BRI SEEARE A0/ N o g o BRE AR AT S (8] (48R4 - TP 43 EEAHBAS S L4 A
SR L3R O pRECRE R VGR [E]

6.7.2.6 mpo_init_mbuf_ label

void mpo_init_mbuf_ label (int flag, struct label xlabel);
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SH Uil e
flag HEAR/NEEIRmalloc(9); I, T XL
label FFHHITAILHIREEFRIC

DT SE G A mbuf BEEELER (mbur) WIEAILFRIC . EA ) r1agi{E AT BE
HM_WAITOKFIM_NOWAITZ —, Rk RAEZWIE A F B Fmalloc(9) T#E ARERR - Mbuf SLEBH45>
BCERAE R HAEN TR REE TS B R UM N E ST, RIS SEELACAG L 200N O i 6F O B AR AN s (1] 488
1Eo B AN BEECEMbuf 5569 FLH A E RO R 2R GR E] -

6.7.2.7 mpo_init_mount_label

void mpo_init_mount_label (struct label xmntlabel, struct label xfslabel);

SR Wi B
mntlabel RAHIIAMLEImount G54 RMEHRIC
fslabel RFEHIIALEIICIERGIRIEIRIC

T LB I mount SRR EFRIC - AT LARERR -

6.7.2.8 mpo_init_mount_£s_label

void mpo_init_mount_f£fs_label (struct label xlabel);

28 U BiE
label FFHATIAILATIRIC

A= DHBIANE A RFHIAIRIE - AT LABERR -

6.7.2.9 mpo_init_pipe_label

void mpo_init_pipe_label (struct labelxlabel);

S8 HH BiE
label 3{%%}5]215\5 E/‘]*/]—“\IE

A= RINISE BRI EERIIR % 2 PRIE « 7T LUHERR -
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6.7.2.10 mpo_init_socket_label

void mpo_init_socket_label (struct label xlabel, int flag);

SH8 Ui BiE
label FFHHITAILEIFPRIC
flag malloc(9) flags

F— DRI SE G B B TR LR - AR r1ag SEELHTEE
HM_WAITOKFIM_NOWAITZ —, LU AEZ WA FE 5 o] B AR Amalloc(9) -

6.7.2.11 mpo_init_socket_peer_ label

void mpo_init_socket_peer_ label (struct label xlabel, int flag);

28 U BisE
label RFHHITAILEIFTIRIC
flag malloc(9) flags

FIRIRISE G BB 5 S TP RME BIIE 1 - AR r1ag BB THTEE IM_WAITOK
FIM_NOWAIT 2z —, LIREBAEZYIIA AR A 15 B 7T BEREHR Fmalloc(9) -

6.7.2.12 mpo_init_proc_label

void mpo_init_proc_label (struct label =xlabel);

S8 B BixE
label FFRATIAILEIHIIRIC

A= RINISE B RIARRRIIR % 2 hRIE - AT DUHERR -

6.7.2.13 mpo_init_vnode_label

void mpo_init_vnode_label (struct label xlabel);

28 Ui BiE
label RFEFIIAILHTETIRIC
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= RIRIE B B vnode BT 22 FRE - 7T DABERR -

6.7.2.14 mpo_destroy_bpfdesc_label

void mpo_destroy bpfdesc_label (struct label xlabel);

28 UM BixE
label bpfdesc FRiC

BB BPF #id 7 ERFRIC - EZA D RECH, SKISR A BT R AN AL S 1ape1 MREXHITE
fE== ], DAEBHEOZIRIC -

6.7.2.15 mpo_destroy_cred_label

void mpo_destroy_cred label (struct label xlabel);

S8 W BiE
label YFHEHERAIPRIC

B MEER EARC - ERADRET, SRR A BT R E AR ECH S 1abe1 FHRERHIFF i#
2SI, DUEREBOZIRC -

6.7.2.16 mpo_destroy devfsdirent_label

void mpo_destroy devfsdirent_label (struct label xlabel);

S8 W BiE
label FFHEHEXAIPRIC

BB devfs RITLHIFRC - EIZAHRECH, HIEN S BRTHANTE D BLHS 1ape1 HREHITE
fE==E, DLEBHEIZARIC -

6.7.2.17 mpo_destroy_ifnet_label

void mpo_destroy_ifnet_label (struct label xlabel);

49



6=  TrustedBSD MAC fE42
8 U BiE
label FHEHERAOPRIC

S — CMHBRIE DA SRERRIPRC - EZA A RECH, SRR SR BN D ALK S 1abe1 HH
KEKHITEREZE ], DUEEEBOZIRIC -

6.7.2.18 mpo_destroy_ipgq label

void mpo_destroy_ipqg label (struct label xlabel);

8 W BiE
label YFHEHERAIPRIC

B — 1P 20 AFIFESRERHIPRIC - ZEIZA D RELT, KIS N SRR EE N AR ECH 5 1ape1 16
RERPIFEREZS ], DUEEEBOZPRIC -

6.7.2.19 mpo_destroy_mbuf_ label

void mpo_destroy _mbuf label (struct label xlabel);

28 UM BiE
label FFHEHERAIIRIC

BHBCS — " Mbuf M REREIPRIC « FEIZA D RECT, KRR M BBETEENT D B S 1ape1 HHREL
FEE=SE], DUEBBOZIRC -

6.7.2.20 mpo_destroy_mount_label

void mpo_destroy_mount_label (struct label xlabel);

28 W BiE
label FHESEXMIMount S FRIC

BBLS — Pmount FAHREKIIPRIC - AEZADRECH, RIS 2 BT ENT D BLH) S mne 1abel 1]
RERPFERES ], DUEEHBOZPRIC -
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6.7.2.21 mpo_destroy_mount_label

void mpo_destroy_mount_label (struct label xmntlabel, struct label *fslabel);

ZH Wi BiE
mntlabel FFHEEEEAMount R
fslabel File system label being destroyed>
BB S — P mount FAHFKERAIFRC - EIZAHBRECH, SRISR SRS ENTR D ECH), Smntlabel
M s1apel FHRERAIFMESIE], DIEHBIZIRC -

6.7.2.22 mpo_destroy_socket_label

void mpo_destroy_socket_label (struct label =xlabel);

S8 U BiE
label FFHEHEMEZETIRC

WS - EETHREIINE - EZAD R, KN AR EAENRIEE), 51abel HiX
HRETEREZE R, DAEBEEOZIRIC -

6.7.2.23 mpo_destroy_socket_peer label

void mpo_destroy_socket_peer_label (struct label x*peerlabel);

23 1A BiE
peerlabel 4%%&%%%&5"]@*%?%#%;12’%%13

S — BT RIS SEFRC » EIZA DR, SRR Y BT E N B,
5 1abe1 MRIKHFAES], DUFEHEBOZIRC -

6.7.2.24 mpo_destroy_pipe_label

void mpo_destroy pipe label (struct label xlabel);

i S B

label %JE*/T\IE

51



6=  TrustedBSD MAC fE42

PEE— METERIPNC - FEZA DRI, RIS M BATEENETECR], 5 i1abel HHREKAIFES
[\, DMEEEEOZFRL -

6.7.2.25 mpo_destroy_proc_label

void mpo_destroy proc_label (struct label xlabel);

label ﬁfﬁi*ﬂt\lﬂ,

B — N HRRRC - EZADRE, RIS Y BBITEENT BN, 5 1abel HHREKFIFAES
B, PAEEEEIZPRIC -

6.7.2.26 mpo_destroy_vnode_label

void mpo_destroy_vnode_label (struct label xlabel);

23 HH BiE
label L#ﬁi*ﬂt\la

FEE— T vnode FIFRIC - ZEIZA L BRECH, KBS YBEMPTEENTE AR, 5 1abel tHRERAIFIES
[\, DMEEEEOZFRC -

6.7.2.27 mpo_copy_mbuf_label

void mpo_copy mbuf_ label (struct label *src, struct label xdest);

S8 BiE
src /}Eﬁxwﬂ
dest E */]—VF/]—*\IE

¥ src FEIFRMC S B I E destH -

6.7.2.28 mpo_copy_pipe_label

void mpo_copy pipe_label (struct label *src, struct label =xdest);
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S8 BiE
src  RFRMC
dest E ﬁ\ﬁﬂ

)Igi‘src ':F' B"]*ﬂ?la{g%»?%m\ﬁdest °

6.7.2.29 mpo_copy_vnode_label

void mpo_copy_vnode_label (struct label *src, struct label =*dest);

S8 BiE
src /}Eﬁwﬂ
dest E */]—VF/]—*\IE

Fsrc FHIFRMERE B N Eaest -

6.7.2.30 mpo_externalize_cred_label

int mpo_externalize_ cred label (struct label =xIlabel, char xelement_name, struct sbuf
*sb, int #*claimed);

S L] BixE
label R HINRIE R R HIPRE

element_name %%M‘%ﬁ%ﬁ*ﬁla Eﬁ%%ﬂ/‘]Z$

sb FARAFRMC B AR R FE 2B 7 4 buffer

claimed SR AT LUK FTelement_data 35, I HEG{EE

RIEEANRIFRIEEN, FE— D LIINTE R RIFRE . — M MRERIRE, BFMCHNAER AR
~, EHAPERPANHAEFREH, AL . HETPIMACSEEL T SR AKUCUE F SR RG FAE R R EL
R, BREBERSLIRY, FEFES b2 F), T Eelement_name™ §8E KIS T - W element_name
PINBSIREIREE 2 F AR, MEEREO0 . (R RIMCEIR SR B EEEREN, HREHE0E . —
HIEBR EEH Selement_data, 3B *claim FIEUE -

6.7.2.31 mpo_externalize_ifnet_label

int mpo_externalize_ifnet_label (struct label xlabel, char *element_name, struct sbuf
*sb, int #claimed);
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2 iEA BiE
label R HSNTIE AR R HIFRIE

element_name %’%E—ﬁl‘%ﬁ%ﬁﬁﬂ%%%%%?

sb FRAZ PRI B SR R 24 buffer

claimed iR FT LUE FEelement_data 35, I HEGHiBHG

RIFENIFMEEN, PR LINTIE AR RIFRE . — DMIMBERIRIE, BFRMCHRRISCURR
~, EHAPRPAINEABEFREH, AR . HETFIMACSEEL T SRR F SRRE BRI PR EL
Hit, BEAARFERESSIIAE, FEAESsbZfl, T Eelement_nameF ¥5E I F - W element_name
PINA S RBP4 F AR, MEERE0 . (CEEHRIRMCEIR S 2 H HEEEREN, HREEHE0E . —
HIRBE IR EHEH Selement_data, 13 *claimAYEUE -

6.7.2.32 mpo_externalize_pipe_ label

int mpo_externalize_pipe_ label (struct label xlabel, char xelement_name, struct sbuf
*sb, int #claimed);

S8 Bi B BixE
label R HNRIE AR BIPRIC

element_name %%ﬁ#%ﬁ%%%ﬁlﬂﬁ‘]’%%ﬁ@%?

sb FARAE R RIC B SO F R L 2 7 buffer

claimed Ay U\iﬁﬁelement_data iﬂﬁ, )”\'Jﬁéﬁﬁiii

RIBEARIFMCEE, FE— "D LINTERFRIIPRE . — M IMRIERE, BIMCAERISIRE
~, EHAPRAONEEREFRERH, SRR HEBTPIMACSEEN T SRR F SRH& FIRE R R %K,
Hit, EAAREIESEIIE, FEAESsbZH, T Eelement_name 5 E 1% F - W element_name
FINE S RIS AR, WEHREO . (AR HMCEER R HEEE R, REFE0E . —
HFEB R EIE S element_data, 1283 *claimIEUE -

6.7.2.33 mpo_externalize_socket_label

int mpo_externalize_socket_label (struct label xlabel, char *element_name, struct sbuf
*sb, int #*claimed) ;

ZH Wi B BixE
label R ML AR BIPRIE

element_name %ﬁgﬁF%BiE%*ﬁlEE@%%%g?

sb FRAFTBRIC B SO R R I AR F A buffer

claimed Ay U\iéi\]‘ﬁelement_data iﬂjz, I H A (BB 1S

RIEEANBIFREESHY, 74— UM AR IRL . — MMTEAIRL, BIRCABERISURE
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~, EHAPRAONERFEH, AR . BETFIMACSEEL A SRR F SR RS FFE R 1 BRES
L, BAREREPSCIRE, FEAES 2], T Eelement_nameH §5 E K% F - U element_name
PINESIREIREE & F R, MEEREO0 - (CHFEHRIMCEIR S R B EERE, 7HREHE0E . —
BRI R EHE S element_data, 2B *claimFEUE -

6.7.2.34 mpo_externalize_socket_peer label

int mpo_externalize_socket_peer_label (struct label xlabel, char xelement_name, struct
sbuf xsb, int =*claimed);

S Pt B BixE
label SRR 2 W N Y AN T

element_name ﬁaﬁ?%&bgg%@%*ﬁlﬁl E/‘]%EH%E@@$

sb FRAFTBRIC B SO R I A F A buffer

claimed R AT LIE Frelement_data 35, I A E G

RIBEABVRICEM, FE—DLSMEEAFRRIRE . — MMRERIME, EVREHAERIXEA R
~, EHAPERONHEEFEH, AL . HETFIMACSEEL SRR F SR RS FFE R 1 R EL
R, BEAAREIEESSIIAE, FREAESsbZ A, T Eelement_name ™ ¥5 E K% T - W element_name
PINB S RIS 2 PR, MEEREO0 - (U FEHSRIMCEIR S R B EEEREN, 7HREHE0E . —
HEBE R EE Eelement_data, 33 *claimP%L(E -

6.7.2.35 mpo_externalize_vnode_label

int mpo_externalize_vnode_label (struct label xlabel, char xelement_name, struct sbuf
*sb, int #*claimed);

2 TiEA BiE
label B HSNTIE A SRR FRIE

element_name BN RRIMCHIRIGHIS T

sb FRAZ PR B SR R 2 A buffer

claimed ISR T LUE FEelement_data 35, I HEGHiBHG

RIFEANPIFMEEN, PR LINTE AR RIFRE . — MMBERIRE, BFMCHNERRISCERR
~, EHAPRPANHAEFREH, SRR . HETFIMACSEELT SRR F SR R& BRI 1 BREL
Hit, BARERESSIIAE, FEAESsbZ A, T Eelement_nameF ¥5E K% F - W element_name
PINESIREIREE 2 F AR, MEEREO0 . (CHESRIRMCEIR SRS HEEEREN, HREHE0E . —
HIRBEIR EHEH Selement_data, 333 *claimAOEE -
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6.7.2.36 mpo_internalize_cred label

int mpo_internalize_cred_label (struct label xlabel, char xelement_name, char

*element_data, int *claimed);

S Vi A BiE
label R E TR RIFRC

element_name %%W%H@%ﬁwﬂﬁ@%%%%?
element_data %E?ﬁiﬁ?ﬁ%%j{j—(@fﬁ
claimed GNSREIE B E AR, T A

RIE— AR RINTE R RRCETE, A — P NERIE RS - B BIFIMACTT 2RI A
B SRBS FOAE R AN R, SRMIN PRI ERERHE Sk, (Rlitk, SEEMCRE L0 E Seil it
#element_name [N AF B CHIKEE & F, Rl & BT ik Hielement_data {7 AETE - R, 0
R FAILEL B E BOR AR ERLY), ZRECRE0, FHiEdE *claimedHI{H -

6.7.2.37 mpo_internalize_ifnet_label

int mpo_internalize_ifnet_label (struct label xlabel, char xelement_name, char

*element_data, int xclaimed);

ZH ] BiE
label R PR L AIPRIC

element_name —F:F’%%:W%B%ﬂ?ﬁﬁ%%%%%?
element_data e e O NG

claimed WREE GO, A8

RIE— RSN ZR L EdE, A — 1 NEENIFRICEE M - B T FIMACTT R0
P SRBE FIME R RS, ORI ARC R B g, I, SEIACR T & SEiE i b
@Celement_name‘:fz'ﬂﬁlj\]gﬁﬂEEE"J%H}%@?, %ﬁﬁ%%@%%i?ﬁ%element_data‘:F’ﬁfﬁ(ﬂ"]ﬁﬁo %Mﬂ/‘], ilﬂ
R FANICHL B E BIR R IR ERLT, ZREGRIE0, Hibt*claimed )(H -

6.7.2.38 mpo_internalize_pipe_label

int mpo_internalize pipe_ label (struct label xlabel, char xelement_name, char

+element_data, int *xclaimed);

SH Vi BH BiE
label FHHE T RIFRIC
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S8 L BlE
element_name %EW%B%%*@IEE@%%E/‘Jgﬁ
element_data FaZeW i A SUARETE

claimed IRBIERERREE S, W HE (5

IR — AR ASMRZTRIICESE, I — DA RIPRICSEH - B ETRIMACTT SRR UTE H
PrE SR HORE R A DR B, SRIFRARC AN HOE R, B, SEIUCR L E el H
Helement_name F N AF H CUOSRIG 4 7, AHHE & 57 24 iftelement_data A7 BUNEE - KU, 40
R A EECECE BAE e SR ERT), ZEREURE0, H iR claimed I(H -

6.7.2.39 mpo_internalize_socket_label

int mpo_internalize_socket_label (struct label xlabel, char *element_name, char

xelement_data, int xclaimed);

S Wi BiE
label FHHETERIPRIC

element_name a2t NEBR NI HISREG H) 2% F
element_data %%%ﬂiiﬁﬁ%%yzﬁﬁjﬁ‘

claimed INRBIEPERREE S, W HE(E 5

R — AR RINT R RRCETE, A& — P NERIE RS - B BIIMACTT 2RI A
G SRBS FOAE R AN R, RN PRI R HE Sk, (Rlitk, SEEMCRE L0 E Seil it
Belement_name ! [N AF B CHIKEE 2 F, BlfiE & T 22k Hielement_data 7 HUHETE - R, @0
R FALEL B A BIR R AR E R T, ZREGREI0, i +claimed 1(E -

6.7.2.40 mpo_internalize_vnode_label

int mpo_internalize_vnode_label (struct label xlabel, char xelement_name, char

xelement_data, int *claimed);

2 Wi B Bl
label FFHE RPN

element_name %%W%H@%ﬁwﬂﬁ‘ﬁﬁ%ﬁ@%?
element_data %E?ﬁiﬁﬁ%%j{j—(@fﬁ

claimed WREIE G IE R, T HE

RIE— AR R RRCETE, A — P NEIE N RPMCSH - B BIFIMACTT 2RI H
B SRBS FOAE R AN R, SRMIN PRI ERERHE Sk, (Ritk, SEEUURE L0 E Seil it
element_name ! [N AF B CHIREE & F, Bl & I FT ik Hielement_data A ETE - R, 0
R FAILEL B E BOR LR ERLY), ZREORE0, FHiEdE *claimedHI{H -
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6.7.3 PR EF

SRESIRAT FAIMAC HEZRERHEAY “FRC B RADREL S REPR DI THRAE - SRBS IR &
SERATBOPRIC AT SR BORE R A A R B AT IR H AN D A B - N SRETPIIATIL - QIR
T T A o ERLN R BN A] ISEINERRE, B, AvrA PSR R ERIPRICE - X SRR ST
DASERERFE IR R B, Han 5P EAMRMPRCEM . — DM RRHRC S AR L o AR E
VNS i€

LINTR Y=o o
(N ZARRAIEF) \
PRl o

HFTCFE, o--<—-.
AP GAE R, | \
Vil ~—=>—-0

PRCEHEL o

FEFRPRCHIIR LA D pREL, SRIR AT LILL TG — /) - XTSRRI R 7 S EMCRI6(E -
S ECLE— ISR slot (E90, X FEAE ARSI AT REH AT ZHUT R [ THIWIA L ERLE -

PRGBSI AT TR — D NZEOR SR — D B SSRGS B, (A SRSEBi4L) et
Zl. BN, EEEMHERZE], £ HN 29 Fmbuf BHESH, BFEFRN “RER RE. B
I, mbuf B9 BCERVERF S BT Zmbuf FIAVRICPIIRILIRIE, Timbuf O EVEN #E R 21 Zmbuf HIES
— MR IRAT KRB AT . B, ARAEHSREEEFN LTI, BEEE . @SRRI R
HABX BAFRICES .« Flin, H—NEEFOE— Pmbuf B, BT HOIENmbuf X EFRICZ AN, (ERAIEE
MERFSHIMC IR ARG E . NMEEEQEN SN ES BN GFRREEER T QIEREnT
RERAETEXMEREE RS ESRPINZE O £ A, FASIEEAARREFERM, U ERSENES IR
T -

S EEE R E G — A ST & A IPC S, (HRAEN SR F R R AN, RS EA TR LI
PRI T I B E - i, 7EMAC_UPDATE_IPQ A LM A, HAIP 4 A EHIFHIFRIC
ATRES R WA B T 35T I mbuf T 5T -

DA SR A R S BT A e -

REOE L HITIRICHEERE, ROV E D ECR AR S R B RS, Z /5 A AT AEE Bl B
KSR B RS -

bR T 558 NI S8 E B MC 2 b, I E — MR MOV R AL IRETARC o IXEERRICH TR
AP HARBEREZEFREE - SR ESRERIES Ebrd— i, JE0EEHE
4, MAC_INTERNALIZE, B&EAN[E: ZREFER H ARG, SRR ANZERIER .

6.7.3.1 3 RGN RITIC A

6.7.3.1.1 mpo_associate_vnode _devfs

void mpo_associate_vnode_devfs (struct mount *mp, struct label xfslabel, struct
devfs_dirent xde, struct label xdelabel, struct vnode *vp, struct label =xvlabel);
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2 iEA BiE
mp Devfs 1% &,

fslabel Devfs XM RGFRIC(mp->mnt_fslabel)

de Devfs H R

delabel 5 de MRERMIEBEIRIC

vp 5 de #REX I vnode

viabel 5 vp 7FH9€E£ E’J’fﬁ%ﬁfu‘
RIESE de 6 AHdeves B RIMEEIRCE R, A—MEA & deves vnode IEFEHFIE (viabel) -

6.7.3.1.2 mpo_associate_vnode_extattr

int mpo_associate_vnode_extattr (struct mount *mp, struct label xfslabel, struct vnode
*vp, struct label xvlabel);

S 1t B Bie
mp RS

fslabel XHFRGIFRC

vp R FRIC Fvnode

viabel Svp HHREKHIEEEIRC

MR R M BB vp B9FRIC - A, R0« AR, MHEerrno TEERIAHR AVEEIRGRIY -
QRS ARG TR MR HRAE, WA LA BN fs1abel M Eviabel -

6.7.3.1.3 mpo_associate_vnode_singlelabel

void mpo_associate_vnode_singlelabel (struct mount =xmp, struct label xfslabel, struct
vnode *xvp, struct label xvlabel);

¥ Ui B BisE
mp RS A

fslabel XHRGIFRC

vp FEHEFRIC Fvnode

viabel Svp MHREKHIEERC

FEARZEMCHRG L, HEAIZAORE, RIEHFERAIRC, £slabel, Hvp WEKMITIC -
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6.7.3.1.4 mpo_create_devfs_device

void mpo_create_devfs_device (dev_t dev, struct devfs_dirent xdevfs_dirent, struct
label xlabel);

¥ B BisE
dev devfs_dirent Xﬁ“ﬁﬂ‘ﬁﬁ%
devfs_dirent FFHFRCHIDevfs B

label :{Tyj’%ﬁiﬁgﬂ/‘]devfs_dirent */ﬁlﬂ

HENZEFTER)deves_dirent IEFRIC « ZRECRHER 8 U RGUINE - BB IENE & I 3%
H.

6.7.3.1.5 mpo_create_devfs_directory

void mpo_create_devfs_directory(char xdirname, int dirnamelen, struct devfs_dirent
+devfs_dirent, struct label xlabel);

23 1A BiE
dirname %ﬁﬁ—:ﬁilﬂ@%%’z
namelen ??@%dirname E‘]‘L’i&#

devfs_dirent i HREAEDevfs HXF R HY H R
FEN B ERSETIH i deves_dirent EEHRC o ZRECHEME: - EMNEE RS, SERN—1 7
R E H R AL &N A .

6.7.3.1.6 mpo_create_devfs_symlink

void mpo_create_devfs_symlink (struct ucred xcred, struct mount =*mp, struct

devfs_dirent =*dd, struct label xddlabel, struct devfs_dirent =xde, struct label
xdelabel) ;

ZH A BiE
cred Eﬁ-‘f_ﬁﬁg:{j{
mp devfs FE#E

dd HEREE R

ddlabel 5 dd tHRBERIFRIC

de S5 HEE I

delabel 5 de tHREXAITKBEITIC
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FFE O R devis(5) FFSHEETUAEIRE (delabel) -

6.7.3.1.7 mpo_create_vnode_extattr

int mpo_create_vnode_extattr (struct ucred *cred, struct mount »mp, struct label
xfslabel, struct vnode xdvp, struct label xdlabel, struct vnode =*vp, struct label
*vlabel, struct componentname +*cnp);

28 U BiE
cred EE1'$1'§EE>U(

mount j{’ﬁ:%gﬁ&?&)ﬁ

label XHERGIATIL

dvp A B 3¥vnode

dlabel 5 dvp MRERIIEEEIRIC

vp Al HIvnode

vilabel 5Vp *E?‘%E?%E‘J’fﬁﬂiﬁﬁﬂ

cnp vp BT84

Fvp KIFRCE AT BBV - BT, RVRCE A viaber, HIRE0. B, JREX R E RIS o

6.7.3.1.8 mpo_create _mount

void mpo_create_mount (struct ucred *cred, struct mount xmp, struct label *mnt, struct
label xfslabel);

SR B B
cred EMME’EW(
mp Ak RREEER U RS

mntlabel FFHIEE Kimp FISKIEHRIC
fslabel RIBHEEEImp FIDE RGHIRIEIRIC -

A N ERFERT AR AES IR G IR0 « ZERECRAE U RGUEER RO -

6.7.3.1.9 mpo_create_root_mount

void mpo_create_root_mount (struct ucred xcred, struct mount *mp, struct label
*mntlabel, struct label xfslabel);
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S8 W BiE
56.7.3.1.8 11

AN ERFERITOEAERRIEGIRC « ZRECRAEEEBRSUE RS, mpo_create_mount; 2
JEBEM -

6.7.3.1.10 mpo_relabel_vnode

void mpo_relabel vnode (struct ucred *cred, struct vnode xvp, struct label xvnodelabel,
struct label xnewlabel);

S 1B BiE
cred I1¢1§1{E)ﬁ(
vp Rt B FTPRC Fvnode

vnodelabel vp fmﬁﬂ@%%*ﬁlﬂ
newlabel BB A vnode 1 abe 1 HHT (Efﬁgﬂ%%ﬁﬁ> Frit

RIE R ANBFPRICH AR EEIR, EHi S Evnode IR -

6.7.3.1.11 mpo_setlabel_vnode_ extattr

int mpo_setlabel_vnode_extattr (struct ucred xcred, struct vnode xvp, struct label
*vlabel, struct label xintlabel);

2 ] BiE
cred £1¢1§’E3{j§
vp 5 HFRC TR N vnode

vliabel VpE/‘]’fﬁB%*ﬂt\lE
intlabel FIHE ANHEEFITRC

Y58 int 1abe1 A HIWRD S B 5 ATEEvnode I BEM - R B vop_stdcreatevnode_ea Bt
W -

6.7.3.1.12 mpo_update_devfsdirent

void mpo_update_devfsdirent (struct devfs_dirent xdevfs dirent, struct label
xdirentlabel, struct vnode *vp, struct label xvnodelabel);
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28 Ui B BiE
devfs dirent ZAE; devfs HRIN

direntlabel :{%%ﬂiﬁ%ﬁﬂ/‘]devfs_di rent FISRBEFRIC

vp “Cvnode CHiE
vnodelabel vplél/‘]%m%ﬁ—“\la

*EfE%f?)\E@devfs vnode ﬁﬂ, Xﬂ'devfs_dirent E@*ﬁlﬂﬁﬁ?%%ﬁ ° i%ﬁﬁiﬂ*ﬁ‘devfs vnode E’\]f;':éﬁf
BN )G, RHRZRECEIEARMCIE, atk, RIEAEN AIvnode BRI NZENRER, ASE
KVRCHIFPRS « A, fFdeves FFTE— MT SR, BB nac_vnode_create_from_vnode, HFf
WHIZREL, Xvnode FRICHATHIAGLERLE -

6.7.3.2 IPC X RFRiC HH-#R1E

6.7.3.2.1 mpo_create _mbuf_ from socket

void mpo_create_mbuf from_socket (struct socket *so, struct label *socketlabel, struct
mbuf *m, struct label *mbuflabel);

S Wi BiE

socket ERT ERFHEWIP
socketlabel socket E/‘J%B%ﬁ?la

m AR5 mbuf

mbuflabel  FFHHIEEHIm BISKRSFRC

RIE T A EETARCH BRI mbuf L FRR EIRE « BHEETE—DEBRIREEHER, HF
R HAAMEAE S Embuf S, R L REL -

6.7.3.2.2 mpo_create_pipe

void mpo_create_pipe (struct ucred xcred, struct pipe #*pipe, struct label x*pipelabel);

23 1 EH BixE
cred Eﬁﬂ%ﬁ:){k
pipe %JE

pipelabel pipe HIREEARIC

RIEEANEREERSE, REHEEENIC . 85— DRrEEREE, R -

63



6=  TrustedBSD MAC fE42

6.7.3.2.3 mpo_create_socket

void mpo_create_socket (struct ucred *cred, struct socket xso, struct label
*socketlabel) ;

25 Ui BA BiE
cred ETZM%_E—E:U( Z:EJE&'J@
so B R ERET

socketlabel 4%%&&5 E"] SO [:l]/‘ﬁ/_ﬁla

RIEEAMEREERSE, REFEEZTHRC . B8R DEEY, X ERsRA -

6.7.3.2.4 mpo_create_socket_from socket

void mpo_create_socket_from socket (struct socket xoldsocket, struct label
xoldsocketlabel, struct socket xnewsocket, struct label xnewsocketlabel);

S Pt B i E
oldsocket %%§T§$

oldsocketlabel oldsocket E@%%*ﬂt\lﬁl
newsocket TEEET

newsocketlabel newsocket EI’\J%H]%WLE

HIElisten(2) B F oldsocket, ﬁﬂ%ﬁ@aecept@) HEH F newsocket, WHEIRLD

6.7.3.2.5 mpo_relabel_pipe

void mpo_relabel pipe (struct ucred =*cred, struct pipe xpipe, struct label xoldlabel,
struct label xnewlabel);

23 UiBH BiE
cred EM—‘%E%
pipe %JE

oldlabel pipe HIHHIKRIEFRC
newlabel :{%‘ﬂﬂpipe &EE’J?}TE‘J%B@@M

ﬂ?pipeiiﬁ%)ﬂﬁﬁanewl abel o
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6.7.3.2.6 mpo_relabel_socket

void mpo_relabel_socket (struct ucred *cred, struct socket xso, struct label xoldlabel,
struct label xnewlabel);

S Ui B BiE
cred EMM%’EE% Kﬂﬁ&')&iﬁ
so wik, BT

oldlabel so E/‘J%’I ﬁﬁﬁwﬂ
newlabel 5{%ﬂﬂsocket lﬁﬁﬁ"]?ﬁ*/ﬁlﬂ

RIEEANRIPMCSEL, W ERT W E BIARCE T 538 -

6. 7.3.2.7mpo_set_socket_peer_from_mbuf

void mpo_set_socket_peer_ from mbuf (struct mbuf *mbuf, struct label xmbuflabel, struct
label *xoldlabel, struct label xnewlabel);

ZH Ui Bie
mbuf NEFF R HE— IR R
mbuflabel mbuf HIFRIC

oldlabel EEFHIHATIMC

newlabel FFRNERTEEHIRIEIRC

HRYE % A BJmbuf FRE, BCEFDstream BT HINERE o FRUnXEIER T 250, B5— 1 stream
ERTREEE D EEERE, ZeRECRE PO -

6.7.3.2.8 mpo_set_socket_peer._from _socket

void mpo_set_socket_peer from_ socket (struct socket xoldsocket, struct label
xoldsocketlabel, struct socket xnewsocket, struct label xnewsocketpeerlabel);

S Wi B BixE
oldsocket Ki@@fﬁ?

oldsocketlabel oldsocket HIRBEFRIC

newsocket S EEET

newsocketpeerlabel 3{%’?‘Unewsocketi§\§5@%5§$fﬁiﬁ,

RYEEAPNERRERL TS, 9— P stream UNIX 5ERTFIRENEFRIC - B MAER T 2 [F
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FTEaEmT, % R ECRAE P 0 A BRI -

6.7.3.3 Network Object Labeling Event Operations

6.7.3.3.1 mpo_create_bpfdesc

void mpo_create_bpfdesc(struct ucred *cred, struct bpf_d xbpf d, struct label
~*bpflabel);

SH 3 BiE
crea  THEER Rl

bpf_d FAR; bpf #HiATF
ppf B HNbpr JEE HIEIRFRIC

RIEENRTEEEIRSE, AFERIBPF ik 7 EIRC o HEREITITBPF & &7 Ay, %R ECR
B -

6.7.3.3.2 mpo_create_ifnet

void mpo_create_ifnet (struct ifnet =xifnet, struct label xifnetlabel);

BH i B
ifnet WZ@T&H

ifnetlabel Ji’rﬁlfnetiﬁgﬂﬁ’fﬁﬂi%ﬁﬂ

TR O EARC - RREHELL B SO S — R O 2o AR, BB
— i O AT R T P BRI SE LR

6.7.3.3.3 mpo_create_ipqg

void mpo_create_ipqg(struct mbuf xfragment, struct label *fragmentlabel, struct ipg
*ipg, struct label xipglabel);

S Wi B Bl
fragment %%/I\%&ﬁqﬁﬁ/‘jﬁ) ﬁj\}fl‘
fragmentlabel fragment E/‘]%H]%M—WE

ipg R bric BIP RS
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ZH TiEA e
ipglabel Fh i pg B S FIREE R

RIEF — D ERWE 5 Friimbuf SKEREE, HTERIIP 50 F ARSI ERRC -

6.7.3.3.4 mpo_create_datagram from_ipqg

void mpo_create_create_datagram from_ ipqg(struct ipg xipg, struct label xipqglabel,

struct mbuf xdatagram, struct label xdatagramlabel);

S Wi B BiE
ipg IP EZHPAT

ipglabel ipg HISRBE PRI

datagram 1{%%527]:/]—?1—5'%@*%?&

datagramlabel 5{%‘% datagraml abeliﬁg E"]%H{%ﬁ?la

HRAEIP 73 EEHBASY, D9 NI 2H 52 58 1P EUE RIS EARIC -

6.7.3.3.5 mpo_create_fragment

void mpo_create_fragment (struct mbuf xdatagram, struct label xdatagramlabel, struct

mbuf xfragment, struct label xfragmentlabel);

S Wi B BixE
datagram ﬁfﬁjﬁ

datagramlabel datagram E’\]%Eﬂ%*ﬂ?}ﬂ

fragment )I%‘%EZ*/?—‘IE E‘jéj\}#

fragmentlabel :{%jj datagramﬁi%ﬁ"]ﬁﬁ%*ﬁiﬂ

IRIEECHEAR T B fImbuf SKERER, HEFHERI D A Bmbuf SkHR S ERIC -

6.7.3.3.6 mpo_create_mbuf_from mbuf

void mpo_create_mbuf from mbuf (struct mbuf xoldmbuf, struct label xoldmbuflabel,

struct mbuf xnewmbuf, struct label xnewmbuflabel);

2 B BiE
oldmbuf 2FEK (J&) mbuf
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S8 Vi Bf Big
oldmbuflabel oldmbuf HISEBEHTIC
newmbuf e FRIC BT i mbuf

newmbuflabel llgfﬂﬂnewmbufiﬁgﬂ/‘]%m%ﬁdﬁa

IRIEHE N IVEEIEIR mbuf SLFREE, JFrEEdER fmbuf SkER I EIRC - W E R THERAZL
KA, Hoan, ETON ST SR E T BL R T mbuf

6. 7.3.3.7mpo_create_mbuf_linklayer

void mpo_create_mbuf_ linklayer (struct ifnet xifnet, struct label xifnetlabel, struct
mbuf xmbuf, struct label smbuflabel);

ZE Vi B B
ifnet W 2842 O

ifnetlabel ifnet HISRBEFRIC

mbuf HEERE R FImbuf SLER

mbuflabel ¥ NmburiE S HIRIEIRIC

RFELEERE O b BT 3R I 2 00 L T BT B AR AR A mbu k3% B AR o 1 REUS RS T4 T
VA, S IPv4AFIIPY6 IR ZEN N ARPEL E ND6HRT -

6.7.3.3.8 mpo_create_mbuf_ from bpfdesc

void mpo_create_mbuf from bpfdesc(struct bpf_d *bpf_d, struct label xbpflabel, struct
mbuf xmbuf, struct label xmbuflabel);

e Ui BiE
bpf_d BPF #iiRA+

bpflabel bpflabel HISEBEFRIC

mbuf BT AET E mbuf

mbuflabel ll%ﬂ?mbufiﬁg E/‘J%EH%*/T\IE

JEFZEUBPF ffid 1 0 AT AR R Fmbuf S EARIC - =X ZEUBPF ik 7 B R ECHUBPF 13 f
PHATERIERS, Z R R -

6.7.3.3.9 mpo_create_mbuf_from_ifnet

void mpo_create_mbuf from_ifnet (struct ifnet *ifnet, struct label xifnetlabel, struct
mbuf xmbuf, struct label smbuflabel);
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ZE Vi B BiE
ifnet W 2842 1

ifnetlabel ifnetlabel HISEBEHRIC

mbuf HEEE R FImbuf SLER

mbuflabel FFRmburtEE HIEIEHRIC

MM 2845 O 2 A0 FOER AR A mbuf Sk EARIC -

6.7.3.3.10 mpo_create_mbuf _multicast_encap

void mpo_create_mbuf multicast_encap (struct mbuf xoldmbuf, struct label *oldmbuflabel,
struct ifnet =xifnet, struct label *ifnetlabel, struct mbuf *newmbuf, struct label

*newmbuflabel) ;

ZH Vi BiE
oldmbuf A EHE R I mbuf L3

oldmbuflabel oldmbuf HIRIEFRIC

ifnet [ an|
ifnetlabel  ifnet HIEBEFTIC
newmbuf 4%%&%16 El/‘]??ﬁ @éﬁﬁﬂimbuf %%B

newmbuflabel :Igfﬂ?newmbufiﬁgﬁ/‘]ﬁ%m%ﬁdﬁa

LE AR CHEIR R4S € 23D (multicast encapsulation interface) ZCERN B, gl
FIEIRE IR T fEmbuf SKERIZEFRC - B2 FIZE I O %38 — P mbuff, R FIZ AL -

6.7.3.3.11 mpo_create_mbuf_netlayer

void mpo_create_mbuf netlayer (struct mbuf xoldmbuf, struct label xoldmbuflabel, struct
mbuf xnewmbuf, struct label xnewmbuflabel);

2 i BiE
oldmbuf R
oldmbuflabel oldmbuf HISRIEHRIC
newmbuf %ﬁ@ﬁﬁi?&

newmbuflabel newmbuf E’U%H}%*ﬂj\la

TP HERR R AR N R SR (o1ampur) TIHTEAVEURIRIZE Embuf L EIIRIC - FFEHER N
B RNZRE, AN, MERICMP TESREGERRS -
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6.7.3.3.12 mpo_ fragment_match

int mpo_fragment_match (struct mbuf xfragment, struct label *fragmentlabel, struct ipg
*ipg, struct label xipglabel);

S8 Ui BixE
fragment Ip é&jﬁ;‘ﬂi’ﬁj\ﬁl‘
fragmentlabel fragment E‘J’fﬁﬁ%ﬁﬂ

ipg IP 43 i B ZHRAS

ipglabel ipg HISRBE AR

RIEFT AP 73 7 BT (ipg) KIPRID, REES—MIP EIER (fragment) Hmbuf FLHRZ
B EHER . f76, MLREL. T, RE0. &SP HRZER— M RINEEEE S F AR EE R
o R EHRIIFPE, REARZREA T Ze0s; WRR, Fon =i — s A EAH
1o SBETT IR FZ A R, RETRICEE HA S BB LA EEAIP 70 B -

6.7.3.3.13 mpo_relabel_ifnet

void mpo_relabel_ifnet (struct ucred *cred, struct ifnet xifnet, struct label
*1fnetlabel, struct label *newlabel);

i Vi BA BiE
cred EfZM%‘EE)U(
ifnet gﬂg, IWZ%T%I:]

ifnetlabel ifnet HISREEHRIC
newlabel :{%‘ﬂqlfnetliﬁﬂ/‘]%ﬁ*ﬂt\la

7FE3’EET1§)\E"J¥E*ZTWE, newlabel, L)&Eﬁﬂ%ﬁé’ﬁ(, cred, Xﬁlﬂé%%l:lﬁ’ﬂﬁwﬂﬁﬁ%%ﬁ

6.7.3.3.14 mpo_update_ipqg

void mpo_update_ipqg(struct mbuf *fragment, struct label xfragmentlabel, struct ipg
*ipqg, struct label xipglabel);

S Wi BiE
mbuf IP 3

mbuflabel mbuf BIZRBEFRIC

ipg 1P ﬁHE?ﬂB}\ﬁU

ipglabel 3{%‘%&%%?5,‘]1}3:;%% ﬁﬁ%%*ﬁ\lﬂ
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IRIEFT (& ABIP 2> Frmbuf SKFR (mbusr) NEMCERIP 20 R EAS (ipg) BIPRCHETEHT -

6.7.3.4 FHREFRICEHRIE
6.7.3.4.1 mpo_create_cred

void mpo_create_cred (struct ucred xparent_cred, struct ucred *child cred);

ZH Vi BA BixE
parent_cred §C3E1'$1§’E‘>{j(
child cred %E1¢1§’E—Clﬁi

RIEFT AR ARG ER, AFEOTHREEREERIL . 828 — D ErERstruct ucred i Fcrcopy(9)
i, R LR ZRECN R S AR EH] (forking) B BIEZFIHRN—IX -

6.7.3.4.2 mpo_execve_transition

void mpo_execve_transition (struct ucred xold, struct ucred *new, struct vnode =*vp,
struct label *vnodelabel);

ZH Wi A BiE

old ERERERGFER AR
new REPARC KT E AR EER

vp FEBPAT B ST EBlE

vnodelabel vp E’J%Hﬁ%ﬁ?}ﬂ

— MAEEERo1a I FERH THUT (vp XX T S EARCEL LN, Z K E R TEvnode bRt i AR EHHFR
iﬁjﬂnew ° ﬁé/l—/l\ﬁﬁ%*mﬁvnodeyﬁ:, ﬁﬁﬁ]i)\l:l l%]%f&mpo_execve_will_transition ﬁ&yﬁg@
FOSEBRI ORI Z A SR T LU % AT A S AR S V8 flmpo_create_cred 5
A EEL, so as not to implement a transitioning event. — ESRBE LI T mpo_create_credtiEY, BIfFXE
%fmmpo_execve_will_transition, ‘lﬂﬂlﬁifmﬁ'z@ﬁ

6.7.3.4.3 mpo_execve_will_transition

int mpo_execve will transition(struct ucred xold, struct vnode *vp, struct label
*vnodelabel) ;

B 97 B
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ZH A BiE
old S Texecve Q) Z RIRIEMREHEIRN AT
vp FEREAFT RIS

vnodelabel vp E’J%%ﬁwﬂ

HRBGRE , YR EREERMITSEvnode B, R ETREFT— MRICEREIE . MRFTE, KR
E1; A, ZE0. BIfE— KR E0, THXdih B A EAE N mpo_execve_transitionHIVHHE
TS, B RERE E AT — SRS R, AR T I R AL .

6.7.3.4.4 mpo_create_proc0
void mpo_create_procO (struct ucred xcred);

S8 B BiE
cred FHFETHEMREER

itRR0, FrENEARRRIESE, SIREAEER-

6.7.3.4.5 mpo_create_procl

void mpo_create_procl (struct ucred =*cred);

S8 B B
cred FHFEEHEMREER

AR, FrE M RS, SRR AEER .

6.7.3.4.6 mpo_relabel cred

void mpo_relabel_ cred(struct ucred *cred, struct label xnewlabel);

3 ] BiE
cred Eﬁsfgﬁ:%
newlabel 4%%&&%?” cred LE"]%E*/—TWE

RIEE ARTEIRIC, X EAEER L AIPRCE AT 5 H -
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6.7.4 IR HIKE

AT DT R HI O R, SRESRBER A P AZ T R IR SR - SREIBOLT, AR, — iR
FIANORESEE, — 1 EEE T IRIGEER, FIMERERIER KO EAMAERER (P gEa
FEML) o VIFEERIA D RECREO, FRAVFIZERIE, BN, JBE—"1errno(2) FERHIG - WHIZA DK
B, R ATE RGN ARES IR, R — AT RIS R IR SRR, 2RI T AT EE A A F SR
FIREIGER: FUE S PTA FRSRY MVFZIRIER, A RInRE - B0, anfE — D EEE S TR ARG
=], 'J_"%AMQTLQ WHREZ BRI E HERE, K HE X fEkern_mac.c Fferror_select ()
RENENIRERERRE T, G, RESHF

BN EDEADLK
EINVAL
ESRCH
EACCES

AR EH EPERM

QR FTH SRS EROR (B ) R G B 0500 B LR LR BTSN, MMER R — 1R« e
RIS — BRI . WRERR, RIS, SRAFAE, WREHELE, FIHE MR-

6.7.4.1 mpo_check_bpfdesc_receive

int mpo_check_bpfdesc_receive (struct bpf_d xbpf _d, struct label xbpflabel, struct
ifnet xifnet, struct label xifnetlabel);

2 Vi B BiE
bpf d &, BPF #iiR+
bpflabel  bpf_d HISEBEFRIC
ifnet gﬁg, WJ?%;%E]

ifnetlabel ifnet HISREEFRIC

REMAC HEZRJE 5 NIZ A VR IS0 1 B AR IR (% 2548 FHBPF ffid Rt LSRR X o A
Iy, NMERE0; B, IREEHRRIGE Berrno . EWUERARERMIZHE: EACCES, FTHRC ARG
i; EPERM, HTFH/DEAEIEN -

6.7.4.2 mpo_check_kenv_dump

int mpo_check_kenv_dump (struct ucred *cred);

S8 B BixE
cred E{$1§ﬁ:){k

REM R ERZDIZHATFERAZIEDRE (ZFkenv(2)) -
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6.7.4.3 mpo_check_kenv_get

int mpo_check_kenv_get (struct ucred xcred, char xname)

28 HH BiE
cred I1¢1§H:)Ij(
name WHFIARL &4

PR R EAGE S ] IR 48 e MR E RIS
6.7.4.4 mpo_check_kenv_set

int mpo_check _kenv_set (struct ucred *cred, char xname)

28 HH BisE
cred £1¢1’§H§U§
name MNIZFIAEL &4

REMRXEFRRBETOLELS ENZIMET ERE -
6.7.4.5 mpo_check_kenv_unset

int mpo_check kenv_unset (struct ucred xcred, char xname)

S8 WiH
cred fﬂgfgﬁi%
name WHIINEZ &4

BiE

Kernel environment variable name

REMHREFRRZTHEIERS AR L ERE -
6.7.4.6 mpo_check_k1d_load

int mpo_check_kld load(struct ucred xcred,

struct vnode *vp, struct label =xvlabel);

S 11 B BiE
cred ETJS{%’EELUQ
vp NIZEE Fvnode
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S8 U BiE
viabel vpllISRIEFRID

RAEE K AR E DU ELE R HIBR ST -

6.7.4.7 mpo_check_kld_stat

int mpo_check_kld stat (struct ucred =xcred);

23 Ui BiE
cred E1¢T§H§U§

PR TEAH R T AR A B AT [R] I ARZ RN B R ST 2% LU AR SR ST R -

6.7.4.8 mpo_check_k1d_unload

int mpo_check_kld unload(struct ucred xcred);

3 Ui BiE
cred E{ZM%‘EE)U(

RAEM R E MR DEE — DN .

6.7.4.9 mpo_check_pipe_ioctl

int mpo_check_pipe_ioctl (struct ucred xcred, struct pipe *pipe, struct label
*pipelabel, unsigned long cmd, void =xdata);

23 i BiE
cred EMMEEE:{K

pipe %ﬁ

pipelabel pipeE"]%%*ﬁiﬂ

cmd ioctl(2) fin 4

data ioctl(2) (¥

RAEM K E MRS H RO TS E ioctl(2) RETHH -
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6.7.4.10 mpo_check_pipe_poll

int mpo_check_pipe_poll (struct ucred *cred, struct pipe *pipe, struct label
*pipelabel);

ZH L] BiE
cred EETZM%_E@U(
pipe HiE

pipelabel pipeE@%%*ﬁiﬂ

REMREFZGHINEIE pipe AT poll R -

6.7.4.11 mpo_check_pipe_read

int mpo_check_ pipe_read(struct ucred *cred, struct pipe xpipe, struct label
«*pipelabel) ;

23 ] BiE
cred EETZM%H:)UQ
pipe %&JE

pipelabel pipeﬁqlﬁrﬁ%ﬁj\ia

REZERZEH LR pipe-

6.7.4.12 mpo_check_pipe_relabel

int mpo_check_pipe_relabel (struct ucred xcred, struct pipe *pipe, struct label
+*pipelabel, struct label *newlabel);

23 L] BiE
cred Eﬁﬂgﬂ'fl{j(
pipe HiE

pipelabel pipeE/‘] S Eﬁ%%*ﬁlﬂ
newlabel :I%ﬂ?pipelabeliﬁﬁﬁg%ﬁjﬁia

REZEMREE TN pipe EHTIEIRIC -
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6.7.4.13 mpo_check_pipe_stat

int mpo_check_pipe_stat (struct ucred xcred, struct pipe xpipe, struct label
*pipelabel);

ZH L] BiE
cred EETZ'K{%_EE)U(
pipe HiE

pipelabel pipeE/‘J%Eﬂ%*ﬁﬁ

REZFEEREBENENS pipetHRHFEIHER -

6.7.4.14 mpo_check_pipe_write

int mpo_check_pipe_write (struct ucred xcred, struct pipe *pipe, struct label
«*pipelabel) ;

23 ] BiE
cred EETZM%H:)UQ
pipe %&JE

pipelabel pipeﬁqlfﬁ%ﬁj\ia

REZERZEBHNE pipe-

6.7.4.15 mpo_check_socket_bind

int mpo_check_socket_bind(struct ucred *cred, struct socket *socket, struct label
*socketlabel, struct sockaddr xsockaddr);

S i B Bl
cred FHEER

socket 3{%%&@5% E/‘jgﬁéi
socketlabel socketE/‘J%E{%*ﬂtﬂE
sockaddr socketlg/‘]f@i”:

6.7.4.16 mpo_check_socket_connect

int mpo_check_socket_connect (struct ucred xcred, struct socket =*socket, struct label
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*socketlabel, struct sockaddr =*sockaddr);

S Wi BixE
cred Eﬁgfgﬁ:‘){ﬁ

socket PR BT
socketlabel socketﬂq/ﬁm%ﬁt\ia
sockaddr socketE/‘]ﬂﬁiﬂ:

H%%L%E% (cred> %@ﬁﬂﬂqgfgfﬁi (socket) gﬁﬁﬁf@mﬁiﬂ:sockaddro EEIjJ 1\)2@0 EU\[JJ\BE*
MRS errno « EICRHREIR9mISHE: EACCES, HTIRCATFAIEN; EPERM, HTRFCHER
B -

6.7.4.17 mpo_check_socket_receive

int mpo_check_socket_receive (struct ucred xcred, struct socket =*so, struct label
*socketlabel) ;

23 ] BiE
cred Eﬂﬂ%ﬁ:%
so BT

socketlabel solSRE&FRIC
REERETENERNEETF soIHARER -
6.7.4.18 mpo_check_socket_send

int mpo_check_socket_send(struct ucred *cred, struct socket xso0, struct label
*socketlabel) ;

23 L] BiE
cred EET$1§E9U(
so BT

socketlabel SOE/‘J%H]%*/T‘\IE

REZEFEEGEIELTERT soXAEE -

6.7.4.19 mpo_check_cred_visible

int mpo_check_cred visible (struct ucred *ul, struct ucred *u2);
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S8 U BixE
ul  EREER
u2 5@%1%‘@:#(

WEZFEBREERIEZETEN “see” BEEFEERuz HEMEMR. mIh, RE0;, TN, REHEIRYR
Herrno. BUCKHBEIRIZHE: EACCES, ATHMCAFFAIIEN; EPERM, FH THAUNERIE
#l; ESRCH, FIRIRHEATINE - X RECATEF 2R NI, B35 & ps BT H AR B AR Bsysctl,
PLIGE I procfs HPRASE IR HERAE -

6.7.4.20 mpo_check_socket_visible

int mpo_check_socket_visible (struct ucred xcred, struct socket *socket, struct label
*socketlabel) ;

23 ] BiE
cred E%%E%
socket BAK, BT

socketlabel socketE@%%*ﬁﬁE

6.7.4.21 mpo_check_ifnet_relabel

int mpo_check ifnet_relabel (struct ucred xcred, struct ifnet xifnet, struct label
*ifnetlabel, struct label *newlabel);

23 ViRA BiE
cred Eﬂ'zk{%‘ﬁ:){j(
ifnet Eﬂi, WJ?%E?D

ifnetlabel 1 fnetfmﬁ B@%%*ﬁ\lﬂ
newlabel 4%%ﬁ&ﬁﬁ§”1fnetJ:E@%}?E@%ﬁ%ﬁt\la

REZERFEREEHIEEARPRICEHZEON A E M43 O PR T ENRE -

6.7.4.22 mpo_check_socket_relabel

int mpo_check_socket_relabel (struct ucred xcred, struct socket =*socket, struct label
xsocketlabel, struct label *newlabel);
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23 TiEH BiE
cred 351’$1'§ﬁ:‘>{j(
socket gﬂ‘; BT

socketlabel socketf)ﬂhﬁ E/‘]%H%*ﬂt\la
newlabel ){gf%ﬁﬁﬁﬂ@Jsocketlabeli%%%ﬁ*ﬁiﬁ

REZERFERESHICRAEARIRMCN EETF SRR C T E L E -

6.7.4.23 mpo_check_cred_relabel

int mpo_check_cred_relabel (struct ucred xcred, struct label xnewlabel);

23 ] BiE
cred E{Z'-({AE"E‘E)U(
newlabel 4%%&&%?” credJ:E/‘Jﬁii%ﬁ*ﬂj\lE

REZFERELREDTEICR B CRRC B E A %A E R E R -

6.7.4.24 mpo_check_vnode_relabel

int mpo_check_vnode_relabel (struct ucred *cred, struct vnode *xvp, struct label
*vnodelabel, struct label *newlabel);

B3 o B
cred Eﬂgfgﬁ;% Kﬂﬂﬁl%
vp ZAR; vnode e

vnodelabel foljl_,ﬁ E@%ﬁlﬂ%ﬁt\lﬂ
newlabel 4%%&&%?” VpJ: E"J’fﬁlﬂ%ﬁﬂ

R FEREERE S EIREZEvnode FIFMCEHNE B NI EMLC -
6.7.4.25 mpo_check_mount_stat

int mpo_check_mount_stat (struct ucred *cred, struct mount xmp, struct label
*mountlabel) ;

B Ll Bi%E
cred Eﬁg{%‘ﬁﬂk
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ZH WA BiE
mp R U ARG

mountlabel mpE/‘]%lﬂ%ﬁt\IE

HE MR EREEIRE SR NE RS E ARG L Tstatfs FIGEH - AfZh, MBRE0; 0, R[E
—Merrnoff - BWEHAIEEIRSHIG: EACCES, MTHMCAILAS; EPERM, FHTAURAGG - ZREAIHE

TSRO MR FEstatfs(2) FIEABARSE AR, B3 =5 752U R G813 s 2 HERR I 13X &

Guns, tetn, VA getfsstat(2)R -

6.7.4.26 mpo_check_proc_debug

int mpo_check_proc_debug (struct ucred xcred, struct proc *proc);

23 Ui BiE
cred £1$1'§EE)U( $HIE&”£‘
proc %fk;
TR EREEIRESTH N debug 45 EHRE - B, NLEREO; BN, J&E—errnoff - FILHEH
IESRYRES: EACCES, FTFRCARICED; EPERM, FTHURANGS; ESRCH, F-TRRHEHIRAHE
TE . ptrace(2) Fllktrace(2) API, LAKH:Lprocfs #RAEIRFIHHZKEL -

6.7.4.27 mpo_check_vnode_access

int mpo_check_vnode_access (struct ucred *cred, struct vnode xvp, struct label xlabel,

int flags);

3 HH BiE
cred BETNEE%
vp ZA%; vnode
label va@%%*ff\lﬂ
flags access(2) Frik
HRIEHE K FARME IR E EXF 45 7€ vnode LAZE RE Vi RIFR B HUIT Haccess(2) FAHAAH 5 F AR [EIE
i, RKH Smnpo_check_vnode_open M [FIHJHE XRSEIZ K EL . 2y, WhRE0; H, &E—
errnof . BIHFHMIEIRGRIS: EACCES, HTHRCANIEAL; EPERM, HTHURAES -

6.7.4.28 mpo_check_vnode_chdir

int mpo_check_wvnode_chdir (struct ucred *cred, struct vnode xdvp, struct label

xdlabel) ;
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S8 ¥ BixE
cred If¢1§ﬁ:>{j§

dvp A%, chdir(2) B H KJvnode
dlabel dvpHIREEFRIC

WM R EREERE BT HRE LIE B KU E4E Evnode - ALZH, MERE0; &M, RE—
Merrnofl » EEWAFEHAEEIRGL: EACCES, HTHHCARILEL; EPERM, HTHURANE -

6.7.4.29 mpo_check_vnode_chroot

int mpo_check_vnode_chroot (struct ucred *cred, struct vnode xdvp, struct label
*dlabel) ;

28w BiE
cred EE{ZM%_’H::U(
dvp H vnode

dlabel 5dvptARBRAZREEIRIC
W E e AR E Flchroot(2) FH (ave) B ERE % -

6.7.4.30 mpo_check_vnode_create

int mpo_check _vnode_create (struct ucred *cred, struct vnode *dvp, struct label
xdlabel, struct componentname *cnp, struct vattr =xvap);

S8 WM BixE
cred EETZL‘{%"EE:H(

dvp ZAK; vnode

dlabel dvpfSRBSHRIC

cnp dvp EF‘ E@&j’!\‘ %

vap vapHivnode J& 1

FIEHERXEREERETENESELHE, DACHEFMEME, I —1vnode. B, MNHR
[0, &N, JRE—Perrnofd . BLEHAVERIY: EACCES #ERHTHRMOAIEE, MHEPERM, H
TIERAE - LLO_CREATHZ40H Fopen(2), EiXfmknod(2), mkfifo(2) S /)IH AR SEOZREHH A -
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6.7.4.31 mpo_check_vnode_delete

int mpo_check_vnode_delete (struct ucred *cred, struct vnode xdvp, struct label
xdlabel, struct vnode xvp, void xlabel, struct componentname xcnp);

28 Ui BiE
cred EE{ZM%_’EELUQ

dvp A H Fvnode

dlabel dvpHIKEEFRIC

vp FAR; BrpE M R Fvnode

label  vpMIREEFRID

cnp v AL 5144

W R EREERETETNG ERLE T, MRS E4FHvnode - A2, MERMEO; TN, &
[Fl—errnoff - B IRMIG: EACCES, FTHRICANILEL; EPERM, A THRAGE . {#
Flunlink(2) Frmdir(2), RFSBOZREBRH o FEHEZA D R B SIS H —
/l\mpo_check_rename_to, )ﬂﬂ%ﬁﬂﬂﬂ?ﬁﬁ“ﬁ%ﬁwﬁ%ﬁ(% E ﬁjiﬁﬁ E@ﬂﬂ” [3/% °

6.7.4.32 mpo_check_vnode_deleteacl

int mpo_check_vnode_deleteacl (struct ucred *cred, struct vnode *vp, struct label
*label, acl_type_t type);

S8 HH BiE
cred £1$1'§EE)U( $EIE&”£‘
vp ZAR, vnode  HEEIE
label vpSREEPRIC

type ACL ZEH

WM X F R EREEEIBRL Evnode FIAERAIMIACL . AiZh, MEEEI0; A, JRE—
MNerrnofl » EEWFH RS EACCES, HTHHCARILEL; EPERM, HATHURAN -

6.7.4.33 mpo_check_vnode_exec

int mpo_check_vnode_exec (struct ucred *cred, struct vnode xvp, struct label xlabel);

28 Ui BiE
cred Eﬁ-‘fgf}}{j{
vp BAR; R T Avnode
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S8 W BiE
label VpE/‘J%B%ﬁlE
e MR FE R EEIRE T AT Evnode « W T HUTFAAI R S 7] BRI AR AR SRR T2 4% 0 JF
A1 AT, MERE0; BN, 1BE—"1errnoff - BEWFH AV RIS EACCES, HTHmC AT
fit; EPERM, HTHURAS .

6.7.4.34 mpo_check_vnode_getacl

int mpo_check_vnode_getacl (struct ucred *cred, struct vnode xvp, struct label xlabel,
acl_type_t type);

28 W BixE
cred }_%%EWK

vp 4K vnode

label va@%%*ﬂ—W—d

type ACL ZEH

WX ERE TR EETENEIRL Evnode LA ERBIMACL . ALZh, MERE0; &M, 3RE—
MNerrnoff - BEWHEH MRS EACCES, HTHHCEARILEL; EPERM, FHTHRANS -

6.7.4.35 mpo_check_vnode_getextattr

int mpo_check vnode_getextattr (struct ucred *cred, struct vnode *vp, struct label
*label, int attrnamespace, const char *name, struct uio *uio);

23 iR BixE
cred EE{Z"‘{%"E‘E:U(

vp AR vnode

label va"J’fﬁB%ﬁﬂ

attrnamespace ¥ JEBMERFZNH

name T EEEA

uio /0 Z5175E: 2 Wuio(9)

EHE R FREERETEINE RS Evnode LATBEZFERIMEZFHY BEMY . Y EEMSSHR
ICA B SR IS IR A] BE & T X Lo el M PRV E A TR A0 P « BT, IRIE0; &/, SR[E—
MerrnofB - BILHF AR IRMS:. EACCES, HTHRCASILEL; EPERM, FHTAURAWS -
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int mpo_check_vnode_link (struct ucred xcred, struct vnode xdvp, struct label xdlabel,
struct vnode xvp, struct label xlabel, struct componentname =*cnp);

28 Ui Bi%E
cred jﬁ@ﬁﬁgff%k

dvp H Xvnode

dlabel 5 dvpMRERFIEBEIRIC

vp 554 H vnode

label 5vpMRERRIEESTRIC

cnp i ) A BE BT A R 4

M R R T AR S8 vpl € Hvnode B — 1 HI S8 cnplh € 4 T HOBERE -

6.7.4.37 mpo_check_vnode_mmap

int mpo_check_wvnode_mmap (struct ucred *cred, struct vnode xvp, struct label =xlabel,

int prot);
S8 Ui BiE

cred £1${§EE)U(

vp R 5T ¥ vnode

label 5vpMREXAIEIETRC
prot  mmap £RY(Z: I mmap(2))

T M K AR A KR 45 = vnode vp Lhprot$85E MIERT T 2t

6.7.4.38 mpo_check_vnode_mmap_downgrade

void mpo_check_vnode_mmap_downgrade (struct ucred =*cred,
*label, int =*prot);

SR

struct vnode *xvp, struct label

28 Ui

cred See 56.7.4.37 7.
vp

label

prot FFHEFEZ FImmap protections
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RIEFEAEARIRC, FEimmap protections -

6.7.4.39 mpo_check_vnode_mprotect

int mpo_check_vnode_mprotect (struct ucred xcred,

struct vnode xvp, struct label
«label, int prot);

28 HH BiE
cred E{ZM%‘EE)U(

vp  BLSTAvnode

prot ﬁﬁ%{%ﬁj

B RE A R R T EPCR 45 RE vnode vip U N7 23 [AI R FE B DRI S BOR B VTR E(E -
6.7.4.40 mpo_check_vnode_poll

int mpo_check _vnode_poll (struct ucred xactive_cred,

struct ucred xfile_ cred, struct
vnode xvp, struct label xlabel);

23 L] BiE
active_cred £1$T§EE)U(
file cred Sstruct file B HIE IR

vp BT poll #EfIvnode
label 5vp$ﬁ3€ﬁ%l§@%€ﬁ%ﬁﬂ

B 1 2K AR TR O 28 FE vnode vt Tpoll 1 «

6.7.4.41 mpo_check_vnode_rename_£from

int mpo_vnode_rename_from(struct ucred *cred, struct vnode xdvp, struct label xdlabel,

struct vnode xvp, struct label xlabel, struct componentname *cnp);

28 Ui BiE
cred EET$1M§EE>U(

dvp H Fvnode

dlabel 5 avpiHREARIRBEFRIC

vp R4 i 44 Fvnode

label 5vp$ﬁ%ﬁfﬁ@%%@fwa
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S8 U BiE
cnp vp O RR 51 44
TEF R FE R ETENE ML LA Evnode, vpeo

6.7.4.42 mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to (struct ucred xcred, struct vnode =*dvp,

struct label
«dlabel, struct vnode xvp, struct label xlabel, int samedir,

struct componentname

*cnp) ;

23 UiBH BiE
cred Ef¢1§ﬁ:>{jﬁ

dvp H Fvnode

dlabel 5dvpfHRERHIRIEIRIC

vp 78 55 vnode

label EJ Vp*ﬁﬁ’éﬁf E/‘]ﬁ%mﬁﬁt\lﬂ
samedir AM/REVANER; QNERIFATHE M HREMEER), MHEEHNL
cnp H #Rcomponent44

MR F IR ERENE M AL Evnode vo, BIEE HRdvp, BiEZ Nenp. WRTFEEZDH X
#, Mlvp Fl1apel BIER HNULL.

6.7.4.43 mpo_check_socket_listen

int mpo_check_socket_listen(struct ucred *cred, struct socket =xsocket,

struct label
*socketlabel) ;

28 Ui BA BiE
cred EETZM%_E—E:U(

socket 751'$, ?%Ejz
socketlabel socketﬂqgﬁm@fi‘ia

WEMXFHRETENRITAEERT - &3, WEREO0; B, REERRmEHerrno . BIEHA
HHRYRID: EACCES, FTFFrid AICE; EPERM, FFIRAG .

6.7.4.44 mpo_check_vnode_lookup

int mpo_check_wvnode_lookup (struct ucred =*cred, struct vnode *dvp, struct label
*dlabel, struct componentname *cnp);
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28 Ui BiE
cred If¢1§ﬁ:>{j§

dvp ZAR, vnode

dlabel dvpHIREEFRIC

cnp R ) ARt

WM X T REERETE AL EN H Fvnode FHE A E L FHUTlookup(E . BT, MR
|0, BN, JRE—"errnoff . BWFAERSIE. EACCES, A THrOAILE!;, EPERM, FATRREAR
% -

6.7.4.45 mpo_check_vnode_open

int mpo_check_vnode_open (struct ucred *cred, struct vnode xvp, struct label xlabel,
int acc_mode);

2 Tt EA BisE
cred £1¢1’§’E>ﬁ(
vp ZAK, vnode

label VpE/‘]/fﬁB%*/'ﬁlE
acc_mode open(2) P[RR =

MR FREERETEIAELS Evnode I LIZA BRIV A H Topen B-1E - WAL, MREO;
TN, R E— R . B AR RS EACCES, A THRCEAILE, EPERM, FTHURA -

6.7.4.46 mpo_check_vnode_readdir

int mpo_check_vnode_readdir (struct ucred *cred, struct vnode *dvp, struct label
+*dlabel) ;

28 Ui BiE
cred EE1'$1§’EE>U(

dvp ZAK, HFvnode
dlabel dvpfSREEFRIC

HEMXFREERETEINAES ERE Fvnode Pt Treadair #E. BTN, MBRMEO0; W, 3KME
— SR R e rrno » BT AVEERRAS: EACCES, FHTHRCAICES; EPERM, HHTAUEAS .
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6.7.4.47 mpo_check_vnode_readlink

int mpo_check_vnode_readlink (struct ucred *cred, struct vnode xvp, struct label
*label) ;

S8 B BiE
cred E%%‘E%

vp ZAK; vnode

label Vpﬂqgﬁ%ﬁt\lﬂ

B X EEREERETENEL EH S vnode FHUTreadlink BIE. BIh, WERE0; FN, &
Bl —"errnoff - BIFHRIEEIRHIS: EACCES, FTHRMOAIULAL; EPERM, A TARANGS - 1Z KA A]
BEEE TS N, fEHE R ERPIT readlink W, BiE BEFRENITEZ FEIRRBRZNH

ﬁ’E"Jreadl ink o

6.7.4.48 mpo_check_vnode_revoke

int mpo_check_vnode_revoke (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 UM BixE
cred Eﬁgfgﬁil{ﬁ

vp AR, vnode

label vpHISRREFRIC

B = FARME AR THE PIREE N8 Evnode AOVAM] - AZh, MERE0; BN, 3RE—"Terrnoff .
EUUFH PR IY: EACCES, HTHRCEAILES; EPERM, FTHRAE -

6.7.4.49 mpo_check_vnode_setacl

int mpo_check_vnode_setacl (struct ucred *cred, struct vnode xvp, struct label xlabel,
acl_type_t type, struct acl xacl);

S8 UM BiE
cred Eﬁ—‘{gﬁgl{k

vp AR, vnode

label vpﬂﬁ'ﬁﬂiﬁﬁﬂ

type ACL EH

acl ACL
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WM X T REERRETEIGLEL Evnode A ERAIMACL . ATh, MEEE0;, A, JRE—
MNerrnof - BEWHEHA RS EACCES, HTHHEARILEL; EPERM, HTHRAWE -

6.7.4.50 mpo_check_vnode_setextattr

int mpo_check_vnode_setextattr (struct ucred xcred, struct vnode *vp, struct label
*label, int attrnamespace, const char *name, struct uio *uio);

23 1t BH BixE
cred ETZM%"EE;U(

vp ZAK; vnode

label val’\J%B%ﬁwEl

attrnamespace ¥ JEBVEZFZNH

name RS

uio /O L5159%8%t; 2 Muio(9)

MR EREEIRETEPORES Evnode FLEE L FZERITEESF N BEIENE . FHYT RE
P& 2 A FMC RIS AT BETR 225 H A A BB M SR NI AR - Ao, FHTER B A KPR BR8]
AIREFAE RS, RIS R ZBE SO ARTE R H ui o BB MR - (R IEERIT— M ERERIE, TS
Hluio WEMATEE AnuLL . BN, MERE0; B, iRE—"Terrnoff . BEWFH RIS EACCES,
FFHREAEEL; EPERM, FFAURAS -

6.7.4.51 mpo_check_vnode_setflags

int mpo_check_vnode_setflags (struct ucred *cred, struct vnode xvp, struct label

~*label, u_long flags);

28 UM BixE
cred E%%‘E%

vp AR, vnode

label va’\J%H{%ﬁﬂ

flags XHF#rE; 5 Hchflags(2)

B A R ARG EIRE T E RN LA E Kvnode WELA ERIFRE - Ih, MERME0; &M, &E—
Merrnoff » BIFHMEEIRMS:. EACCES, HATHRCAICEL; EPERM, FHTAURAES -

6.7.4.52 mpo_check_vnode_setmode

int mpo_check_vnode_setmode (struct ucred *cred, struct vnode xvp, struct label xlabel,

mode_t mode) ;
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3 Ui BixE
cred £1$1§EE)U(

vp EAR; vnode

label vpHIEBEHRIC

mode U HHREL; £ M.chmod(2)

e R R EERETERUGA Evnode FIEEHEE A EM - BT, MEREO; B, K[E—
MNerrnoff - B F AR GIS: EACCES, HTHRMOAILAL; EPERM, FHTHUEAWS .

6.7.4.53 mpo_check_vnode_setowner

int mpo_check_vnode_setowner (struct ucred xcred, struct vnode *vp, struct label
*label, uid_t uid, gid_t gid);

S8 Ui BixE
cred Ef¢f§ﬁ:%

vp ZAK; vnode

label va’]ﬁ'iEH%ﬁﬂ

uid FFID

gid  ¢HID

HaER = EAREERE T ERIELA Evnode HIS 1 uid FIN Hgid W B NAEME - WRTLFEEF, HxS
BUEFREVOZE N (-1) - BT, WHREO0; BN, R[E—"errnoff - FEINH RIS EACCES, AT
FRCASUCEY; EPERM, FHTANFRAS

6.7.4.54 mpo_check_vnode_setutimes

int mpo_check_vnode_setutimes (struct ucred *cred, struct vnode xvp, struct label
*label, struct timespec atime, struct timespec mtime);

S8 Ui BiE
cred £1$1'§EE)U(
vp gﬁ“ vp

label vpPIREEPRIC
atime VHIEIETTE]; 2 utimes(2)
mtime AEZEETIAE]; 2 utimes(2)

B RS B BE UK Evnode [IUH RIS BRI AR5 B NS EE - AT, MERE0; BN, K
Bl —"Nerrnoff - BEFEFAEHRIRIL: EACCES, FTHRCAILE!;, EPERM, FTHUREAGS -
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6.7.4.55 mpo_check_proc_sched

int mpo_check_proc_sched (struct ucred *ucred, struct proc xproc);

23 Ui BiE
cred I1¢1§H:)Ij(
proc FEiEK; #E

B R EREEIRE T AR A EHEAAESE . B3, NERE0; BN, RE— errnofH -
HIE ARG EACCES, FTFRCAILED, EPERM, F TR, ESRCH, FHTHRMEASH Wi
JBT o

See setpriority(2) for more information.

6.7.4.56 mpo_check_proc_signal

int mpo_check_ proc_signal (struct ucred =*cred, struct proc xproc, int signal);

3 UM BiE
cred jﬁﬁﬂ%ﬁ::{k
proc  FAR; #HE

signal f55; ZIkillQ2)

EMRFERGEEREDTEN RS EHELELERFS - 530, WHREo0; G, iRE—"Terrnoff .
W PR SRS, EACCES, HTHRCASILEL, EPERM HATFAPRATS, ESRCH, F TR W
JT o

6.7.4.57 mpo_check_vnode_stat

int mpo_check_wvnode_stat (struct ucred *cred, struct vnode xvp, struct label xlabel);

28 UM BiE
cred I'TZ’-(T%‘EE:U(

vp AR, vnode

label vpHISRREFRIC

MR EREERE ST EIAELS Evnode L HUTstat #IE- BIh, MERE0; FI, RE—
MNerrnoff - BEWHEH A REGRIS: EACCES, HTHRHEARICEL; EPERM, FATHRANS

See stat(2) for more information.
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6.7.4.58 mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit (struct ucred xcred, struct ifnet *ifnet, struct label
*1fnetlabel, struct mbuf *mbuf, struct label *mbuflabel);

2 Tt BA BiE
cred Eﬂgfgﬁi:ﬁ(

ifnet 23N

ifnetlabel ifnetFISEIEHRIC

mbuf AR R A% B mbuf

mbuflabel mbuffIEIEFRIC

TR M R P 28532 O R BA AR 3445 %€ mbuf - AZh, MEREI0; AN, 3REl— " errnoff - EWFEHK
R gmiS: EACCES, HITHMCAUCES; EPERM, FHTHARAS .

6.7.4.59 mpo_check_socket_deliver

int mpo_check_socket_deliver (struct ucred xcred, struct ifnet *ifnet, struct label
*ifnetlabel, struct mbuf *mbuf, struct label *mbuflabel);

cred FHREER

ifnet GRS

ifnetlabel ifnetHIRIEIRIC
mbuf AR RS A mbuf

mbuflabel mbuffIEIEFRIC

e R EE TR T EPUNA E Kmbuf FECEIER . AT, NERE0; G, jRE—"Terrnoff . ##
WAFF SR SwIY: EACCES, HTHMCEAILAD; EPERM, HTHRAGE -

6.7.4.60 mpo_check_socket_visible

int mpo_check_socket_visible (struct ucred xcred, struct socket *so, struct label
*socketlabel) ;

23 L] BiE
cred _:E1'$r§ﬁ:‘>{j( KEIEQQ
so Bk, BEF

socketlabel soE/‘]’fﬁB%ﬁt\la
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et EAME R ered B HIUEH RS

A GITERE, ELin, Hnetstat(8) Flsockstat(1)f5 FH BHE PSRN,
B ERIEREF (socket) . AL, MEREI0; HN, BE—"Nerrnoff - W FAREZSIE: EACCES,

MTPRCALE; EPERM, HTHIRAS; ESRCH, FHTHRBEAR IR -
6.7.4.61 mpo_check_system_acct

int mpo_check_system_ acct (struct ucred *ucred, struct vnode xvp, struct label
*vliabel) ;

28 UM BixE
ucred ITZM%"EE:U(

vp IS acet(5)
viabel Svpjﬁﬂ‘éﬁfﬁ(ﬁ/ﬁla

RIE FASICFI# T B EERIFME, WEZEERTAEBUSHE T

6.7.4.62 mpo_check_system_nfsd

int mpo_check_system nfsd(struct ucred xcred);

S8 Ui BiE
cred E{ZM%‘EE)U(

T AR R E AR A BUA Fnfssve(2) -

6.7.4.63 mpo_check_system_reboot

int mpo_check_system reboot (struct ucred xcred, int howto);

¥ il Bl
cred £1¢1’§EE>U(
howto JEHreboot(2)Hhowto B

R ERETAENLIIEE A AER RS-

6.7.4.64 mpo_check_system_settime

int mpo_check system settime (struct ucred xcred);
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23 Ui BiE
cred £1$1'§EE)U(

MR PR AP E ARG B -

6.7.4.65 mpo_check_system_swapon

int mpo_check_system_ swapon (struct ucred *cred, struct vnode *vp, struct label
*vliabel) ;

3 ¥ BiE
cred I{$1§ﬁ:>{k
vp swapl& &

vliabel —l:J Vp*a %E% E"Jﬁwﬂ
BER R E AR ERHEIN—MERswapix & Hvp
6.7.4.66 mpo_check_system_sysctl

int mpo_check_system_sysctl (struct ucred *cred, int xname, u_int *namelen, void =xold,
size_t xoldlenp, int inkernel, void *new, size_t newlen);

cred FHREEIR

name % N sysctl(3)

namelen

old

oldlenp

inkernel M/RAZRE; WSEMNNZHOAA, HEEE N
new Z: Msysctl(3)

newlen

B SR AR T RO ST T E Hsysctl(3) H 55 -

6.7.5 tRic B E M

= P ARE RO I X REPICHEAT B, K5 R EHIMCEA: - W R E BT ERIED PP
Hoo, dTUIRERRE, FALLTCERBRER A PRITE; RE . AR A — MRS O R ET bR
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CHTIEER . EFPRICA M BREUE B AE KRR HIN B - N ZARCTRETAERFRCE, 1ENEA
ZH . N REFIMCRIERRICR B BRIVMCREIRS . FTLL, ARFERE N RIFMEBEuT R T iRE
R, HUMASRABAE I L AR 35 7 B A -

6.8 N FH R 1A R L5

TrustedBSD MAC HEZEEL & T —HERTL KA TTE, SFEHEMSRMCHIMAC B OE, X R5E
{EREBRAR 2 FIEER, N P2 BEMAC PRic A2 F 5 flogin FERRER, LLUNCE T (A ST4ES A1 B AR S
B~ MG OS5 Z M TR - AR, BFEEZ X TR HBERGEHNFENE B e Sk .

6.8.1 SRHE - X bR iC B ELAPI

TrustedBSD MAC &K EERERI RS, R HET Mo —0 - SRS IR B4 H R4
HXTREIMAC FRiC - Qait, NAREF AT DU E B FRSRRE FIARC,  ToTR A oot 315 8 SR A ST
HEHRIG . FLERTE, Hllifconfig8), 1s(1) Mlps(1), {5 X LETREEIC 3 FHE: 1 AR L4450 - TR
HBEIFMCER - XEAPI U T XFMAC BHETE, b
i, getfmac(8), getpmac(8), setfmac(8), setfsmac(8), Flsetpmac(8). MAC APIFJIS T4 Al % mac(3).

AT FIMAC FRMEERFEEEZ: NEIE, FSRR EFNEEH R SR ARE

(mac_t) ; ETCFRRMINIER, (EATRMCERE T rERoE=, BT rAP 2REE B AP
Ao B—1PMAC PMCH—HAVMCTTRARK, HFS N TEE—NEW (&%, B HZxd. NEThNE
RIS RIS € — MR EMA T, HENTRTMEH 51%4 0 N AE R A E R E 1077 S0 T8
Mo SRASMBIEAXFRINE, EVMCTTER R NG T/ B, TEZRILLES 5. NHARESF A LUE
FIMAC HEZRSZHEAIAPL K5 — D 2 VMCENFIE SR A 2 BT - 834 M N E IR R
LAEFMER, WEEFIAMC AR X BT L & R AR NERAMC A v - i, SEH SR N E B
2z —: f#Hmac_prepare(3) M— M & MHBEIMCICEMERSF; 5%, #F Mmac.conf(5) Bl & HH
INESREATEREERRENT R - X SR ANEBEEETC, R R FNHRFENE R G KA
KIRBEHTEOLT , thBem A PR E S5 S KRB AE B U Z 2Rl -

ER: BRIRMMAC ARSI EEBEMNTERAITIC TR, Pra MESeL UL R R IIRPBRIET: R
PRCEH S SR F AT, WA BT o, S R EA N 2URiE - RN AR IESSE R
B, A LAER SRR AR NERFE AR T B R B O -

6.8.2 JyH FERERIC

P BT CEEMPMEE D, setusercontext(3) , T HEEHEMN, Mlogin.conf(5) HEIHS HAFH
FUE SRR RERIMAC ZE2PRI0 . M 10oGIN_SETALL #KE, Bi#& Y rocIN_sETMAC #FAMGTE B, X
Lz e bnC R MEM A P B SRR E -

W TP, A4 EHHE AT, FreeBSD ¥HEMAC FRICMlogin. cont I P RBIEIREHE, HE
Yt — S BRI TEMETS, setusercontext(3) APIRIIZRFFANES
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6.9 /N5

TrustedBSD MAC HEZE G NIZRGELI—FPEEF ISR, EEARI L LK ENIB A HIE R
WX S E, REEH FAMAC HEZRID B4 (1) % 2 bRc ke, SRSV R ] - ESRIR B RIE 6615
TFR NG AR ARG, anfHBSD IR MIE IR (credential) 5 SCHEERIHLAHIHI SRR, LA
EEMZ 2% (AIMLS #Biba) - LWL LIRFHEM@MEADR, FTUSHARIE, DT HRINEZ S
TRIRHIE B -
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WA FFFR T

71 YA E B —vm_page_t

YNBSS A vn_page_t PATUNEERAITE R - Y3 NI TTH BN BX R ILE
fvm_page t FTAFEK, XLLEMEFRIES T TUEERAS H ) — B -

— T A] UM TFHE S (wired) ~ 1EBlI(active), FiF(inactive) ~ 2817 (cache) ~ B H(free) R BT HEZIR
B, M EE— I NEERAT R, RER T ELIPRE - ELIUNEEEATIAT R -

FreeBSD W& 7 TR B FHITSEIL T — N N E A TUASIMLH], DASKEINT TR REH - B—FRESH
SFREEZ NG, BAG BN R B A TR — 2« —RRAE - MEEST— 1 E TN, FreeBSD£ it [T
— MR RS TUE S ELA B N 3T 4

Ak, — TR LVE— 5 AT, AT DA — MU e - BN RGTHSCE T <Al
FE” (ultimate locked)RA, — TR LA TIFREPG_BUSY R RiX—IRA

Bz, B TIBAS# % FELRU(Least-Recently Used)HJE I T

BEETE: HiiELeast-Recently Used B BiFHEEE /7 : 1.4 “least-recently” HfFEN ALK, BH “&FE
BAMGIEAR Y BN ERE ; 245 “least” F1 “recently” FRFENENA, #RIEIM “used” , EAEHIE
R B o XD SRR A -

— TR E B TALSGEERE - LR, TR E KRBT ELNTOR - BINAFRGUED HEE—
BRIBER ) TIRAS | (LRU) B RE TURO4FE S, LLERH A AT 1R2 21— DO IR ER R TIRAS | - BB Eh B & fr I TURIR 5
— VM ZREK, (B ER LRI A RRE - 7 B XS PR TR R IERE ML - FreeBSDRE AR IT
JECE B RS, (BRI OR R — ERCE M B DT, LU R A WS 53 L -

AR — A RER I U5 (] — D ANEE TR A ML T — BB A B T (1 40 2238 AS N BER AFAS), — DA FESR
iggi}g%ﬁeﬁé SETRER - MRTURANEET REANFLF, HRRLAHZE, M T
HEEE AN -

BHE: Intel¥] i FICPU LIEECRIT BT, AT FSRSCIUEEILAAF « = FHhk Aol 25 (R0 g HSC N AERT, TIIE
WIEE, LIRS EE N RESEANFER, CPUSA—1 “#R” | BARIERRSHA SR &HT
e, BESUNEAAFENS, GG HFENE - XD R HIERERSEMARRF T Z AR T
BiR, RUETECPURE R SEEL A X 5 R IR 7 B E R GE AL BB ORI A0 Z AEHLHIAE ] - 2 L Intel FICPU LRI
T4 F il -

FreeBSDENZSHIVAEETTEASY, i EIFF& IS A R TR E — & S BB b, RIS B P Bt
CIEEAREHET - EH-FER LEIEERE T RENAF I « X EHF# fHpageout P 2 FELH,
BIEEEARTEE TS MTHE &R D) « WAL T RS ERE B (& E I TAELRURA S B AL B Bl
ANFRITEERAE R B TIRAS RIS B) = ELBIA-F SRR S [RLERE 0T, ANt 5555 - FreeBSDHIVM A 2 FF E
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FIE WA

E DU P AR R B R KR — DS BAVEUE, AR — TSR/ IR B R SEFEE - aX AT LU BT fiR
5E fATS T 2R/ 3l — D DB RS -

7.2 Zﬁﬁm%ﬁ%,@\%*@%w_object_t

FreeBSDSCH 14— “REANNFEXS R (VMA SO AR - VMO 3R AT LLS SRS BRI A 77 LA U7
FESE &—— B H (unbacked) - ACHi(swap) - PIERIR & - M- BT I RGUE AR B VMAT R E
BNEEE—CF RS, BT X BRI S R S — 1 -

VMG AT LIHE R 8 il (shadowed) - ‘B AITAT DL HE AR H & 2R A VMAT SHER A TR - Filan, LR —
NZHVMAT G, B SCEVMAT SHER AT . DASCEIMAP_PRIVATEf mmapO3&(E o iXEEA AR IRIE
WA DU SR SR A P RE R L =, B E AR Bl (copy-on-write, FIT HEIHF RS, PURA Hidk
2318 -

REER, —Tvm_page_t GHMEEE—NNZIAGES — N VMIT A REL . VM S A A LISEH]
5 SE A5 () = AH R A T

7.3 RGN —bu 45 H A

vnode VMK %, HLOISCHEVMAT %, —BFREAES T H CA0EHE (clean)/ RIFH dirty) (58, TIAVKIS
T RGRE B AREHESET - i, AVMARGEF D — Y E TTMEX N RS Ees, VMRS
BB NB LIRS A TP N EIEEE - BN, U R E RIS S 8 S0 TeRE 12458 4
NN F VM) H DUE#ERE -

FA SR AT X Lo B ) SRR AR BT R AN SCHE RGTR AT, struct bufBiop. S RGHERN —
DVMARE R ERIERS, B8 2R PR RANXHER 7 BRESEstruct buf, FH HFfstruct buf o BRI A
FEFAA A (KVM) = [RIRERY, 2 A/ Al 5 25T R VMRS SR 0 B Bl buf 5548 (R, IR J5 X buf4s
ST RN R - TR Ivm_page_tFERI A HIARLEE BRcy It - XHERGRFES

T XN TXHERGEREREFAERE G, XU RGTR A ERE S VME SE T (hard) B2 FRE LS -

FreeBSDR & — & £ & 1) N AZ K2 FUL N A7 R A7 il struct buf BRI, (ER X ebuf G4 14 R %2 s BT 1) -
IXEENAZ R LA DU RA OBRSS, HARBI A EIRIIRES - PR, YEEIREF R vn_page_t ]
—IIEE, AR RGRFITIEE - R, BT RS AR B A, A fTTES BIBR S T
RIS AT R A AT RER R - (HR, MTEREART AR AN, BrLUXFH A S w R -

7.4 B TIE —~vm map t, vm_entry t

FreeBSDRA) TR TTREEII M\ VM ARG 40 B8 T Hiok - KRR TUR AT DUBL RS 2 (on the fly) B EE, FF
HIBEFEHIA N R —IKIER) o FFPRATTR, WINRZEERIAFA(KVM), 8 H R SOK AET B XS TR
B IR -

FreeBSDiﬁﬁivm_map_t%ﬂvm_entry_t éj:*@q%‘ﬁfijﬂmﬁq:‘vm_objectsE@%i@ﬁt‘?@%Bﬁ%ﬁ%ﬁ% o 1
%@%ﬂiﬁ]’%E/‘]}J\vm_map_t/vm_entry_t/vm_object_t ':F'ﬁ)%ﬁ'\ﬁl‘]/ﬁ\ﬁHfﬁED QE%EEE‘3~F %ZTXEE@JE/‘]

“%ﬁﬁfXE%’ivm_object*ﬁﬂéﬁ%” #Kﬁﬁﬂgﬁ o vm_page_t &%&%%&%?%?‘JEES Z7Fﬁﬂ\éﬁfﬁ/‘jﬁi§
oo BTTRBAAR, —Dvm_page_t IR DIBEER S| JL P pmaps - AT, HTH TEXREIRE, Fitt
EX R A AN [F— A5 2 5 HF—vm_page_tZ5H04E, iXFERLSEIN T B8 X 38(board) U2 FF S — -

99



FIE WA

7.5 KVMZE i 5t

FreeBSD/# FHH KVMAF & P& FE R N AL L5 #  « ZERVM A B KA B SRR ST RT R 17 - Bk
Sstruct bufLAH RIS -

A4 Linux, FreeBSDANE AT E HI4) B N Z R ZIKVM A o X & BEE FreeBSD ] LIAE320F & FEHHE
HAGBHINFECE - KL, WWRmmuGFEETE: FIEERTE “NAFEHHEIT” . “Memory Management
Unit” ) B EWHIFET], FreeBSDHEIL EAILIZERNI P& L EH KR LSTBMNFILE - AT, KEZHB32FH
HEEBLSTAGBINTE, X HEEE— 1L -

BILMHLHI AT LUVEEK VM « EEKVMPEZLHE XIS ECSS (zone allocator) » XI5 AL g & HH
EKVMATAH, BRI WEE RN, DUE IR — R A A S5 AR 0 BE - /R AT DA A
Avmstat —m — M ETKVMA XAFEFREN -

7.6 ¥ FreeBSDIHENE RS

TF & W [FI%% 71815 FreeBSDR] LA BATEh-S AR AL - —MORUE, BR T NIZELE %
WimaxusersMINMBCLUSTERS, VRN MM FELAIEN o XL IIEAC B L T(— M) B FEE
T /usr/src/sys/i386/conf/conFIc Fire 2« BV Al FNIZEL &5 A a]
E/usr/src/sys/iiﬂS6/conf/LINTEF':ﬁzZI:[J °

E— N RAGHIEES, R RERE MnaxusersHE - BUBETEREIAF 105128 - FE, o FEH
fimaxusers BB A BESFE RGN LFRAT HAOKVMAH g, 5 ETCIETIENAIERAE - BT Rimaxusersi®
H—NEEOEIE, HBRINEE®I, WnvscrusTers, RIGINFEE BT -

WRAR R G Z A AT I M4S, RFeEi hinvscLusTERs AU{HE » EUE T BEHE B 7102424096 -

NBUF LR E ST RS RIS E - XD SRR E R GEA] FH R WU ST 3 S A/ 2 7 FUK VML
. IR ITMSEER-HNEFRAERRR - XS EATE3.0-CURRENT 1 LUS B A 1 Bh S
T, RN ST AT o AT RAEFE Eveur - ERGATHEE - KIESFEEHEF IR
IS RGUHRE; RRIESEA TS P D TTE, AR IS TAEZRIRE -

BRETEOL N, FreeBSDINIZSRRERS B AL o R AT LIFE N AL L E S Fmakeopt ions TREHE
i (debugging) FILALIRE » TEE, IR—BARIEH -9, FRAEIRBERS R A L = A2 AR AR (B ) 2 TMB B
CESR
makeoptions DEBUG="-g"
makeoptions COPTFLAGS="-0 -pipe"

Sysctif& it T AEIZFT IR AR AT A 3 . B H AR EIEE EfsysctZ &, JLHRES VMK AR ZE

il

BT VMAT R SE B RN B —L . e, N2 R AT REFEUFS/FRS Ui R 4t _F 48 H Soft
Updates - 1 /usr/src/ sys/ufs/ffs/README.softupdates BERXTWNFEEER -

Hix, NYEEEWEZIHEE . RN YEFMYEUE FRE ] X, &E4h, ERER
) < TAE” BEELE o RN EEZD2ET ENFRISCEAEA; BROIREE % NERTE, CH0 XIENE
% o IR RS FERR B E P R RN ECE R E L KRN, LGB R EE RS X
T o INERARATE RGBS N AW 2] (crash dump), B —NACH XA E DS FNFE—RE
K, /var/crash/UVE B HIZS (B AR -

NFS_EHIZE 7 X AT DIARLF B4 XEUE R ARG, (BRI FINFSAR S5 &35 2483 TR B
VEARBR A
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H8E
SMPng i1 X Ff

8.1 %51t

XA CRS% B #TSMPng A gt 5 SE BT T AR - EESENA T EANREMMELTE, HE2
KT FreeBSD NZMIFEI SHUTIEAY, BN RS T EERGH ISR, R THES DT TREFIIA
AR RS RIS AT LR IR, e el p S iA B DU RS w) B e SR S iR SR shtL, IF
e T Mg 50 P AR O RIS T R RE P AR B B KR -

XA SO AR S Y R HEREANIET B T U B 5 SMPng Tt B R BN 5 LR Bt - R EE
Z/NT AT FGERAN, BERANTSFHNERENE « T X 0 RN, 1§ A% WS -

SMPng ] B VRN BEB H A HIT - AL, WEE—MRERMEZRET - ZiLNZRER 252
T, BATFEFAELE T ZRERFESSUMA AN TR, XA EFEmutex) - HEZ/HED
#fi(shared/exclusive lock) ~ 155 = (semaphores) F155 {45 & (condition variable) - A T E (1L H
BESMP AR, 1HS AT FIAZE—T7 -

8.2 AR T HE BRI AAIR

8.2.1 [R FEAEE S FIN Ml

KTNFEMME T RIERS ELHMENAR, BIHX - TEN AT RN - WS
2, WMEENE—ZE EER, BSEEEAIRGAE R A B BT SR - IR, NI AR
FETFTPRIENFERIERMERINT , EHNRIENFERIER BN T - 52, WA RIECPU AR
WA B RN AR B BN A, TR e SRR W R BB DRI AR . % T REE BN U AR A 8
HICPU Bt & 7] I - FFHNFEMICPU 7] LA H ARG A7 B fF A R i PR B R PP T A B 1 - (R K
if[a], (E40REECPU R —EdETt LT IR T#E, MW —1CPU LIGRIE, HATRFEREE, DX
N ET ZREM B EHRE, W - CPU AL -

fn, B —E AR, IANEERFERE —2RER) PREIER TR, HE—CPU Lt
RIGFTHERAIERS, HECPU HIFEE S AT RN G A A0S [R] — PREUE P 2k LRI MG e, LURNFZ
JE R EFRARSE AR EE AT -

R, FEER HE T BRIERIT AN 7 BT R 24D o BN, 725K Hisleep mutex B, Ffl]
?jtﬂz‘@ﬁfﬁﬁatomic_cmpset ﬁlﬁzi%atomic_set %TT%MTX_CONTESTED ﬁi ° :LZ*$%IE/‘]JE5E ﬁﬁﬂ]?ﬁﬁ%
Bmex_lock FMEERFIFENZ R, HIEMFETRE - /M, FATRBERT ARG B, HATREAEFA AT
PRI R AL . B, HHdTatomic_set I, B&ARIRESNT H—EHITEN, MARTATHITR
RHHAR— o X AUEIT at omic_cmpset RORUEFEFETATHIR MG R BRI, 7 X A8 B A28 2t
TEN

BE, RFREARTF—IREHREE—MNFRIT . FEEFHEHZDRITN, gy sid Heri
BET - B, RFEEFWMEELRERAITEGERN, SRS, AE N IR MR FERET -
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8% SMPng i1/ X1

8.2.2 &5 58

B AT ZRE AR - SXPTRRRRIAB], AT ZE A O T AT U R AR B A RSE - SR,
AEGRIELARHMR), T2 RN L% 2 ikF — 2B A(E . ARSI RS T3S RIE
BFZE BRI -

FFMOTEE s B, ERTLIH T E I E A AHEfR B, T s MRSy S 8 o X R I o0 R
BT

5 RO IRINS RAHE - AT DUHZ D BORRITF — it - 8, RHREE AR — M EsiAET . R
. WRFEEEAE, MFZELLENES . X KRRESRIEONRM, HHATRELE A A
[FIEERT AT REAE A - B0, SOHRESREHE RN Zproctree_1ock sx WA FEmutex fRIFH  7EH A
ERE BRI SOARERT, Fproc BIHE N A . HE, HE LMY, flilinferior XA EEL LIE
FHESREN LTRGBS T, B, RETEIE R BT BT REH
LERPTIRIERS, ZRTeER FHROUKIB R -

8.2.3 LHPIRAMELE R

WREFZEHBORARFITCELBIPRT, FHRUHUTRLERIER, BARNIHEREREZ N H
BB, FEPTRIEZ AR . PR EFRATE, XS S AT MATRE RS .
B, AEFTHIING | & EhELE R Z B, DTS IRTSF EBIIRAS -

8.3 LAy L5 B

8.3.1 X AT 4 B

5% £ HEZHFEUNIX NI RBAEE ML, FreeBSD 2T T MR F ML &AE R0, 3X
FEAERSLL P AAE A B B B BHZE - (B9 Tl Se AL EERIEIR, RIWrERAEAE N, R DS REfft
TPty Hit, FWEERERANPITEA, DRBSEEENRERE . i, T2 0ERERTL
DER—RWARE, PRI ANRRER, BUEM AT RESEURIRAOBT, DOl R H e I AR I
B, o

H A fEFreeBSD 1 HHIT AR R TR B B TR « IXHEMIPFENTRIRAET , 2 Pl A 2 i
IR LN SO - HERANSEIF, ARARFR L, BRI RS e b, 20
LR N EAE L ZEEOR B P S 2 E A RERAT -

9T PR OE SIS [F][R]R,  FreeBSD INAZEIAERA 198 U SRmS - HAl, HARARmutex 804 £
HIETIN A REFOMT AL R, (B2 B FRR fEFreeBSD LSBT BT A A 240 o7 2R B2 SRS -

FEAEFTE B T AR R B ML PR AR | R U T - MR, RN 2 BEREAE M BT
AT o XL ERRY, BUERE R a2 PR PTG ERRE, RO RHEARRCR R A% A A
T INTR_FAST PR RAMCX S A7 - B B AR B W fl & 010 & PR X —RE . BTHiXEs
HEFEEMILF LT, FHMEN#ARERGHEES, Fittst g8 H B Emutex -

&E, B MR RER LI, o LAEMD REF R o B Rl &R S A% L
FICRPUTHY, BT LUE AT DUME B R GARE ) vmspace (R TN fFHOHEZS B BRIL, fERER N XY,
DIHR 2 W AR H AT HRNT R ) vmspace, 172 18 I W 22 ) vmspace - AR 1 FITZEAR ) vmspace A~
TEFWT AL B FRHVE R, P TR W R AR AN 18 A Hovmspace Z Bl N ARTFHATHT - NIA$EEIAB I
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8% SMPng i1/ X1

W] BEAE P AR AR PHZE B S A 4 - AR PITERAE A B ZE, M E IR FB IR H B 2/ L
WX, XRER, AT DUR R T AR T -

AR AT EA TR B RAE S, T ESEI B e, it B FEX R RE T R KR P Rk
EARRA - BEDXE U AT REL BT R, T S SE ERATRE S T SR RE TR, By LA BT
ACPEFE PR 2 SLAN 2 Ry B(Giant) FHZE, THXFPEHZER A TFH ZAARREIE . H5h, Mike Smith F2UICRA A
— T R AL B LR AE

L AW R S B Sy, — D EE W B SR T I A (predicate) FI—1ME B CHIZAE BT
HHAT R ERFEF (handler) -

2. G A ERRE A A, S A TR, BT E A R ERREE, WA IZ PR e
B, NEAFWHRE - REARER, 50EPEEER, R LR HRER -
XA E SR R L N I AT RER AR R B 2R - RN A TR RE A B AEAR R —

B, EMIERFNTR, MiZEENHRERER F X FrTIE, UE#E—PEghl s
B, MEERERRER T TMESER .

8.3.2 NIt 5 Sl 5T X

8.3.2.1 NI R

NAZIE G RIBERIR A, HEARIERCPU BN PITI R Em I TIE . S%, 2OEEABI T E
XRE . FEERE, ARX NN e T, UETEILRFR M ESEAER-

SEISER BN 08 FEREREITIERREF RGBTSR, RETHRERESTHT
FHIEAESTRIEAR - QnSREIXRERIE, ST — IR B R SCUIHE LB T IR T4 -

RUEBRERSAEIE ST ORI ZHEURE, (BN AR Ll e abie S/ - flin, WRFFA B gmutex
MIZRERIE s, MR B ZERE R — B iEmutex, FrEAEM AT fE—EHIE N £, BOVB PR ISAE Al e
IS ENEBAITT - Mo, FLRIG, FlanfEAlpha FMexec X HFFEHINEZS A1 905 T IR E ARG A
REREIBRT, RONEBHRSFFRR LN AU A AL BT, Sl (57 DORIRR 25 A e
oo

8.3.22IHAKX

([ 5 X AP ST SR AR I R X P & A B SC e - ST et G S, BR T HRi&Ez s
FIEEERREIE M set runqueue BREIEWT S o critical_enter FI—MLI X E2 % E —ELEAEIMC,
FHEHEX N T TERR - R set runqueue IIRE TiX MR, MITCIRFIEIEFN S A SR8 b AL e s
&, #ASEERS. R, HTIRAXSTE iEmutex T8 % LT X, mEBEBREREZ 8
JEmutex, FUbIGFXAPL LASHHRE - HTXNEE, BRTASEIARA TIREITE, MAXIGERD
HILRFEFRAE

N T R ATRESEE NN E], FEm A XA EHE SR, MARBEREER - RERENHIel, HigE
HALEAT, MHURIERELTIHAX, MaxE -SEREINE, BRE — AT IERERIE . S5
BilnA DGR R, SREX—E, MR EHEMS, NAREESHEeN, DarE&eREErin
B1T

Hilr 25| & — N F1 B Emutex R AIAIR . WSRRE PTG ERFFED, ERARE WA 7R Z %8
IS, DB AT RER A RIRIREIR S B Ol - BT, X— LA &t 5 X API
Plepu_critical_enter ﬂsﬂcpu_critical_exit REEIEESEIA) » B EIX—API &1 T EFreeBSD AT
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FriF & EEMMER R R - XM AR RICE), (HEESHEE, WEASIERMBSCI. Hig
£, X—HHBIAPL AR EE S E L M LN SCHE Blgmutex 6/ - 2810, 9 TiLRESE MRS, EHHE
T A A lEmutex, EEEFEPITEIRTX L FFEIMI AP AR HRBAMD APL, JH AEFREEHTE
HIMI API i H fiEmutex SEELH B8 AT RES A AP AURCR « WARFATEREZRM TiXASEELA 5, MIMD API A]
RERT 2L, DI BH N —BHAPLX — 55K

8.3.2.3 it ®
WEITEREIR), M52 GHIESRRMREIRER, REUT —SEr R 055 -

FITRE, BEREFABELECPU KL - BUxEANTEMICPU, AFIB, HAA LRI
o4, B EAREMLEHE2 . RCPU B £ —{5eon] MEESE A TR, M b, Bl 17
HCPU A DI E X —ifrece, iXHERVE I MU e ikm FARRAEIT T - R, BHEW1CPU #Eit S5
BiE, FHEEIPLAANCPU X HES, HEMMRIED TIERRMG @ e - Bk, HiifREam
#ICPU B U1 EH ML R AEAR - WEERXHEMUN 2L RGO NELFAPIRAS, BACPU B & ZHATILSE
B A2 AR LRAE o

55 AL PR R BRI T SR SR R O AZ AR R SLRIIE o - R AT T E SRR S ERER I BRI TE
RIS 2 O BB T (SRR HIm 5T X EHIEH) - T, W2 ENZTHITRARE, FREZ AT
REL MBS Rt 2 FHZE SR E A P - Hit, RNGEENX AR T E AR RNEEE, TN
FIRERTEIX LA S | BRIR BT S8 e 2 BNl & o I XFE—2, CPU WL A TRIZR 77 LIBL & 8k
BRRPT . HAROREZIBHERT SRR, EXFEEFERZAERNRBEEFER - W, RN
AERSRE xR B ZE BR [ P S AR M AR IR T SR 2X 2 S5 B, I BERS % 2 RSN B ST «
Fit, BOAMGOT, RAEERCIEENARERE LR, 1654 & LAHITIeRrRE -

JEFET ST A NIZ &R 230 X TR IERE R, A ES BB HFE LRSS F(race
conditions) « FEME RN LETE RS R A FRSS R, X BETNEER . Eib, |ATERM T Wizt
WiFULL_PREEMPTION &2 FHEI N BT WAZLREAIE E, X & EEH TR EN -

8.3.3 L TH

AL, LA —PCPU BahE| A — P LR RRIETR - 3R ST, XA SERE X
M1, BN Fns1eep BOREIZEF AN A &L - BE, RSN, Pl GE LA 53]
By, HFEUTH - XTCPU RVHERIEIETT =X AT RER W R —LE MMM, K PRcurthread Meurpep M
SRR AT BRI E R R P R AL . T ARSI, HERZ R IICPU AHEEEI 2
B« Xt R LB LT, DIRGIRERCPU R H £ -

A RIRAIRAIG R KR aiTR, W (TR E T3 - (B2, SoaR TR — T 75
BB, BRI TS ST S BRLE M BT AN F RIS - R, $RHT B—MAPL LU X i
PRI, RRGEBEIR—CPU.

XEAPL WA EREZES], EHAERREM . XHAPI BFEMWN DKL sched pin FMlsched unpine XM
NEHAFEBMABRAA NI e d_pinned . MBEREHEATE, WAREEBIE, MARIFRBTH
Hig B onE, R TREHIRE . FrEMARREIT, BRI &R L TE R
Flsched_pin BFT7EIICPU LiEFF . T RAGEHCASHET, MRELCARESEHNEREE
BT, B sched_lock Bl A £EHEIEL, WV Mtd_pinned Fb LB sched_pin BI¥IEFHH
BRI, Misched_unpin MIBFEBE - R, XECREIRIEL AT, FE R ES T TR BT
AMHICPU | o BB ERARFESTER|FEERMICPU L, M RA# FH sched_bind fllsched_unbind e
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8.3.4 i Hi(Callout)

WEHLHl imeout RFANBLIRSTEM REL, LUENsoftclock B MR —H 0 K0T « FHRET
Pl 7 R S B S BRI 2R AT, FRAE KL TERE AR 8] [ 8 P SR (At A R R -

HKiktimeout (FEI) HHEHI2HEZH—4 Fmutex, callout_lock BRIFHI; FTE X timeout FTIA],
HAL I E e EF X P mutex - Zsoftclock MRS, BRIAMARPER R, FHHHREEhAIARLE .« bk o i
J\E}?, softclock Zﬁﬁg%ﬁlﬁﬁ%?ﬁfﬁﬁgt imeout [Bl1 @ﬁﬂﬁéf‘ﬁ%ﬁﬂ(callout_lock mutex o ﬁﬂ%?ﬂ?&ﬂﬂ
M H W& carrouT_mpsare b, TIZEHA AL REZ Fl, D2 eR/me, HEZ K. &

E, callout_lock mutex %E%Zﬁﬂ‘fﬁﬁﬁﬁﬁ(ﬁ?@ o softclock 1ﬁﬁ%ﬁ¥§ﬁﬁﬁ4\mutex ET%\EIE'%'/JVB@{JM%
FFRE—BORE - WHRFH Toiacnostic, NMENRKEPATI A SHEOF, R THE—BEE, T&
FEEES .

8.4 ¥ & BIE B R IG

8.4.1 £

struct ucred & NIZ N ERRI IR, Tl F1ERN AL IHTE R T W AU A2 H AR - BSD-URAE
FIRGCRA—F “GRE#H] OREDRGNEERESTE. F—REENETREEEZ N5 A, WRFEENH
HATEI, MEX SRR E S - B2, RNEEEIZGIH - B TAEFT R B T SS 8007 ()45 i i 3 B
BT A, XFESWARITT AN - i FRRI40R EERISMP B, X —8 th 49 2217 K & i
1B, WA REREZMZI/AGESLEMEIL, FmmE g 770 A L= EIRN R [F R AE -

BRI — 5, BOANERTER; SRR 2 RS, SN REL
KM . cr_mtxp mutex F TR struct ucred BI5| I, DIAEIFE 20 o S IESART LI7E
ARG, BE AT B NN EH A F 8 6 T R R R -

struct ucred mutex & —FMmutex, HTMHEEZE, Eifidmutex ML

HTZHETUREHRE, SIEEEEL TR ume, s —&NFH cd_ucred, FAE
ANRE LB YEINFRETEN, REMEFE B VIR Eproc 8. QBB FHERIELIF
JEHp_ucred, U\ﬁ%fﬁﬁﬂq’%ﬂ@%ﬁﬂ Bﬂ' E"Jﬁ?&%1¢ °

WP A R R PR A R G 2 E AT U R R T, Wed_ucred HATURIHET N 24 B #E R
B o IXFEMEETS R A USR5 - RS BEEF R AN NAZET, SRR cd_ucred T8
ETRE TR p_ucred, LAERUEPNAZ T ]2 H] 88 FH 215 1 5 18 -

8.4.2 U R FF RIS R A R
AN AR e I SN

8.4.3 Jail 4k

struct prison PR17 T T4 AL E T jail(2) APT A jail FTAZIMEEEE - X0l FEYLL - 1P
Hiht, DI RERE - XS E S AT, IR X — A ARSI TR S EE S M R
FZ B . FT — 1 mutex, pr_mex RRIFNSIHATTECL LT il 595 EF 85 R . B—
tean g Qe ail IR ZI & AL, RFRFFE A % struct prison 7] LIFFIAELX(E T - R TEANTHE
B EBIRIERISTR, P Esys/jail. h FITERBHHRE] .
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8.4.4 MAC HEZ2

TrustedBSD MAC HEZE % Dlstruct label FTE AT — RINPRLNT SAVEHE - — R, PIRZH Blabel
(FREE) 2 5 H R A AL G [RIRE B ARA ) - 640, struct vnode _FFv_1abel Fr&s & HH Fr#Evnode b
AJvnode BRI HT -

BR T A ZIVMENZS R PRS2 5N, MAC HEZR T/ E 4 —H 6 & S M RIEOE SRS 1515 -
REEFEFTITECH — 14 Fmutex (mac_policy_list_lock) PR - HHTREAS[EIRS HATHIHEAT L V5 (Al
O, XIIRBE R AR, FERGRIT TR, REZEROA O TR E E S FFE X P mutex - MAC A D#R1ER]
R HATFEKE AR W mutex -- HEERAE, FlA03CH RGN S PR ERE-- BFFEAN . EBELURRS
=, PIANEEMAERR A SRS ET , FEEFE hmutex, T HESRS|FHITECNE, DUB G 7RI BT

B -

N TFREEBREANRERERLE, R T — 1 FHFLBmnac_policy_list_not_busy, {HiX—%
g AR AR R CBE A RN, SNATRES 5 A B0 P AR - T AR MESR A L
Eafmis T AR A BEER: Sx BIRRRTET, SFH51FENRERTILRERT LUK
BE, TANE VLT EAEMAC HEZR A 1 (BN ER) BB (8] B398 A 0L

8.4.5 Hikk

MFERF RS, ATRIPERZEIRER T — D88, e — 1 H2AHEX) 8, F2IENFE
REECAEZEHMBR T, B FATHRMAE T LA 7 5458 FH B 2R B AU X MR Rl X 22 A] B
fEsys/module.h FIHE], HAEEIEFEAEAT o XMBRY I EZ Emodule_t (4 DIFL=T750 E8) fl4
JFiffimodulelist_t iIX P MEMA, DURISR o LR — DI X USRS, BT
Ekern/kern_module.c IR .

8.4.6 Newbus & &

newbus ARG T — Tsx Bl o WHI— 7 NFFE HZ L) Pisx_slock(9)) 15 B— 7 NI FFHHEHB(E)
Bi(sx_xlock(9)) - NFPRE—MATFESIT 2B, moMERA] WA N ARE T2 L8 - B LT B AT L8,
IX eI B AR AR R HER), (B d0device_get_softc(9)), HMH NS ETTREM - F% newbus EUIELEH
FIEMAEXT TS R, R B 2B, mABeE A EREHTI -

8.4.7 &iH

8.4.8 LR
- AR R IREEHE
- proc PN HS%
- FE RGO AN R R EAERAE Bproc THAIA, & #Etd_ucred
- HREIAIHRAE
- AT
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8.4.9 &5
IR T BAEM TRE % Fsched_lock HIS LR .

8.4.10 Select FPoll

select Mpoll XM PR VLR FHZEF 5 SUMHMIATT LI B WHITE DL SR 2 5
AIEEA]E

8.4.11 SIGIO

SIGIO AR5 fo vt R T SRAENT € SUHF TR AT BB RS R 2L 2R (LR, RESIGIO {5 5 A& 28 HtREd -
EBHEENEN G, RAr—# R BAEEMSIGIO, X #H R sHFRLHMR 78 E (owner) - B—3C
FFSIGIO {EMHIN G, #E & —FRETE, RN EREMN vworn, HNE—FEFF#HRX—FEM struct
sigio FIFREN o iX—FBHl—4%Amutex, sigio_lock fRY" . WHISIGIO 4Ef/ sEES, WAL “f&5IH” 77
B —F B, DU ERA LM B AS 00 XD 7 BN RS B R AP -

A REREHRREOARRAN TN G, # 2 9H—struct sigio £515, FFEIFIREIZ RA0TEE - BE -
EEELE B, UARTE-EMN—BEER - 8 Rt i2EH 6 S — 1 CEMstruct sigio G5H9 1K)
GIF%, FARERUEp_sigiolst, MIAAREEMNEpg sigiolst - XELR AN KPS HBIRY -
BR T FH LR struct sigio ERERHREH FHsio_pgsigio FEZAP, fEstruct sigio FHIZEFBAEE AT R
HEAZE. —ME, FFRANRTESEIHAISCRRSIGIO HIABN RN, 27 Bk 5 75 FHSIGIO SCHF K
., flinesetown Hitunsetown FFALEMAB], LI RFFEALTFBIR 2 /RSIGIO B 7] BT . 18
A LUEI IR A A R BRI AT ECRIAELXER B R, BN, T EERIER, SERSIHENEED
SRR AT ISR BRIE, BT DU 2 -

8.4.12 Syscitl

sysctl MIB RS2 MNAZNES, LR SRINART RGN T A - X251 %20 A
BIE BRI H—R g 4 = B REIREa R, B2 5B sysctl 2 O U5 R B 2E 250
BRECZ [FIIACH. - HH Tsysetl A EIES HEZBE) NZSUTEGE LUKELE S, sysctl HLHLAALE X
oA = AR B BIE - HET, sysctl fEH— 2 Risx BRI sysct 1 #IERBITIL; SR, XEERE
FEH2RPRPE, I LREREE RIS - X—7FERFRS REE N8 LS fsysctl #1222 Bh0
o

- T B R sysctl HHEFTFHATIBRIERNUT, MWRSERIZIBME « copyin Flcopyout~ EH{H, X
Hcopyin~ 8 EIHME - E#E -~ B8 copyout. —fMsysctl HEcopyout IH{EFH 1% E A Icopyin 1%
BEEE, BIRAT LR IHZC AR o SR, 5T FTH sysctl L0 BRFE 7oK FH 28 — RS Z 3B r Bl E T, 58
TR AT RE B AL — L .

- RFTHEE I, sysctl AT AN — T mutex F5ETE|SYSCTL_FOO Z=FEEM A o 1X%f £ £lsysctl # &
BRI X T Hsx B Higmutex, EEFRE—KiRmutex Z MRS, 7] LLFSYSCTL_PROC 7 A,
RSERLIER A L4 -

107



8% SMPng i1/ X1

8.4.13 1£55F\%|(Taskqueue)

Tf%ﬁ)\ﬁﬂ(taskqueue) E'(ﬁﬁ | @%Wj/]\‘—ﬁ Z?&E?%E‘])Eﬁ ?f%?}ﬂ*ﬁ%ﬁjﬁ E/‘J%ﬁ o taskqueue_queues_mutex
EHF R taskqueue_queues TAILQ K8 - 53X RG KB B — P mutex BZ AL Fstruct taskqueue ZE R
A & o FEBLAL G EP IR B H FI7E T PRI struct taskqueue R FITE RN - DIER IR, FHIEE BHBMAY -
AP H B8 0 TIEHFTRRA AR, B XEREAR E AR kern/subr_taskqueue.c BN
TR

8.5 SLHY i AA

8.5.1 /KHRBAF

PRERPAZ & — B T ORAE R b — 1~ 55 173838 (wait channel) FIRIREFRTIREIRLEH - TESFEEE
L. BT ISR AR 21T — D RIREAS S5 - SERRASMEE LA EHERN, EaRK
HREASI G5 R LR TR S e - 55 B E R IRIRIAS IR AFAE — R

PRERFAFES R ERAF T 85 /0 — " IHELRE RS FrEE L AIRIRBAS - iXAE 3 B ROTIRR
{Esleepqueue (PREREAZY) 8% - BB S T — MMRIREAZIAUEER, DL —1> Hl€mutex - HLALT H igmutex FT£%
PIRERBASIER, DL EARERBASIGERINE - — NS RHEE RS REE— MRIREAZ - (A 21518
ER—S5FEE LFHZE, NMRERIAS| R RERBREE — MR Z AN 2 ERERE - 2 MIRAREAZ H i B2k 2
B, R EANRME—HERIRERE, SR EIRIRBAS A2 IR R _EAIRIREASIEEH - jE— 1 4f2
STEWE BTG FIRERENS ] - B TLRAEE AT BE LAFIINARERBASUANE AOIR Fe N B, R, 26F2
I A ] RE 2 #E 5 Hodt AR AS[E] O PREREAS -

sleepg_lock @?&%@ﬂff?gﬁ%ﬁ%@ﬁifﬂQHRM@J%@E"] Eﬁ;’imutex o sleepqg_lookup @ﬁ%?{:fﬁiﬁﬁ
FAFB | R P LG € S HEE - RS E B ERIREASY, E4REINULL. sleepg release A
XF 45 RE SE R IE A P R BRI B iEmutex FE1TREDT -

RN ANRIRBAS 218 s1eepq_add RFEMMT - X REHISECEIEERHEE « T8RP SFHEE
FImutex FIFEET - FSRHEBRIA SR, DIE— M rEREE . R ERECZ A, Ml sleepq lock ARARFA
FIBE 8- Gn SRR E R IE T mutex SRIPRI(EE E HE /R, MR FFmutex F8EHZE ANULL «
Miflags (F7:85) SENEHE T —PMREFE, HUFRRERERIRIIAZIRIRIRIAZI IR, UK E B2
] T A(SLEEPQ_INTERRUPTIBLE) - H Bl VB WFISRBIFIPREIRENS: Eidmsleep flwakeup BREUE H AT
GifRIRFAS(sLEEPQ_MSLEEP), DAMET &L EMIIRIRIAS (st EEPQ_conDvaR) - TRERFAZIRAIFNEIFEH
XN SEGE SR TR SI0E - i sleepq_add FIEHE, NABARIAE KB Hsleepqueue 455
Fs1leepq lock HIT EBIZIE, HHHAER REGERIRIAS L FHZE 7 BB FTE I TR PSS RnEE
Hinterlock o

I s1eepq_set_timeout AJLUCAMRIRIZEMN - X RN SO FESEFEE, LU LIRS
PRIFREECR AT AR S TR o AN SR ARAR R R BIRAVE ST, NLAR A s1eepq _catch_signals B
iﬁ, ﬁﬁ\@ﬁuﬁ—%%ﬁﬁjﬁ%%ﬁ%ﬁﬁ ﬂﬂ%ﬁt?ﬁﬁa%ﬁ?ﬁ{%ﬁ%‘, |J—]\IJsleepq_catch_signals 4%‘]5@
FEEHS, HeBT, HiREENLZO-

— BRI A RARIASN A, #a UF Hs1eepq wait HREEZ —RHHBAZET . Bk gt T
PNEERFREL A BURAT R R B R EARVFERBER - BG5S, sl SEERESRTHRIRR
Bo HA, sleepq wait PREUE HMEER, E@Ji—“lEﬁ?ﬁﬁ@ﬁ%/l\ﬂﬁﬁ(wakeup) PR E K S5
ﬁ?, sleepg_timedwait IZ@IUUJ%% E@J%Eﬁ?ﬁ*%%ﬁﬁﬂi&uﬁ%ﬁg ﬁ%ﬁ%ﬂﬁﬁﬁﬁi
Ms1leepq set_timeout WEMIMERS; sleepq wait_sig MEEFR EAMMEE, 538 HLRIRHPHIET
ﬁﬁsleepq_timedwait_sig @ﬁmu%ﬁ#ﬁfﬁi&ﬂﬁ%@g\ iﬁ@]ﬁﬂsleepq_set_timeout lﬁ'ﬁﬁ/‘]ﬁﬂq 3@2}27&%5{]
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IRIRSE WX =R 22—« A XLERRERIE — S B RESRHEE - BRIt
&l‘, sleepq_timedwait_sig E@%:/]\%@Z%—ﬁ\%ﬁm@ %%Zﬁmﬁﬁﬁsleepq_catch_signals NP
BEMARRES -
MR A MIKEZTT, BHRIREESE L, NSERRESIREE, RRRIRRD) - RERE
R PRAR AR RN B P AR AR 2R 1T, TSR [EFE R, erno £UE - FEFENE, FHsleepg wait A
fEkE0, FELAREANGERERECREMG 2ERELR, MMEREE M T —IRSIRRIR . [, R%E
FIPRERAS [RIER A, FFREIR#R 1L, Msleepq timedwait_sig FRRE—MRRE LB R . FE
@E%§1%1tﬁ%%0 ﬁﬁﬂ{ﬁ)ﬂsleepq_wait_sig EZS leepq_timedwait_sig %?ﬂﬁ?@%, U]JJEZIEJ
Flsleepq calc_signal_retval RIEEGHERRES, HBLEFSEIHREE . BRI
)ﬂsleepq_catch_signals ﬁ%?ﬂﬁ’»}%%’éﬁ%’, E‘Z{?ﬂﬂ%ﬁf?éﬁsleepq_calc_signal_retval o
EEQ4KHEJ§JELTAQEEE@Z£E EfU\EEIsleepq_broadcast EZsleepq_signal @éﬁ%ﬁﬁf@@%@%o 13_(
P BB S B AR A R BE O S R e R ER AR O e W (priority) IREEIZ D, DLE— 5
T (flags) ZEEER R EWE BT HIRIRIAS IR AL . SRR SERENFRARMER, AR E RI%RE T e
RS SECE = EUEFER) WERERA S HE . MESEEZEAT RTINS, HEAKRIRIAS
EW S SRR R Flan, FUZERECANIKE SRR BT - sleepq broadcast B
BRI E P 18 € IRIRIEE L FIFHZESTR, Misleepq signal NI RIKE FEEFREE LU SE M fm HRH 2L
. FERAXLRB A, NEEEHsleepa_Lock XARIRIAS L8 -
ﬁ‘ﬁﬁgfﬁiﬁjm‘uf@ﬁiﬁ]ﬁﬁsleepq_abort IZI@I}EEPH‘E/H\:?WE%KO J‘z/l\lglﬁ/u\ﬁ?’fﬁyﬁ—sched_lock HTJ_
AREVAA, T &L A TIRIRBAS | Z I o 2Rt n] LB s 1eepq_remove MIEUATEE HITRARIAZ
FHIER o XA RECEIEN S8, RMRERIEERZAE, & AESREL T E MR IREE FIPRARIA S 2 I
ReELE - SRR ATEI MRIRIAS Z £, BRI AT 57— S5 RpE i R RIRIAS £, TULX A e EeRe A 4
AT B R A -

8.5.2 ¥4 ](turnstile)
- SORERIAZ AL BEFIASTR -
- EIR/SEFFRE R (lookup/wait/release) - /M 4ATDF_TSNOBLOCK 3& #5451 -
- AR AL -

8.5.3 * T'mutex LI f— Ll Ty
- BATE BN E Kmtx_destroy() FiEmutex, F WTLEZ M S CTITEHE TN S5 56°

8.5.3.1 HJjigmutex
AR

8.5.3.2 fkEEmutex
- fiiAmutex MR BT S
- WARERFE TR TR, AT DL e s R mutex Bmtx_lock -

109



8.5.4 Witness
- EREMT 4
- B TAE

8.6 H'E ikl

8.6.1 HWTIRAMICU fi 5

- struct isrc

- pic IKXzh

8.6.2 H & [n] &/iE 8
S Ffinterlock %8 sema_wait?

- EH
- AR AR R IR sx 87

- BN — 2 T IERA (I 5 TR 4R -

Y NAES

JR¥

ZHEEE = O FPES, AR RERCR N L E TR CPU AT I, URRE 9 7 #RdE - PRSI

THAERN S EEREMN . EROHRRRTE,
ENERIEERAE LU - BBEIETR, W] IFRE O E 738 0E

S AR

PHZE

SRRSO BRI E 2 o X — AR R KT T R R -

Z I KR,
I 57 X

ARVFE IR HHIHASEL - # Fcritical_enter(9) API RF R AFLR HIRF X -

WEREEF R Z AR — DB ERYT, WAnSR T
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RIFH
MD

FREN e FEE X
£ ML

NI
N BRI EE S S NP RTEENE -

M
FoRENEITFETLR.
ZJ: MD.

B
JE: NAFHRIE

F il BT

R bR RIS E A A T BT AT AR BLHY - X AR AT IE BB T A Pt A AR, =
R, DU v4G R M P TRV T I AL B

S PR R
R . BT, PV RN TR (SR R
207 R
PRI
U AR A T BB i me L ecp Bt sleep BLFEHE AMKIRBAFIRT , BRELHE A PKIEIATS .
2 /7 W%,
B

A RAREE —FhAE S AR ORERE T n] 157 A8« BB HE 28 (lockmgr) B1Fsx 812 H AijFreeBSD H X H A H]
PREREN - %, Hbsx B, fltNallproc (2HFFHAE) Mproctree GHEFERT) BIRFRCA A AT ARHREN -

E KN
57
Fstruct thread P RIARINAZERE - BRI IFFE S, FHEMAHIT L.

EhrlE
AR AT LI EARIRA N AZ RE DL -
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F9E
%i 5 FreeBSD 1% &KX 50 F2/F

9.1 &

KEER BN T G0 i FreeBSDYR 5 X & WMHFEF - RIE X AEX LW LT XH L A TR ARG 1E {4
FRERI, fEs:, FTEL, B R8s R HER . &R EF R HRIERGH H TESRE S &0
TR . WEFNERNEE, BNEEWEF AR &7, MR ERREEL - &)
T LER SR IFTE RS, S B SASNEEE TR d EFERINE .

RUNIXEER G H IR ZEOR & BRI & 17 SRR, AR B PR AR R S« axX LSRR
ARG E IR @ H AT /dev B K - 7EFreeBSD 5.0-RELEASE LLET & fTHR R, Xtdevs(5) 3714
BE W EREFreeBSDH , & ME& T S LM ERRASQE, 7 HMB THSEFRRFGEE . RAF K
ZEOK AT SRR 2 TMAKEDEV B A -

WA ISR /] LUHBS L R 2, FRF R M 4 IR Eh R T -

9.2 BIANZER TH—KLD

kIdfE O o R SUVE HE BMBIT ARG sh B IAERIHRE « X R s I Eh e 7 1% 5 & R it 1]
HETEENINBELZTRINGE, TAR TR i E =S -

kld#% H e T A A A <

e kldload - NEHTAZESR
e kldunload - FI# NS
e kldstat - FI|%E 4 i in#k AR

AR AR P HE SR

/ *
* KLDIRFHEZE
» %Andrew ReiterffDaemonnews X EEA
*/

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /x uprintf =*/

#include <sys/errno.h>

#include <sys/param.h> /# kernel .hHABIFIENL «/
#include <sys/kernel.h> /» KERFIGILHEHMERE «/

/ *
« InEAbER KL, T FERLD RN B AN EI -
x/
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static int
skel_loader (struct module *m, int what, void =xarqg)

{

int err = 0;

switch (what) {

case MOD_LOAD: /* kldload x/
uprintf ("Skeleton KLD loaded.\n");
break;

case MOD_UNLOAD:
uprintf ("Skeleton KLD unloaded.\n");
break;
default:
err = EOPNOTSUPP;
break;
}
return (err) ;

}
/« TENREHE AR 5 P B AR+ /

static moduledata_t skel _mod = {

"skel",
skel_loader,
NULL

}i

DECLARE_MODULE (skeleton, skel_mod, SI_SUB_KLD, SI_ORDER_ANY);

9.2.1 Makefile
FreeBSD# Mt T — 1 makefile ) &5 301, FIF /R AT DL 2 3 VR B 02 A% B R 75 -

SRCS=skeleton.c
KMOD=skeleton

.include <bsd.kmod.mk>
T B 1B X > makefileiZ {Tmake B REWS B X M skeleton . ko, BEALN N4 Al LUEE INEEI A

# kldload -v ./skeleton.ko

9.3 X BB
UNIX Bt T —EA LM ARG ARMHE N ARFER - YHEP ST AR, N EFx L

W R BN AN A BNTEF - B/ dev/MAKEDEV AIRHIRGTE R T REZEANZ AT A, (BIRIRIESE
T &R B EREENE, ATRER ZEMnknoa 8K H TR AE T A -
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9.3.1 Al EEF ST A

mknod il & T B U M SHORBIE R AT A - (RLATEERETANAT, WENRE, w&ENESHEM
RIS -

9.3.2 AKX &ET A

WEMIEARY, B ideves, E2FIF ARG T Z R PR MR &E 2 T2 [ETE - XTEERT
BT R IRERESEF ARSI ET A, B ERE T AME LR IR e AR LR
. DevisihfEdtet, EELREW TIERMEIELET T -

9.4 FRINE

FAA SRR B WA P SR EdE, sUE RS e - IR R R — R I sh R
Fr, RS A K& R AT

XA E AR &R T SICER G A EREAME, 7S RIERE R RS BX e E R BIA R . NHE
BaRTH M, — P iEH TFreeBSD 4.X, —1Mi&H T FreeBSD 5.X -

#19-1. 1& F TFreeBSD 4.X ] [E] F £hi% & WK Bh 2 5 SE 5]

/ *

x TH# ‘echo’ fHXFFKLD
*

* Murray Stokely

*/

#define MIN(a,b) (((a) < (b)) 2 (a) : (b))

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /x uprintf =/

#include <sys/errno.h>

#include <sys/param.h> /* kernel .hFHE|IFIE L «/
#include <sys/kernel.h> /x MRHPIGEHLHFHAIER «/
#include <sys/conf.h> /* cdevswZEty «/
#include <sys/uio.h> /* uiofEt x/

#include <sys/malloc.h>

#define BUFFERSIZE 256

/* EREUFHL «/
d_open_t echo_open;
d_close_t echo_close;
d_read_t echo_read;
d_write_t echo_write;

/% FREEADR «/
static struct cdevsw echo_cdevsw = {
echo_open,
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echo_close,
echo_read,
echo_write,
noioctl,
nopoll,
nommap,
nostrategqgy,
"echo",

BOE i SFreeBSD X & IR

33, /% HNlkmsfR® - /usr/src/sys/conf/majors */

nodump,
nopsize,
D_TTY,
-1

}i

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

/x ZBE «/

static dev_t sdev;
static int count;
static t_echo xechomsg;

MALLOC_DECLARE (M_ECHOBUF) ;

MALLOC_DEFINE (M_ECHOBUF, "echobuffer",

/ *

x X EREHEk1d [un] load (2) REUHAREH,
o DULE I A AR i T R B B -

*/

static int
echo_loader (struct module »m,
{

int err = 0;

switch (what) {
case MOD_LOAD:

sdev = make_dev (&echo_cdevsw,

O!
UID_ROOT,
GID_WHEEL,
0600,
"echo") ;

/* kmallocHFLHtIXENARFFER KN «/
MALLOC (echomsg, t_echo x, sizeof (t_echo),
printf ("Echo device loaded.\n");

break;
case MOD_UNLOAD:
destroy_dev (sdev);

FREE (echomsg, M_ECHOBUF) ;

void *arg)

/* kldload =*/

"buffer for echo module");

M_ECHOBUF, M_WAITOK);
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printf ("Echo device unloaded.\n");
break;

default:

err = EOPNOTSUPP;

break;

}

return (err);

}

int
echo_open(dev_t dev, int oflags, int devtype, struct proc =xp)
{

int err = 0;

uprintf ("Opened device \"echo\" successfully.\n");
return (err);

}

int
echo_close(dev_t dev, int fflag, int devtype, struct proc =xp)
{

uprintf ("Closing device \"echo.\"\n");

return (0) ;

}

/ *
* readMEFEZ Hecho_write () FhERbut, FFHFEIRER|FHFZSE,
« DVHEECA R A -
* uio (9)

*/

int
echo_read(dev_t dev, struct uio *uio, int ioflag)
{

int err = 0;

int amt;

/ *

* XDERIFEZK?

« SHAPEREIRN—FE, BESTRIREIRRIA]

*/
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offset > 0) ?

echomsg->len - uio->uio_offset : 0);

if ((err = uiomove (echomsg->msg + uio->uio_offset,amt,uio)) !'= 0) {
uprintf ("uiomove failed!\n");

}

return (err) ;

}
/ *

« echo_writelXZ —PMFHHEHFFERFR WX, HTLUSHIVIN -
*/
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int
echo_write(dev_t dev, struct uio »uio, int ioflaqg)
{

int err = 0;

/* FREFRFER MNP 2R N FERIRI RS «/
err = copyin(uio->uio_iov->iov_base, echomsg->msg,
MIN (uio->uio_iov->iov_len, BUFFERSIZE - 1));

[+ BEFREUnlIERFERH, FIEFKE «/
* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = O;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err != 0) {

uprintf ("Write failed: bad address!\n");
}

count++;

return (err) ;

DEV_MODULE (echo, echo_loader, NULL) ;

%19-2. 3% F FFreeBSD 5.X[0] & 4% £ 3K 5h 78 e SL 4]

/ *
« fA[# ‘echo’ %% KLD

* Murray Stokely

» WIS HSeoren (Xride) Straarupf&#e®]s.x

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /% uprintf =/

#include <sys/errno.h>

#include <sys/param.h> /% kernel . hFHHAEIFIENL «/
#include <sys/kernel.h> /x BHFIERIHFERAER «/
#include <sys/conf.h> /* cdevswiEF «/

#include <sys/uio.h> /* uiofEth «/

#include <sys/malloc.h>

#define BUFFERSIZE 256

/+ BEUREL «/

static d_open_t echo_open;
static d_close_t echo_close;
static d_read_t echo_read;
static d_write_t echo_write;

[« FRREALSR «/
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static struct cdevsw echo_cdevsw = {
.d_version = D_VERSION,
.d_open = echo_open,
.d_close = echo_close,
.d_read = echo_read,
.d_write = echo_write,
.d_name = "echo",

}i

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

/x E «/

static struct cdev xecho_dev;
static int count;

static t_echo xechomsg;

MALLOC_DECLARE (M_ECHOBUF) ;

MALLOC_DEFINE (M_ECHOBUF, "echobuffer", "buffer for echo module");

/ *
« IXNEREHk1d [un] load (2) RGVAANEH,
« DUTE I A E i R R B Bh 1
*/

static int
echo_loader (struct module *m, int what, void xarg)

{

int err = 0;

switch (what) {
case MOD_LOAD: /* kldload =/
echo_dev = make_dev (&echo_cdevsw,
0,
UID_ROOT,
GID_WHEEL,
0600,
"echo");
/* kmalloc/ELHIXEHARFFERIN «/
echomsg = malloc(sizeof (t_echo), M_ECHOBUF, M_WAITOK) ;
printf ("Echo device loaded.\n");
break;
case MOD_UNLOAD:
destroy_dev (echo_dev) ;
free (echomsg, M_ECHOBUF) ;
printf ("Echo device unloaded.\n");
break;
default:
err = EOPNOTSUPP;
break;

}
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return (err) ;

}

static int
echo_open (struct cdev xdev, int oflags, int devtype, struct thread =*p)
{

int err = 0;

uprintf ("Opened device \"echo\" successfully.\n");

return(err);

}

static int
echo_close (struct cdev xdev, int fflag, int devtype, struct thread =xp)
{

uprintf ("Closing device \"echo.\"\n");

return(0) ;

}

/ *
« readfFHEZ Hecho_write () FfEous, HFHHRERIH S,
« DAGEH A pRE ] o
* uio (9)

*/

static int
echo_read (struct cdev xdev, struct uio xuio, int ioflag)
{

int err = 0;

int amt;

/ *
* XD ERIERZ K
* FETHPEROAN, BFEETRREIERIRA -

*/
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offset > 0) ?
echomsg->len - uio->uio_offset : 0);
if ((err = uiomove (echomsg->msg + uio->uio_offset, amt, uio)) != 0) {

uprintf ("uiomove failed!\n");

}

return (err) ;

}

/ *
« echo_writeZZ—MFFRFFERFERIZMX, BT LUSHIVIH.
x/

static int
echo_write (struct cdev xdev, struct uio xuio, int ioflag)

{

int err = 0;

/o TR PRI
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err = copyin(uio->uio_iov->iov_base, echomsg->msg,
MIN (uio->uio_iov->iov_len, BUFFERSIZE - 1));

/x BAEFRZEDnul 18R FR R, HDRKE «/
* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err != 0) {

uprintf ("Write failed: bad address!\n");
}

count++;

return (err) ;

}
DEV_MODULE (echo, echo_loader, NULL) ;

FEFreeBSD 4.X L3 ARENIEF, 1R & SemR 2 MIAN N an LR IR R G L O — DT

# mknod /dev/echo ¢ 33 0
WP nE)E, RNIZRE A —LRTE, .

# echo -n "Test Data" > /dev/echo
# cat /dev/echo
Test Data

HIEMREF R &E T —E Rk -

¢ Dynamic Kernel Linker (KLD) Facility Programming Tutorial
(http://ezine.daemonnews.org/200010/blueprints.html) - Daemonnews (http://www.daemonnews.org/) October
2000

e How to Write Kernel Drivers with NEWBUS (http://ezine.daemonnews.org/200007/newbus-intro.html) -
Daemonnews (http://www.daemonnews.org/) July 2000

9.5 RXF(IHT-H)

HMUNIX RS CFr 7 — RIS %, W& - Sg& 2N AN ENRERMIOE S - X
MR EBEREE L TEER, S WIER AR . RS ENTHESRIERRT, HENHABTET
FEARARTES ZI) R Bt i VER ARG S N B HIRE T« X SN REEBURSE CUHE RS, BUEESE) rOw] Tl
AT R E AT RE - HTERIERIEE, W EERNARFREH IR E N ERIEERE TE
R, DXOGE—BHIN T —8ERE . BTIXRE, BEEMNART AR TS, FEE, LP
FE RN ARFHR IR E S RFHFN (8 “raw” ) &% HTLIFEEME (HX) FRE
AR HF M AR ik, TSR R IR A E 2L, JE R R AL VO BRI B AL
H—349>, FreeBSD 7 1 X7 i HRE £ 18 & 1 3 HF
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9.6 M X FIENIEF

T R P 45 % 25 BIIR BN AR N A0 R A8 7 o IR0 I B A2 2 2 T AR TN B B Mk 8 T AN =2
Vi FHopen(), /94835 & 1O FH 18 B FH R 50 F socket(2) 5] A -

BEAT, EZ Wifnet(9) BALFM - EEMEERIRIUE, LUKBIll Paul $85 AR IREHEERF -
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ISA L &I 5 I/

10.1 #5A

RENET WMEISAIXEWNTRFFI A —LLm 8 . X UB R CIEHE Y 4, RESIEABERE
R, TR AR AARTS  BRe T 5 e i3 TS = F 4T - B SLR)F ] LAZESEFRIK S
BRI FHE] . epflana FEE BT HRIF -

10.2 EREE
HAIFIISAIRNREFF T2 DL N AL & S

#include <sys/module.h>
#include <sys/bus.h>

#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isa/isavar.h>
#include <isa/pnpvar.h>

AR T EXSISAMLE A ST RGTHIAR T -
ST AGUR LU A0 ST USEIREY, EL IR B ME i A KK A T R R BRI ] -

ISAJREHRE SN 5 2 7 IR S 3R SR HAl S 2 AARAELL o S TFEFh “xxx” MIEAEIEEHEER,
AR

e static void xxx_isa_identify (driver_t =, device_t); ﬁﬁ?%ﬁﬁﬂiﬁiéﬁﬁﬁib%%F?ﬁﬁ?ﬁfét%éégﬁih
¥ . EXTFISAEE, X AHEERHRAE: RS R & ER (JEPnP) J71E B BhIiN%
&, XFIRER ISEELE .

e static int xxx_isa_probe (device_t dev); A1 (BiPnP) BRI K A . X T L STECEM
WA, XAFIRER RS R & A E B LS B sh ot -
e static int xxx_isa_attach (device_t dev); FEEMWIHRILILA -
e static int xxx_isa_detach (device_t dev); EHVEX & IMSIELFIFFEILE -
o static int xxx_isa_shutdown (device_t dev); RZFHFIPUTIREILH -
e static int xxx_isa_suspend (device_t dev); RILFANTTEECRSEHEER K& - W] LI BT 2
TRERA -
e static int xxx_isa_resume (device_t dev); MTTREIRZIRENGKE L& BNE SR o
xxx_isa_probe () flxxx_isa_attach () R IERHER), HRGIFARIE L& M TE AT LU B S -
R T —H AT R S IR B BE R B R T -
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[ CEFRIEETTER «/

static device_method_t xxx_isa_methods[] = {
[+ FIHHIRENE T CRF R ITE BRTTIE R «/
/[ BEERSTFREHIREL «/

DEVMETHOD (device_identify, xxx_1isa_identify),

DEVMETHOD (device_probe, xxXxX_1sa_probe),
DEVMETHOD (device_attach, Xxxx_1isa_attach),
DEVMETHOD (device_detach, xxx_1isa_detach),
DEVMETHOD (device_shutdown, xxx_isa_shutdown),
DEVMETHOD (device_suspend, XxXX_isa_suspend),
DEVMETHOD (device_resume, XXX_1lsa_resume),

{0, 01}
}i

static driver_t xxx_isa_driver = {
" XXX"
4
xXxX_1isa_methods,
sizeof (struct xxx_softc),
}i

static devclass_t xxx_devclass;

DRIVER_MODULE (xxx, 1sa, xxXx_isa_driver, xxx_devclass,
load_function, load_argument);

HEAbHIZE b xxx_softeat — XA FF ERIZE , B S FVE KR sh e B A X sh R Fe SR B A 1 -
BRI S B HREN T DG DB — 1 softc iR 1 -

MR BN REFAE R T IN AR SE I, BIKBNRE P N B B, 2 WA 10ad_function () REGHT
IXENAR AR E FIPIIE L EIEEE TR, F1Ffload_argument(ER ALK — NS 2 FddE % o WIRIKSIFRF AL
?:iriﬂ?&ﬂﬂ%ﬁi (MA)TEL, EUAEEEERINZS) | X EERN SHIXE R0, &5 HE SRR T BT
7N

DRIVER_MODULE (xxx, isa, xxxX_isa_driver,
xxx_devclass, 0, 0);

AR SRAK AN RE P2 SCRFPOPHIR & T S 1Y, AR A B ATE L — L& A SCRFHIPnP IDHI « X PR
BEIXENRE BT SCHF A9PnP IDAOF AN LIRSS A - 53X LEIDXS R A RE 14 R BRI 5 AR 41
A e BRI

static struct isa_pnp_id xxx_pnp_ids[] = {
[+ BT FERPnP IDE—AT «/
{ 0x12345678, "Our device model 1234A" 1},
{ 0x12345679, "Our device model 1234B" 1},
{ 0, NULL }, /* TR «/

}i

IR P A SR PP, EIATRE — P2 HIPoP IDFR, 41 NET7R:

static struct isa_pnp_id xxx_pnp_ids[] = {
{ o, NULL }, /* REH «/
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10.3 Device t15%f

Device_tig IR & LA E LANFREI KA, X EHATH RO N IKEITE 90 S & 10 BB BB
% THETEF R BRSO

e device t device_get_parent (dev) REUZEMIILEL -

o driver_t device_get_driver (dev) IREUFE M EIXSHIREFLEEM BIFRET -

e char rdevice_get_name (dev) IRIURENEFHIZ T, TERATHIFIFHH xxx

e int device_get_unit (dev) REBURTLS (58 IKEHEFF RERAIR&E NOFIERS) -

e char sdevice_get_nameunit (dev) PREUR&E%, BEIFEITTS . Hla0 “xxx0” , “xxx1” .

e char sdevice_get_desc (dev) REUX&EHIA - 1HH B UAFEAIEA R R &R S -
X

e device_set_desc (dev, desc) & EBEMBEER - XFHEFMIATE M descFHFE, HEX MR EHMA
BEMR IR BRI -

e device_set_desc_copy (dev, desc) WEMEAER - iR N RIS BCAZR X, X FEdescF
P ERE LR P LB TR e P A RO R

e void xdevice_get_softc(dev) &ﬂ?ﬁﬁ%lﬁ%%ﬁﬂ@&%%ﬁﬁﬁ (Xxx_softcgj:7]:@> E’J?E%Jro
e u_int32_t device_get_flags (dev) XJEEXEEEI#EF%%?&%E%%E

Ef[/LME}EHa/l\?ﬁﬁﬁﬁl‘]lglﬁdevice_printf (dev, fmt, ...) NIXEWNEFHITEHHE - ©HIE
WERIRINEITTAME S -

device tFIXEETTIEAE W kern/bus_subr.c FEEH .

10.4 BCE 5 B 5hBc B3 BRI A1 ZR 0 AT
ISALAEEE PR B S A A T

device xxx0 at isa? port 0x300 irg 10 drg 5
iomem 0xd0000 flags 0Oxl sensitive

I U ~ IRQIEANE M BARHAL 515 & RIRAI BHRME - IRIEAN B SIBCE R EA SRR
XEEER AL - Fl, FEFHERAATFEELDRQ, 1A LEN o iF % & MR & e & b H I BIRQIXE -
WRHESE 2 MISAE S, ATLVERCE U IfiTE €A 84, WMisaomiisal, HNIRAMAISAEL%E
BREE-

B (sensitive) B MVRRINR, BHRLIERTE BB A 2 AR . AR, A
LT SR 2E AR £ TR R o P«

KT ERISARE, REBITENEFMREB I ESE .. ERAGTRENG HRELMEH
— P ECEST - WRARGPRE R —RBHHMLE, EXNORESRRERFSRE - MEET, F:
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device xxx0 at isa?

MARB - MEEEWEE -

(BT 3l PP R B A GEAT BENABI AR E, — P ERETHEBEEASP IR RS, WL
EAECEST, HiE R A

device xxx at isa?

USRI & YRR P B SCRFRE B SR B R0S& JOCRr s, HF BRI RN RAE—ala L,
L AR E PR Z Rt 29 1 - BanRBIRI &R 8 shisim -

WRISAIR & & B ER, ZEMFMHWT.

B R &R FFEIRBIFIRE (B35 IRR BT E PP & KIPnPIRR BIRE) DABENLIRFBORA - M 1R 5]
IS SR S AN EISA S LRSI - B IR P R B RR R s & 5 E A TR BN AR e KGR
Ko MPnPIARIFIFEH AELE HARIENAEFF, R ARERFIRENIEFF 5 € B s & REGEA -

i FHPnPIISLE PPt s P NBEIR,  LART L EATTHIRN O E 1505 -

BERE WU (sensit ive) MIEPHPR A MO GIROR « IBHNRERT), FRARH IR
H(attach) 72 -

I (PPt FOSR AN Be iR AR A 5 N0 A -

PP & MNBEIR K E IR, FHA TN BELImERIIERE: VO WAHHETERE - IRQFIDRQ, PTE XL
50 EENEEEARS TR,

STEANPPRE, FTEISAREIENEF RN FIREE 2 A - F— 2RI & K Eh R PR
. 2SR LA RIBIL SR — M & E IR ATRERY, XFREOLT, BA &EEaKsh
REFPRIRIE - BRIGIRE LA 1sA_pNp_PROBE () R EL 52 HUPnP IDFIIK BN R 7 SCHF RIIDS R A LI, 4
RIDAERFNLRERM - X EIRERTIRNIEF, BN PoPi & HUREHAR R, #RLL AN AR HN
PP & L VR 1sa_pnp_PROBE (), W TARAEE, BAOZEH—Z PP IDR I H IR E FML -

HMFIRBTERA 2R E — N E[E (BHRE) | RIhRhREE 7 E -

FAHNREME A TPoPR & IR L MR AWML - Flin, ZRFRAE DAFTH &M HEE AR IR
FPAAR ML - I IEENAE R INE A - ZEFMFIRE R s ERIERE IS (AR, IR [EI0/)
W Fr B B AL e, SRE-IEEIR, IRE2AEAERE, b %) o RE SRR EHE R
WIE, ARAmSEFAFRERIE . B, tnRBshiEFRE0, wEAGEWHECRG MR -

WAREE FIR BN FI R BEMS K — R AR A IR PR IR A R & - M FHPnPRIE L —1E, T
—i%%&, SHNX—RHIENRET - HT X MR B IR R 7 SR SCH, B SORY
HAETLERE -

T HRNZ 1 & R EPnPI & A, ENIASHERRIR (—IRIERNERE, —IRIEAPHP) - H
WFIRAI GRS AR, XFE N N EIRRTE TR E X & AN ST S W E IR
—IVERNZEHBPEER, —IRIERNBESIRBIR .

ST EBRAER S (BFEPhPANEERFERN) A — LB RE, TEENNZELE SR e
JBIERR . FILEATL IR AMRAANEHIENS, 24 e BohiRBI A& H BT 5 MR & RErR, 8¢
A8 F sysctl$ O 1 AN Z FEFE -

1735 FH PR E U resource_query_x () flresource_+_value () BV IAECE SR, M AT DAFR (L AD
NEHAPEE . EATRSEIIA Tkern/subr_bus.c. ZHIDEMZLIXENEE1386/isa/wd . B & IXFEAF HEF
Fo ABDF AL E FIPRME R E - HRETELE R R EE A DR B .
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10.5 ¥R

AP BEANBINZECE S P AE B E N E SR, H RPN . B E RS EITX 2 F
BHRFH LR 5 device_tHIEMNS Z REXFIEEL TR - W TERBOU THIECE, WahiERen] IERE

Fresource_« BRIESCT 1R) BC B BER - SR, %%E}Tﬁﬁ%mxfﬁfl_*$1ﬂ Rl ) AN — 2515183 1 [A]
.

IR M A AREK - B R MRE PR IRREN . W TISAEZ, T MK

SYS_RES_IRQ - FI#i 5

SYS_RES_DRQ - ISA DMAE&E 5

SYS_RES_MEMORY - B5F £l 2% P 77 23 6] (115 7 A A7 FEOT L
o SYS_RES_IOPORT - & T/OFF 23 VL

KA EIMEENOFIE, R R E&EEW N EXE, Efsys_res_MeEMorY R ETRG 5
FOFIL . FIREBS5CIES IRTITE R, Fﬁﬁ FIREEBCHE Sunsigned long B, I BB LIHTT
BAVBR I (cast) - IR AELSE, REW TISATANT—REELN - ISAXE DFEIREREN:

IRQ: 0-1
DRQ: 0-1
MEMORY: 0-3
IOPORT: 0-7

FE SRR = a8 IR EAT AT - SFFIRQMDRQFIR, TH—M&ET 1. WERES HY
AL
X BRREWS T = Fh R BHIBh1E:

o set/get
o allocate/release

o activate/deactivate

Seti% & BHRAF FHAUTE ] - AllocationfREE HIERFLHE, FEETREAGEHESH GHOEREERE
WHEESEEH) o ActivationfUT L ERISMEM SRR AT IR IR (B, XTFRE, TRkt
FINERI R IEZSE]) .

BREBTIR A RS -

e int bus_set_resource(device_t dev, int type, int rid, u_long start, u_long count)

BHRSCETLE - sIILRE0, BNLEREEREY . — BRI B rype, rid, startBicountZ—H]
{EﬁtHTﬁlfFE’J/BITA IR[EIEEIR -

o dev - ENEEF A&
o type - FHEA, SYS_RES_*
o rid - REATHFIRES (D)
e start, count - BRIRTL
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int bus_get_resource (device_t dev, int type, int rid, u_long =*startp, u_long

xcountp)
HUR BTV - AT BRIE0, a5 B i R g SN [E] 55 RS -
u_long bus_get_resource_start (device_t dev, int type, int rid) u_long

bus_get_resource_count (device_t dev, int type, int rid)

fEFEpR A, HUHAR EstartEcount - HIEEEOTRIL NIREO0, U IIROE BIRMIstart YA HZ —, FLIEKX
SPIREII0E BFRE/REEIR - FEIEHE, TN, BEISARIRFstart[EMOTFHA -

void bus_delete_resource (device_t dev, int type, int rid)
TR BEIR, ©HARE XL -

struct resource x bus_alloc_resource (device_t dev, int type, int *rid, u_long start,

u_long end, u_long count, u_int flags)

TEstartFllend Z [R5 E 1 H T & o5 F 93D 75 #count (B AVTE R 0 BL — DM BTIR - Ak, ASCFRERSFF o Wi
TR AL E, N AT - startth0, end~0 (£1) BHXNAEFFREE MR E L 1E F LLETE

¥ bus_set_resource () KEMEE(E: startFlcountFiZEATEH ., end=(start+count), IXFMEGS,

SRURETBRE € X, MHREEER . REidiEE 5 AEE, BEHFAWISASENHRIES AR LE (B
BRZE A BEE AR TS T BB )

JEbRE—MOLBRES, ERE BLEIHE

RF_ACTIVE - /5 BHE L5 92 H B -

RF_SHAREABLE - B A] LARIE 2 P IREIE 3L 2

RF_TIMESHARE - 5] DA 2 MREIRE P IR, gt i, # MRshieF R 8, EIEMS
SE B R BB A — N -

HEHREI0 - 5 ELAE AT LAE A rhand_x () AR ERYAIIRERTS -

int bus_release_resource (device_t dev, int type, int rid, struct resource xr)
BB, rous_alloc_resource () JREIMIAING - AIHMLRIEIO, 7HNIR EIEERAD -

int bus_activate_resource(device_t dev, int type, int rid, struct resource x*r) int

bus_deactivate_resource (device_t dev, int type, int rid, struct resource x*r)

WIS B BIR - EINLREO, HNGRE R - 4R BRI 3= B S B A — e FPids,

JR[A|EBUSY -

int bus_setup_intr (device_t dev, struct resource *r, int flags, driver_intr_t
rhandler, void =*arg, void =x*cookiep) int bus_teardown_intr (device_t dev, struct

resource r, void xcookie)

KEK/4 BT AL FRAE P 5108 - ACDUBRIEN0, 75 T3 B B R -

r - BEEE A FE IR TR QA B IR A4 -

flags - FWTILIER, Rz —:

o INTR_TYPE_TTY - AUl H B RUIIFARFRIILE - EHspieey O FRRCEA]T-

e (INTR_TYPE_TTY | INTR_TYPE_FAST) - MIANRME/ NI K ImR A% 2, M H A _EREdE = KB
(Bl EO) o HHspleey O BFREAT -

e INTR_TYPE_BIO - EALLGE  NEIECAMEEHIZE LAY . #Hsplbio () FlEAN] -
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e INTR_TYPE_CAM- CAM GE A /£ Common Access Method) JS2&#54H128 - FFsplcam () BT
fiTe
e INTR_TYPE_NET - P& E #EHIZS - (FHsplimp O BEREEAT -

e INTR_TYPE_MISC - HEFHETIZE - BR 7B splhigh OIRBEHEHTERMEN] - spinigh () FFTE
FRT -

2P ERE FPATRY, ILEEAM SRR AT B e TR AR, RO SNEMISCAA], BN
MR E T, AR TR -

e handler - FE[r bR HIFEET, 2B driver_intr (#E X Nvoid driver_intr t (void #)

o arg- OBBNERFHNZE, INRRFERE . HOEREFRE Mvoid BN LM SLFRET . ISA FFlit
HEFHNIHAERERBAITSENSE, FE (R ERATE R oftcAi TR «

o cookie[p] - Msetup () FRILAIME, X fEHh%teardown () BT TIRIRAERER -
TE ST BT 7 R E BT IR A (struct resource *) o X IRSNIE T E & BOGEBITE

e u_long rman_get_start(r) u_long rman_get_end(r) E:Ifgf%ﬂiﬁj\@ﬂﬁ/‘](ﬁ}{ﬁﬁE‘]ﬁﬁﬁ‘%ﬂéﬁﬁo
e void xrman_get_virtual (r) EZT%%);‘Z{%&{EE@WT?%/)EE’J@%Ho

10.6 52 PN A7 Lo
REIFHL NIRRT R A 2 6] BB A Ml i N3 T - B P R a] BEAD 2R 14
() N TIEE R L
(b) N AT EHLEE N

THol(a) T, PWEHER Al RETREAE R _ ERNTES FAFZ EREPE AR - 1R R _ LR B 2 A %
WOREHBIE S (8], R B N7 Y B I A B A E L sys_RES_MEMORY B o SR JF BTIRAE AT LR 7> AL
{gﬁ{ﬁ, Eﬂﬁﬁi’@ﬁtﬁﬁﬁﬁﬁ rman_get_virtual () ﬁﬂﬂ ° %&%E'\j?ﬁﬁfjﬁ%}?#gf@iﬁpmap_mapdev () Eﬁﬂ:lﬂj E
[, IAEANR S B IR - B R BIRBUE I — D E A IR -

KEZEISAF HINERLE YA T-640KB-1MBIE R 2 (A A E - FUEISA REER KN ETE
B, MT16MULTFHEMIE (HTISARSZ P24 il fRE) o XFER T, WENEE k&N ERE
AR ZHINGE (Ba)Ew, EI1ES) | W IERE & AN F R G A E — DR -
YFZBIOS AP FERLIA T 14MBEL I SMBALELE IMAI A AZ 2SI - AIESEBIOS IEMMIR SN FE =, FreeBSDEL
e IERLF AT (PLEFE7EZBIOS Ll RES Him&E) -

B F, JREGRMNE L R BN &, WA M HADMASL R A £ AEGE . FERIRE: &
S, ISAF HAEVIRII6MB L NAOINTE - HR, REihib2s (6] AR G2 00 T T AE ) B ik 2 (6] AR AT BEANIESE %
B[ BENEANTAT BN ERRE - BT ARG X S [l R (IR AL A B 9092, 30T A FR K sh
FHC5ER -

DMAWNESEER T W45, bus_dma_tag_t Tbus_dmamap_t o PR (tag) iR T DMANEE R
FIFPE o BRET (map) FRIEFRIX LIRS BLRINAFER - 2B ] DLS [R]— B2 SR Bk -

PR 1 BRI AR A T A R B Z IR G5« FRRE AR R BRI E ZsK, Al LIS H R,
EARRFRTE K -
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— e, BMERRITAEATIERE BERE) - MRENMRERENFRERMAFX, M)
NENNFRESOE—IFE, XEREEN RS T -

5 R T2 BRI A0 77 VR R -

H— SB— KRR EIREERESENG (USRI - X—BE o0 T 5% &85
TR KB (B AP LE N AR o« BRI N RIS B B PR A S B REWEIEN TEYYHENE
V0 BB A — R .

=, BEMAFFAERR SNSRI S T - XA NERE—TERRE, B2 5/ GBS R
Ko QAT AN BAERIANLE « WRAFFEM B — T H RIS ZSRAY 5% T E (bounce page)” , FIfEH
[BIFE6E - 4 MATFA R TUE B AEERT, BOE e Je i s DB G TUE , SRJE M TR TR 2B B 45 -
LIS, BURE S M S SR TR, REWE LB EA AT AR IA TR « JR IR0 S 3 01 2 18] ) #5
TN FRVERI S o X—MF T Bk EHER Y F. SIREWN NS, ZER, HHSHEK.

TAEEDMANF L IRECE

e int bus_dma_tag_create (bus_dma_tag_t parent, bus_size_t alignment, bus_size_t
boundary, bus_addr_t lowaddr, bus_addr_t highaddr, bus_dma_filter_t *filter, void
xfilterarg, bus_size_t maxsize, int nsegments, bus_size_t maxsegsz, int flags,

bus_dma_tag_t *dmat)

BIEEHIRE: - IIUBREO, 751 EEE RS -

o parent - PR EFHNULL, NULLH T OIETZEFRZ -

o alignment - X[ R E A ALLEPRE N X AU FF 5K o« “no specific alignment” BHE1- (XNAT LU

B’Ubus_dmamem_alloc () ﬁx%bus_dmamap_create () TE/EH °

o boundary - ¥FEHINLN T, HECHAFRAGEZE T - X T “no boundary” {FFH0- XRHT LIS
HJous_dmamem_alloc () M/AEbus_dmamap_create () VA « DTUN2HTE S « TR ITRILIAEE
EDMASFHNG (WL, DMAMIEEHISA DMAERIZHREmMAZEEES) | NIH
TDMAREARRSE], R DTAFER T 64KB (64%1024) -

o lowaddr, highaddr - & FFHHE LIRS - XEEH TIRE ] BT A7 S BRI E AR R vre i - Hif
P& SURYE LS SR A 1A B A -

o X Tbus_dmamem_alloc (), MOF|lowaddr-1FIFTEHIHAN N F, 5 &b A -

o XfTPbus_dmamap_create (), X [A][lowaddr; highaddr] Z AN BT H A R R - YO L A Y
HOHE DT B (5 A JE R AL, HERERTAVTR - WREE RS IERE, WA X B A
AR

o WTISAR, IEWHE (XETIERE) 7
lowaddr = BUS_SPACE_MAXADDR_24BIT
highaddr = BUS_SPACE_MAXADDR

« filter, filterarg - TIERE N ESE . (R filter HNULL, }”\Ul:uliﬁﬁﬁbus_dmamap_create OB, BAX
[E][lowaddr, highaddr[# 1A AT i 1R] - &N, [X [A][lowaddr; highaddr] A FR) &1 # it B 17 1a] 4 O T 4D
}Ei&iﬁ%&{gﬁgﬁﬂ{%@@, EEE(%%%EEJU\?IEJQ’ ﬁ(ﬁ@ﬁﬁ/‘jﬁzﬂjﬂ int filterfunc(void =arg,
bus_addr_t paddr) o %ﬁﬁﬂ%%&lﬁlﬂﬁ?%?ﬁ@@o éﬂ”ﬁ@jki@o

o maxsize - BT MR A IS BCIERRNGEE (UFTiE) - BEHXMMEREME, SE& LR,
XFEW T, A FISAKEIXMER L% HBUS_SPACE_MAXSIZE_24BIT -
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o nsegments - ¥ & L FFH T BUMCER BRI RELE - WERAINERS], Dl B 2 A
{EBUS_SPACE_UNRESTRICTED - W ACHRZEM X ME, A FIMRZETEELFRIRH] - nsegments(E
& BUS_SPACE_UNRESTRICTED HIFRZANREA TLFRNEmLss, XAl LU ENTENCHRE: - nsetments
AL FRFR K2 250-300, FF 5 FMER SECN G T (BEFTCIE IR SRR 4 2 1 9 B s & i
X) -

o maxsegsz - W& LRI BUI BB IR AR « T FISAR &R AE

ﬁUBUS SPACE_MAXSIZE_24BIT-o
o flags - TEFRAOAL A o BOLERATEAR X
o BUS_DMA_ALLOCNOW - GJZ &R 1E K5 BLATH 7] G2 2150 S5 T -

o BUS_DMA _ISA - HLECHEL— R, (U T Alphatllgs - i386HLE231%H E XLE - Alphat/lZ3HIfT
BISAE AR X MRS, ELEEEE A X IR ST -

o dmat - 5 AR [B] FFTAR S A7 fE HOTEE -

e int bus_dma_tag_destroy (bus_dma_tag_t dmat)
FHERARZE o BB E0, HMLR EEERRD -
dmat - B HIPREE

e int bus_dmamem_alloc (bus_dma_tag_t dmat, voidxx vaddr, int flags, bus_dmamap_t

*mapp)

ECARZE T IA B — B NAF X o B BLRI N AR B R/ N AR fmaxsize - ALIIMBREIO, 3R B 5 R
)R i ay i dra R e ok B e o ﬁi?gﬁtZZHUifJﬁfﬁbus_dmamap_load()4 Hn .

o« dmat - */jt\%g
o vaddr - TRIAFERERFEEE, ZCFA i 1A A TR 18] Y 53 DX 3560 PR A% R i A
o flags - FEFRAIOZE] o ME— RSB IERR A -

« BUS_DMA_NOWAIT - 415 N A7 ARESLRT AT IR IR « GSRILPRE A R, W AR VHFIFERE
iR, BERINAFRTHNLE.

o mapp - T5 AR [ FOHTBR FOFE R HOTEET -

e void bus_dmamem_free (bus_dma_tag_t dmat, void xvaddr, bus_dmamap_t map)

B Hbus_dmamem_alloc () SECHINAE - B, X4ECAIH G ISARREH AR B G S8 - R,
A AR AT JatHTIﬂﬂﬂT%fT%ﬂEﬁﬁﬁj\@ﬂE’ﬂ:ﬂZ NEEE G B RO Le X 38, SR 5 A A (A 3
DEE o XHAEREANN Y H Hbus_dmamem_free (): A BRI TH S SEEH ST .

o« dmat - *ﬁ%ﬁ
o vaddr - N7 H AL RE ik
o map - [N 17 H B (BRbus_dmamem_alloc () IREIT—HF)

e int bus_dmamap_create (bus_dma_tag_t dmat, int flags, bus_dmamap_t =*mapp)
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ﬂﬂﬁﬁ%%@”%ggkgﬁ, Elﬁ%ﬁﬁﬂ:bus_dmamap_load()° ﬁi@thﬁg[]O, %?MJﬂZ[]%%ﬁ%ﬁ%o

o dmat - PR
o flags - IR FRTEIRAOA B o (HID MR E SR ERR, R H B ERZ0 -
o mapp - T8 [1IR BT BF A8 TR ET -

int bus_dmamap_destroy (bus_dma_tag_t dmat, bus_dmamap_t map)
BB o A DIMLRE, EMLREEE IR -

o dmat - 5B RERAIFRE

o map - REEHE B SR A

int bus_dmamap_load (bus_dma_tag_t dmat, bus_dmamap_t map, void xbuf, bus_size_t

buflen, bus_dmamap_callback_t =xcallback, void =xcallback_arg, int flags)

IR X B Bt A (R T 5 Fbus_dmamap_create () Bl bus_dmamem_alloc ()8l o RiHX A
FrE TSR E, BEOMFEEESK, H R &2 LR T - 2 0B B AT
HIECH, FREARBE R RE . FEIER AR X N - RS SO I X2 52 PR Y

BRI G SR TR 2 A SR P XONRESLRIER TS, IPRAESR RN, 24 88 i [X ] RS B A B R e S - ansit
B s FOL BRI AT IR [El0, anSRaEsKROEHERN, S FRPRORET, NREEINPROGRESS » JE—FIHIL T, 5
HEBA AR 2] 8 bR £ 2 (8] B[R] 25 FH AR B AR T £ 5%

o dmat - F1%

o map - B

o buf - ZiM X HINIZRE R

« buflen - & X HIHKE

o callback, callback_arg - B RE N ESE]

[ ] eR A A R R R -

void callback (void *arg, bus_dma_segment_t seg, int nseg, int error)
o arg - 5% %% bus_dmamap_load () Kcallback_arg FH[A] «

o seg - BAHART AR

o nseg - HH T HIIHIATF DL

o error - FORBA AT : WBENErBTIG, MIFRE ARVFIIRAE H MBITTIE AR X « iXFRE L T AL
HAF AR R RAREF R IAR AL - NG UL AL AR EhRE PR E - ARYEF IR X,
WahREF ] IR EERR, SRR i X o0 W BMAL PR ES — 4> .

BEAT RIS B
o ds_addr - Br) ¥ it
o ds len - BEKE

void bus_dmamap_unload(bus_dma_tag_t dmat, bus_dmamap_t map)

unload the map.
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e dmat - */]1\%

o map - TN AR

e void bus_dmamap_sync (bus_dma_tag_t dmat, bus_dmamap_t map, bus_dmasync_op_t op)

ety EEE, ISR X5 H R T TR - R EGERUR IR i X 5 H BT RR
A (R PR LR RS IU AR - 47 (R B BN Z S5 L AU R P DX AT [/ 2

o dmat - FRE
o map - C N AIBRET
o op - BEHUTHIRIHAER Y.

e BUS_DMASYNC_PREREAD - Mi% & 828 i [X A1 E 2 B

e BUS_DMASYNC_POSTREAD - NI & EIZ I X FILEIEZ 5
o BUS_DMASYNC_PREWRITE - MZZIHIX Bli% & 15 #1EZ A
e BUS_DMASYNC_POSTWRITE - N B X E& &M ERIEZ IS

Y H]PREREADMIPOSTWRITE W Z#ME, (ERRFTRES NS, FIIREIFEF N2 T ] -
EEbus_dmamem_alloc () ﬁﬁﬂ"] NENFER D -

Mbus_dmamap_load () T EIHREZ A, BEHRFHEERTR . H HREHEIRE RFRHRAEHE
FIBTISE 7 BCIF Y - X Ti386 1R R A5H Xt Bk B fYSEPriRHI1£79250-300 (PRI H4KBIE 2 F P45
FRIRDS, BEECRZR BRI N R8T, MEE LS HARKZR) - HTEEETREAEAMSE, FHit
XMED AN ERGE H LR - SEBfE, MNTRSEEFEMS, B R A ERIRE -
BRI shREF AL B AR 2 0 RV BIA I X, IR 2 —# 5 — B AL T Nk i X A —&T
oy, fREERE, REMBZRMX N —8s, mtRE .

AN REEE R R B H AT REFR A SR 1 X AR/ o anSRSR b X A B DU T 3 AN S:, 4y
FriEU T LR a1 X R ) A (nsegments * page_size) - FlU0, R ZFFRIB RIS AEE 10, N
7386 _F AT LA OR SCRF A KRR X K/ N 40K o QN SR A5 B B R R 75 ZEAE X B AR e A A P — LB R R R TS -

AASFAE AR AR R, BE IahRE 7 A BRI 62/ 2 20 Fr T O TR SCRFEEAPZR 1 X R
N, MIRRINERE: WRTIEEN TR, WA 0B — SIS XAE )y T R 76 -

I THI 2 2 5 P R SRS SR TR T, AR X B R B T TN o« FAF-> T R R BT -
ST MGERZR R E, XHEAE B AR
bus_dmamem_alloc -> bus_dmamap_load -> ...use buffer... -> -> bus_dmamap_unload -> bus_dmamem_free

KT NIEENE IR G it &, I B H BRI

bus_dmamap_create —->
-> bus_dmamap_load -> bus_dmamap_sync (PRE...) —-> do transfer ->
-> bus_dmamap_sync (POST...) —-> bus_dmamap_unload —->

—-> bus_dmamap_load —-> bus_dmamap_sync (PRE...) —-> do transfer —->

-> bus_dmamap_sync (POST...) —-> bus_dmamap_unload ->
—-> bus_dmamap_destroy
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L N#E Hous_dmamem_alloc () BIERFIBLETRT, (Zabi & Bg i X fHihE A1 KN 20
Flbus_dmamem_alloc () FEEH—FE . XFIFH NELET DUBRAIEEE AR X B AR — 4~ B T BT (ﬁﬁ@ﬁj
ATDAETIER) |, FF BiEsRE L RIHT (IGEA SR EEINPROGRESS) - iXFRIF (& T [H1 s £ 7 22 E /Y
HEREYEHE -

HROREIIAT

static void
alloc_callback (void *arg, bus_dma_segment_t =*seg, int nseg, int error)
{

* (bus_addr_t *)arg = seg[0].ds_addr;
}

int error;
struct somedata {

bi

struct somedata *vsomedata; /=* A/
bus_addr_t psomedata; /« YIEEZAREMIE «/
bus_dma_tag_t tag_somedata;

bus_dmamap_t map_somedata;

error=bus_dma_tag_create (parent_tag, alignment,

boundary, lowaddr, highaddr, /+filterx/ NULL, /+filterargx/ NULL,
/+maxsize*/ sizeof (struct somedata), /*nsegmentsx/ 1,
/+maxsegsz*/ sizeof (struct somedata), /*flagsx/ 0,
&tag_somedata) ;

if (error)

return error;

error = bus_dmamem_alloc (tag_somedata, &vsomedata, /* flagsx/ O,
&map_somedata) ;

if (error)
return error;

bus_dmamap_load (tag_somedata, map_somedata, (void =)vsomedata,
sizeof (struct somedata), alloc_callback,
(void *) &psomedata, /xflags=*/0);

REEERE AR, MHEREZ, ERREMRFERTIE. LRERE: MRPEZNANFXE, T
ERENAHE R — MR ERBAD B (WRR TR FRE R FRIE) B —MRFHER.

HINEAER %M X E|Hous_dmamap_create () BIEHIBLATES, BT EVAFERIER, K OAURBURS
RTE N S5 [ R e RO AT R0 - ISR RGN T AR T

{
int s;

int error;

s = splsoftvm();

134



FIOE ISAKX ST

error = bus_dmamap_load(
dmat,
dmamap,
buffer_ptr,
buffer_len,
callback,
/+callback_arg*/ buffer_descriptor,
/xflags=/0);
if (error == EINPROGRESS) {
/%
* PUATDZERERELIRS BRI -
* [EEIRRE R AT T splx () Bitsleep () A SHEA -
*/
}
splx(s);
}

ACFEE SR AT IR 53 5 -
1 i BAHARCIE R DG HORERGER  (FIINCAMIESR) |, WL BTE 2 — 25 AL BRSO [B]

WEhiEFP P 2 LB B, SRR 2VRMCIER « ZIEANHFERZBUMNORD - BT HERRRE, S
THREINEENE R FEM A BRI A e M F LR -

2. WA R BAERBUR FIRFSERL (BT A& LSRR TER) | MFEAZ N XA LE
RIS, FMMtsieep () o RS EHEREFRME, TROAUTLEFRERPIRE - WRRE TRP
PR, ERNAA M — P IRERERAE . AXMOTIAT, B RS TR AR R (RHR AT A01E
Ol) , BCE TR BRAERIP X AT A A B - [EIESERUE TRV s AURE RE X i B B Rl 24T
PrE RIALEE -

10.7 DMA

ISA S 4 H Direct Memory Access (DMA) 2B I DMATEHIZS (SEFR L2 TATHRIM A, (HiX R & T6 k4
) SEIEY . A T ELARTRIISAR AR MR, S HI A e A )8 H R AR AEDMATE I B Y o T
)72, FreeBSD 1&fit T —E %L, XLERECKE TEDMA?:%U%%E’]%E]QEHTJX_JLTQ%'%EKjﬁif FE 7k -

A BB DL AR L R BERIR A - SR PCLEME ST &E—1E, BN H CREr & AN T
it - ENTEIEMDMAZEHIZR T 2 — R SR - BTy T AR, ENTBESRE R MDMALEH
oo HERIENREFR, REIDMATEHIZE T ZME— SR 0N R — 1 DMAEIE L
PRERAR -

void isa_dmacascade (int channel_number)
Pt — P G BE S R B YRR - X EVE KB R, TR EH FHDMAME K R L -
MTRE RS, FHERMZEEN - EHN RIS

e int isa_dma_acquire (int chanel_number)

RE— " DMAIEIE - MINLREO, GN5RIETE ORI s E IR P AR LR [BEBUSY « KZE%L
MIISAB A HRAREI ZDMAEIE, X R EGE FAEE RS AR - B4 BIRIILCE O X
WEBNZ R, EEATLAER - WRAER, M5 EH EDMABIFER 2 panic -

e int isa_dma_release (int chanel_number)
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FERUSE R PR B FIDMAGEIE - BEAGEERN LOUNREE IEE#H TR RIS (B, BAUEEE X &L
iR & e -
void isa_dmainit (int chan, u_int bouncebufsize)

53 BC FHARF A8 T T8 (0 FH B S SRR R X o BRI P X K/ NASREBEIT64KB « LU, AR E Mg b XA A2
YIEEESLY), B HISA SRR BINAEIEE, BB Me4KBR AL, M2 B AR EEMX - ik
@:ifﬁ;%\%{?iﬁﬁ’??é\iﬁ%1¢5@%@[Z (WJQH, EEbus_dmamem_alloc()ﬁ@ﬂﬁ@%ﬁ%) > I)_\“J;ﬁ%gﬁ]
Flisa_dmainit () - (B ICEES1EIE T DMATE #l 2e & ST B AR 53R % /7 (F .

o chan-HiES

« bouncebufsize - LA T 1T S B8R 1 X AR/

void isa_dmastart (int flags, caddr_t addr, u_int nbytes, int chan)

& B BIDMAE ) - SLFRE & L FRE 2 57 A R ECR % EDMAEHIZS . BREZ WX ES

HELER HEISANFEEE 2 N, WERASEN] B ahff g X . (NRFTER B MIX, B RZ X

HHisa_dmainit () WHEH, X TIERAEZEANRGKD, RS ¥panic - 5igK B 1#H 588 i X

PTG, BBk B o0 LB R X -

flags - MRS, FERETERPERIERRAL . J7A{B_READFIB_WRITEH /¥ -

« B_READ - MISA B L35 N 17

o B_WRITE - NNFEEIISALEA L

o B_RAW - ISR X ENIDMAEHIZS RS0 ER MK, HERMEGRE BIEFVBNNERD, BIREE
REFE—ZMX (48R, WIIRFFRIREA R B A — M 2 B R X R AR - WREE
WE, AN —IXKERAER, EAR N —IRKEHZ R A Hisa_dmastart () « REENFH
SRR X B FHB_RAW A H & X -

addr - SR X RS HE

nbytes - ZH XK o LAVNTET64KB - ANARTFKE R0 FHDMATEHIZ R S EE H64KB, N
RIGIE TR0, BRSSO FRCR - X THRESETME T4ER, KELFHEE,
X S mE R E T - EEKEEBL T, &E—DF A

chan - JHiES

void isa_dmadone (int flags, caddr_t addr, int nbytes, int chan)

WEIREERTERE, RPN R R X AERIE, RS I 58 S v [X 7% D12 [ R
ZIMIX . ZESisa_dmastart () KR . LFHEHAB_RAWIRG, HE—RB AR

ﬂﬁisa_dmadone () o

int isa_dmastatus (int channel_ number)

R E Y R PR R F TR - fEisa_dmastart () FIXE T B_READWIEIL T, REEHF —ENL2E
TZ. FRERN T2 ANEMIZRTXKE . EXMWAERERSELESER TR AN RE
FRAFTE . WRFTEASDO, WHLIRE AT EE A& -

int isa_dmastop(int channel_number)

iEaERNibiEe b SEAEEN P S i iU A
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10.8 xxx_isa_probe

XA PREIRINE R B AL WSRANEHRE 7 SO B Eh TN & BCE IR LR 2 (A0 T ) B B A 77
Ik, T E ST I BRE R SEAK, -

ST EEREMEL, RN E, 28 IR E RN, s0E AR E AR, MR
RE—NEERER . WRZENAEMNDAUREEENxT0 » HAVERE R fEF R H A1 - TEAERIR
B . REBIRSNREFIR BT FRORALY) -

PP SR L MR ARHER GUREHE - F1I0, AFIRSIREFFSCRFE AR A B D A BGH I s % A -
TP A FR R BB TS &« FEFRINBIRE R A s (R IR B AE AR R I 5. (M A, IR El0R) IR BN AR
FPEAEEILER, RE-1TER, BRE-20EE, %%) . X, (COFEEOMEERICERNER
AeFE (CHR SR FIFRE AR E-1) 700 R SRR O A RS s AR P A0 B (CEL R 24 AR5
FEHRE0) -

WA FF S xxx_softc H REUAE A RN GIAR Z B /AL - AR IR FIRR EIEHR, #ATF SRS
HENBGE S C - B an 5 IR B R, G BH AR e A 0 ORAE G 43 B PRIV EA (8] & S BT B BER,  BLfER
BE T A RES PRI BT 2 2 BGH S BL - AR BTN SE AL, FARRR ARG R HAE LU (6545 51
MExxx_isa_attach () o QIRIKBEFRENAE, FARERIEERRG & &N B EEFIRES R -
B X B E LN B SRR R RTE I BR, HAEREN R SR Eh 'R e
Hxxx_isa_probe () REION, 7EREIRIERFIRDE—MFER, M ETHAPFERIKNTEF R Z X
1. EAERMETIR S AR RIS, A VFIXEhAE Fe 2 BRI ARR [F ORI G R AT 2 (8] R FF
B -

ST PRI ()38 DABUS R s A FF AN BT 5 T i

struct xxx_softc xsc = device_get_softc(dev);
int unit = device_get_unit (dev);

int pnperror;
int error = 0;

sc->dev = dev; /«x BEREEEIE «/

sc—->unit = unit;

NEREPPIE - BRIl — M S PoP IDFIRARITH) -« BREE X NINENIER FFHIPnP
IDALAA T AT B 4E H AN ROX SEID R & B 5 Hsi A -

pnperror=ISA_PNP_PROBE (device_get_parent (dev), dev,
xxxX_pnp_ids); 1if (pnperror == ENXIO) return ENXIO;

ISA_PNP_PROBEMZIEINT: R+ (K&HIT) WEWIENPaPHINE], MR EENOENT - WH5RHE
YERPoPITINE], (BATNE|AIDASICE R A E—ID, MBEREIENXIO - &5, W& FE S HPnP HILHIE
quﬂq_‘ﬁ\ﬂ), NUﬁi[]O, ;?Eiaﬂdevice_set_desc()bki%qgﬁzﬁ%ﬁigjE@ﬁ%iﬁﬂf%ﬁt&i&c

MR RN P PPk, MIEILE R T

if (pnperror != 0)
return pnperror;

TR FFPnPHU IR EH R FF AN TR B4R AL B, RN IREN R P & (53R 2 IPnP IDFE, HUNSRAEPnP+ L
415 F|ENXIO -
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TRMGIREE 2O FHEFE LR DBITIE, V0 H S, RAIHERM K « X TAFAEL, Kohte
FPrTRES HEh K M EAR L FEHIBTR - PP & HIFTE BIRHPP T AT E, RRBEIREFAFEAD
KIEA] -

B VT g TR E R E RS - REFEREATFAREREF AR TREERER

(REAEFE R EEXRE) « B E SR Z B O inE.

sc->port0 = bus_get_resource_start (dev,
SYS_RES_TIOPORT, 0 /xridx/); if(sc—->port0 == 0) return ENXIO;

St R PR A7 EsoftcZH T, DARIREM « WRTREER MG O, TR IR F B e 2R
SBHTCERSZ - WRBANEBREA, MhREERAIA] - MR, —SgaReigFaS i, 2
MR RTRER SR, AR

[+ BWORFEPTEATREMEE T /ot I HIEEER «/
static struct xxx_allports {
u_short port; /+ YHHhE «/
short used; /+ JEFn: WO RBCHEAMATHN «/
} xxx_allports = {
{ 0x300, 0 },
{ 0x320, 0 },
{ 0x340, 0 },
{0, 0} /x REHR «/
bi

int port, i;

port = bus_get_resource_start (dev, SYS_RES_IOPORT, 0 /xridx/);
if (port !=0 ) {
for (i=0; xxx_allports[i].port!=0; i++) {
if(xxx_allports[i].used || xxx_allports[i].port != port)
continue;

/x BEIT «/
xxx_allports([i] .used = 1;
/+ TECHMN O LR «/
return xxx_really_probe (dev, port);
}
return ENXIO; /+ WHJCIERBISLEEMWMR «/
}

/+ (NAETESE MGG O I EA 2B «/
for (i=0; =xxx_allports[i].port!=0; i++) {
if (xxx_allports[i].used)
continue;

[« FRCHEBER - RIEEFA TR S O A4 i 2
« BOBATLUE A S B RIEN
*/

138



FIOE ISAKX ST

xxx_allports[i] .used = 1;

error = xxx_really_probe(dev, xxx_allports[i].port);
if (error == 0) /+ FERPEOFLE]—MEE «/
return 0;
}
[« BRNS FrE AT RER b, (ERERTHE «/

return ENXIO;

MR, WXL % IR (T ident i £y O BIFE - (HATREE —NIE 24 AE SR VLR M 4
FE R Elprobe () PIEMEELF: WAALX AR &1k — L AR BUROR & 2K - IR BIRE T sensitivedEFF:
BUBRZ BN, REREMIXE - Hidentify () FIRBEFTEHNZBIHAR, R ENTAS%E B
BOR & FH AT RELALIX SR & -

WAE, BRGSO LR ERER D& (PaPR&ERIN) . FNABERE S REXNME
;%\"

if (pnperror /+ AN HEPnP&&E »/
&& bus_set_resource(dev, SYS_RES_IOPORT, 0, sc->portO,
XXX_PORT_COUNT) <0)

return ENXIO;

g o B S — From D ik 2S 18] (iR Estartflend B EE UL “F A 1# T bus_set_resource ()
WEIRLEE” ) .

sc—>portO_rid = 0;
sc—->port0_r = bus_alloc_resource (dev, SYS_RES_IOPORT,
&sc—>port0O_rid,

/+*start*/ 0, /xend*/ ~0, /*countx/ 0, RF_ACTIVE);

if (sc—>port0_r == NULL)
return ENXIO;

BUAERT LAY Rl BRI B BF F7as e, Bl Tt el LUAFEMT S s S ARIE A R E S R A A1
BRI E H O o SRR, SRR AT BE EA AR & X Mtk b, B X bk ERASE 1A -

IS RE BRI A S E P B R A - X AR PR LU AT IR, BRI
Pperay () SEI - BRI GIREL AR ANGEK AR, "& LPTE SR IHEBR N FERL - IFNE A X
BRI AR, AT R PR B R, e AUR EIEER, AFfE@BI RIRRE, Aite—L
WO (] IR AT 52 RVEBUEDELAY () FEAEMHLES EEBER R AR H], (EFEBARCPURIANFE, LheR
B A —EHNREMRE -

AR IR R R E PR S E A TAE, B R DIMECE AR P . EAEBOXE

/+ DA BEARET BARIZ & 7 LT «/
if (error = xxx_probe_ports(sc))
goto bad; /=* IRETRIRERUBTIR «/

HHT BT & Bst s ORATIAL S, Bi%xxx_probe_ports () WA BEBCE AL « (HANR SR — s
IS, M AT DU AT TE A . SR, K TPoPik#, PnP3CipNK A HEhZ Bk -
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if (pnperror)
device_set_desc(dev, "Our device model 1234");

BRI BIRER. 2 2 Ed UL S R EH A sk XA BIRITE R, BB R AP B30 E - 3]
R BE— MR ENFERIB T« FEIREN = RATRERAREAR), XSG E LR BRI RN T
YRR AT LUSE I3 B 25 7 FE (I RE SR AL -

WAEHIE AT IR AL B SRR, 808 0 NS & T IR IR 5 R IR B A 7 o P TSE L E - 4
RMMECES AT AR, AR 2R FIWESE? ATRER P RSHE NAZBCE SO A i B b, (B4R A%
EHOAETHA, MR HREFERXA . —DSEIRIFIT AT RERIX AT

[+ ESERER AL E L~/
sc->mem0O_p = bus_get_resource_start (dev, SYS_RES_MEMORY, 0 /xridx/);
if (sc->mem0_p == 0) { /+ {%H, AFEEE +/

sc—>mem0_p = xxx_read_mem0_from_device_config(sc);

if (sc—>mem0_p == 0)
/x WKL EFFaRBEIATIXIL «/
goto bad;

} else {

if (xxx_set_mem0O_address_on_device (sc) < 0)

goto bad; /+ WEMNZFREBCHIE «/

/x BGRE, RERFRAN,

« NTFRERE, NERNEFE

« TR NI SR EF el LUERRERARES

* A MEEREHPIENFRMNLES “msize” BLEBTR,

« HIsAEZ% HEIAE

x/

if (pnperror) { /«{UAEPnPIAE +/
sc->mem0_size = bus_get_resource_count (dev, SYS_RES_MEMORY, 0 /*rid«/);
if(sc->mem0_size == 0) /« FAPREIEE «/

sc—>mem0_size = xxx_read_memO_size_from device_config(sc);

if (sc—>mem0O_size == 0) {
[+ BREX AL EIEEEN PSS, WH BIELERE,
» AP EREFEE, FIEEREEKRKIER
(B8R, ESHMERRIE S &R ARE)
*/
sc->mem0_size = 8%x1024;

}

if (xxx_set_mem0O_size_on_device(sc) < 0)

goto bad; /«EEANTLEEFRNAKAN «/

if (bus_set_resource (dev, SYS_RES_MEMORY, /*ridx/0,
sc—>mem0_p, sc->mem0_size) <0)
goto bad;
} else {
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sc->mem0_size = bus_get_resource_count (dev, SYS_RES_MEMORY, 0 /*rid=/);
}

KL, IREZ I EIRQFIDRQFT H K HEA -
R YDATIER, RS AT IR BRI [E AT -

xxx_free_resources(sc);
return 0;

e, EBEFRIL . BrE SR SR B TR . BRI — D HE: softcH M TE £ iB2a 3,
AR #EML, BB MR R 2B 7 HLEHIR: R BNLX LR IRAEA TR -

bad:

xxx_free_resources(sc);
if (error)
return error;
else /+ HRVIERRAREN «/
return ENXIO;

X SEEARNGIRE . WIRRRAZ M SEM, B e — 1 e, BERFTRES T ER
BT

static void
xxX_free_resources(sc)
struct xxx_softc =xsc;

/« BB, WWRIEMBR «/

/% HWTAOIEREL «/
if (sc—>intr_r) {
bus_teardown_intr (sc->dev, sc->intr_r, sc->intr_cookie);
bus_release_resource (sc->dev, SYS_RES_IRQ, sc->intr_rid,
sc—>intr_r);
sc->intr_r = 0;

}

[+ BATEE T EMERANE «/

if (sc—->data_p) {
bus_dmamap_unload(sc->data_tag, sc—->data_map);
sc->data_p = 0;

}

if (sc->data) { /+ sc->data_map&ETOHEEEIE «/
/* the map will also be freed x/

bus_dmamem_free (sc->data_tag, sc—->data, sc—->data_map);
sc->data = 0;

}

if (sc—->data_tag) {
bus_dma_tag_destroy (sc->data_tag);
sc->data_tag = 0;

}

o WRE, BCHRIBUNRIIRE ...
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if (sc—->parent_tag) {
bus_dma_tag_destroy (sc—->parent_tag);
sc—>parent_tag = 0;

}

/= FERTE B BHR «/
if (sc—=>memO_r) {
bus_release_resource (sc->dev, SYS_RES_MEMORY, sc->memO_rid,
sc->mem0_r) ;
sc—>mem0O_r = 0;

}

if (sc—>portO_r) {
bus_release_resource (sc—->dev, SYS_RES_IOPORT, sc->port0O_rid,
sc—->port0_r);
sc->portO_r = 0;

10.9 xxx_isa_attach

QR RIRIGIAER [ ) B ARGOERSE IR, MLEEBIRE 71 SOR AN IE - SEPmE S R
Gt o tNRLRMGIFRRE0 | TEREGIRE I E R WE B AR & 45 softe,  BLESH IR BIRERE - [, R
HMGIRBREI0, E] FEIIERIX MR & HE B RE N = AR R OB SO A - A RER GRS R | (I3
EHREF AT REN 2 TERLBO -

RN SR, EREGIRRIRE0, HNHRE R .

TERRGIRE B R ShER R GIREARIL, K — L% EGREIE — 2R 5 R = -

struct xxx_softc xsc = device_get_softc (dev);
int unit = device_get_unit (dev);
int error = 0;

IRIE P RE P e SR PR T i OV FELE WA N ERIR [ R o, IR EE R - Bl 1
BEHEMGIRE CLE S E 7T MBIREE, HRENRFEALS T softct - INRIRMFIFEE T T —L4¢
DECHBIR, MATEFRDE (EH o By #R)

sc—>portO_rid = 0;
sc—->port0_r = bus_alloc_resource (dev, SYS_RES_IOPORT, &sc->port0_rid,
/*startx/ 0, /*endx/ ~0, /*countx/ 0, RF_ACTIVE);

if (sc—>port0_r == NULL)
return ENXIO;

/x WENFE «/

sc->mem0_rid = 0;

sc—->memO_r = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc—>memO_rid,
/*startx/ 0, /xendx/ ~0, /xcountx/ 0, RF_ACTIVE);

if (sc—>mem0O_r == NULL)
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goto bad;

/[ BN «/

sc->mem0_v = rman_get_virtual (sc->mem0_r) ;

DMA 1% K38 j& (DRQ) AR T A B« FF1sa_dmax () BMEURHITHIAIL - FlT0:
isa_dmacascade (sc->drqg0) ;

A R (RQYA mAFIE - BR T S ECLASE, IXSHFRF I AP I b B R AUt N 2 5 ' KBk - 7Rl
FISAIRENREFFH, HAGE RS TR E RN S ER XGRS - BERRENET, ZRAE, &
WREBTE M 45 softcfITEET o — MREBEMFEET A4 softe BN BLE, Msoftc UG AT SIRE
Sy, MBI S B softcfRIFNME . FIFF, X PLAEMERHTARSELNNAREFEERS—, HFATFE
MHERE: SPESEEECHERN, E%, PEMEMEEAARIEIRE, MENTZRE L3RR
IREAFE A -

sc—>intr_rid = 0;
sc—->intr_r = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc—->intr_rid,
/+*start*/ 0, /xend*/ ~0, /*countx/ 0, RF_ACTIVE);

if (sc->intr_r == NULL)
goto bad;

/ *
« BUENRTXXX_INTR_TYPEMIE KT TR BhRR P 2R T,
« FIAITINTR_TYPE_CAMA FCaMiak st s
*/
error = bus_setup_intr(dev, sc->intr_r, XXX_INTR_TYPE,
(driver_intr_t «) xxx_intr, (void =) sc, &sc->intr_cookie);
if (error)
goto bad;

MR FFHES NAFHITTDMA, XA R4 # TR 77 204

error=bus_dma_tag_create (NULL, /xalignment=/ 4,
/+boundary*/ 0, /*lowaddrs/ BUS_SPACE_MAXADDR_24BIT,
/*highaddr+/ BUS_SPACE_MAXADDR, /*filter*/ NULL, /xfilterargx/ NULL,
/*maxsizex/ BUS_SPACE_MAXSIZE_24BIT,
/+*nsegments*/ BUS_SPACE_UNRESTRICTED,
/+maxsegsz*/ BUS_SPACE_MAXSIZE_24BIT, /*flagsx/ 0,
&sc—>parent_taqg);
if (error)

goto bad;
/* TRZIRVPG R MACFRE IR ATTR
x [RiZsc—>datafi M AL ZEIRAILEN, FIIn—DEIREIPIX AT RER
* struct {
* u_short rd_pos;
* u_short wr_pos;
* char bf [XXX_RING_BUFFER_SIZE]
* } *dataj;
*/
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error=bus_dma_tag_create (sc->parent_tag, 1,
0, BUS_SPACE_MAXADDR, 0, /*filterx/ NULL, /+filterarg*/ NULL,
/+maxsizex/ sizeof (x sc—>data), /*nsegments=*/ 1,
/+maxsegsz*/ sizeof (x sc->data), /xflags=*/ O,
&sc—>data_tagqg);

if (error)
goto bad;

error = bus_dmamem_alloc (sc->data_tag, &sc->data, /* flags*/ O,
&sc—>data_map) ;

if (error)
goto bad;

/+ fEssc->data_pHIIFM T, xxx_alloc_callback () SRtk
« RIFEERNES & HiE R ITREH .
x BERTRBENTFIS —T P RFER AN -
« ELSCELA] UGG RE:

* static void
* xxx_alloc_callback (void *arg, bus_dma_segment_t =segq,

* int nseg, int error)

* |

* * (bus_addr_t «*)arg = seg[0].ds_addr;
* )

x/

bus_dmamap_load(sc->data_tag, sc->data_map, (void x)sc->data,
sizeof (x sc->data), xxx_alloc_callback, (void x) &sc->data_p,
/+flags+/0);

BT BT RIBIRE, RN BRIAIL - WAL AT RE AR AT A R, BRRENTEIE -

if (xxx_initialize(sc) < 0)
goto bad;

BT RV BEhfEEf & _EATE R IR B AR i o« (Han RIS AR AR TE — 2R Tk &
HIBISME ., HZ T RERY, .

device_printf (dev, "has on-card FIFO buffer of %d bytes\n", sc->fifosize);

ARG FIRRBENEM R, EUOREFRZ ATTEHE RE R -

RGN &G — PR R E RN IHEE T RS0 - SERUX P ERAE I T 2 T A e Fe
MIREY: TP - BRIRE - M4 - CAM SCSLI Al & 655

WS EE ) TAEEE LR E AL -
error = xxx_attach_subsystem(sc);
if (error)

goto bad;

return 0;
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e, EBEFRIL . REERRET, PrE SR SR BGH 2 BC . BRI Sifsoftef%
BT AR ENL, B NGER RSO T RER: RS BN EN AR TEE .

bad:

xxx_free_resources (sc);

if (error)
return error;

else /* exact error is unknown =*/
return ENXIO;

X B 2D -

10.10 xxx_isa_detach

RN RE P AEIX R R,  EIXERE P icdm i oy TN sE iR, MIBKEhAE Fr B M E=ARETT - 4n
REEA SRR IR, R — MREERAE - (BISASLASEFRIGER, KX MFIER TISAR & AR
BIEE . HEKNEFIIFEN P REEIA AN, ERSHEH T HAEZRARN ST =24 E i R
RGBT A REZIFARNIER, FETTRNMHGHEER, XEEEERE IS o E0ER
ENMER . B EREE AR TAEM MLEE LI RIRNRE P IR S B R P 5 2 1 S HIR T
B RIS —TEREIERIE, SRR HERTAEM RS LT PRI RAGe TReRA
B X R AP AR - R, HTREEERE, LESRBDEHIRE .

WRIKENRE T, o EGIRERE0, FNHRERERE -

RPN ER . B EERUR R R AN T RO B - AR HETIESTIT
&, WA ERE: T4 B EUE SRR AR AT 0 o IR BUR TR T RS
PT35S ] ORE S RIS SRR P VR BT - 38 5 ) 5% P (AP B I et -

struct xxx_softc *xsc = device_get_softc (dev);
int error;

error = xxx_detach_subsystem(sc);
if (error)
return error;

N, WHARFT T REA B S AL BE R B AT BRI o B TR ZE TR, ZEFDMAE
AT LR R B IR - N T REMIBIEF S, X IER KRG, FitinRRshieF
ERERAGIRE, FAMAZERAEHMALT -

xxx_1isa_shutdown (dev) ;

B EREBTE BRI R [E AL -

xxx_free_resources(sc);
return 0;
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10.11 xxx_isa_shutdown

HARERM IR B BIRE o Gl B R AR — SRR . W T RZEUSARET E AFE
FoRahlE, B REOFERIELTE, BANEERERNEE SWETIRIL - (BHSIR &I
FESTRRH], DIBRREE B 5 RERERIGE] (O FRZEARARAI AL ERAER) - R
ZRHOUT, ERETHaSTRADMAM BN, FHELFEHTHOREE T ER - WS EBUR TR,
R FATTEIAAE LA I8 -

10.12 xxx_intr

HCEISR B A RE BLA A TS AL 2 VR AR T A B R R o ISARVERAN IR I LR (R IRIE L {51
bh) , PRLSERR BRI B R B A, JL P AT LU APk B HA A - IR, AR A B R R T
A H A AR R AR E T AR - R, WA R E N 2R [E -

ISAIKENREFFAIHAYE RIUR & RILSIERNSE - BIFECEEF. Y WMAbus_setup_intr () K]
RFEWUEMEERGIRE T IR ENSE . RIEHLE, ENHRIRFASHsoftcHITEE - FIt it
H R ECEF B N AR

static void
xxxX_1intr (struct xxx_softc =*sc)

{

EIBfTEHbus_setup_intr () KFHWT RASHEEE HITMI SR L - XERE RIS HAL R RIE
PRI AN TR B T -

T RIS, TGRS RAEEE

while (xxx_interrupt_pending(sc)) {
XXX_process_interrupt (sc);
xxx_acknowledge_interrupt (sc);

}
T AL PR R B AR [ R R, (ENRER P IE RIS N, 58 ARSI ST -
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PCIi% &5

RERF 18 FreeBSDY [ 48PCLE 2 L K% & 9 B AKX SRR T #2 LRI ML A1 -

11.1 {0 558
X )LHE BERTPCUE LM I ERIE T RIEENRE, AEEINENKNIETSEREEY—

0

o

11.1.1 R F IR (mypei . ¢)

/ *
* SpCITRREUHTZ B AR FKLD
*
* Murray Stokely
*/

#include <sys/param.h> /% kernel .hHfFRATE XL «/
#include <sys/module.h>

#include <sys/systm.h>

#include <sys/errno.h>

#include <sys/kernel.h> /x PEHEIIEILHFERHAIESE «/
#include <sys/conf.h> /% cdevswfEH «/

#include <sys/uio.h> /* uiofif4 =/

#include <sys/malloc.h>

#include <sys/bus.h> /* pciBZLHRIRILEH - A «

#include <machine/bus.h>
#include <sys/rman.h>
#include <machine/resource.h>

#include <dev/pci/pcivar.h> /x N {fHget_pciZE! «/
#include <dev/pci/pcireg.h>

/% softcRFHMNENEFIKEIE. »/
struct mypci_softc {

device_t my_dev;

struct cdev xmy_cdev;

}i

/x BREUFHL »/

static d_open_t mypci_open;
static d_close_t mypci_close;
static d_read_t mypci_read;
static d_write_t mypci_write;

[« FRPRBEAAR «/
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static struct cdevsw mypci_cdevsw = {
.d_version = D_VERSION,
.d_open = mypci_open,
.d_close = mypci_close,
.d_read = mypci_read,
.d_write = mypci_write,
.d_name = "mypci",

}i

/ *

fEcdevswllEH, FATELLEMFcdevi B Asi_drv1 N Hsoftc.
BHATEEIL/ devTilS, EHATHICHERIFIRES,

« BAIREX NIRRT softc.

*/

*

int
mypci_open (struct cdev *dev, int oflags, int devtype, d_thread_t =xtd)
{

struct mypci_softc =xsc;

/* Look up our softc. */

sc = dev->si_drvl;

device_printf (sc->my_dev, "Opened successfully.\n");
return (0);

int
mypci_close (struct cdev xdev, int fflag, int devtype, d_thread_t =xtd)
{

struct mypci_softc =xsc;

/* Look up our softc. =*/

sc = dev->si_drvl;

device_printf (sc->my_dev, "Closed.\n");
return (0);

int
mypci_read(struct cdev *dev, struct uio xuio, int ioflagq)
{

struct mypci_softc *sc;

/* Look up our softc. =/

sc = dev->si_drvl;

device_printf (sc->my_dev, "Asked to read %d bytes.\n", uio->uio_resid);
return (0);

int
mypci_write (struct cdev xdev, struct uio *uio, int ioflag)

{

struct mypci_softc *sc;
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/* Look up our softc. =*/

sc = dev->si_drvl;

device_printf (sc->my_dev, "Asked to write %d bytes.\n", uio->uio_resid);
return (0);

[+ PCICHFRREL «/

/ *
* BRI E MRS XN IR SRR P SRR IR RAE HER
« SR, WEBATRIERERSID) -
*/

static int

mypci_probe (device_t dev)

{

device_printf (dev, "MyPCI Probe\nVendor ID : 0Ox%x\nDevice ID : 0x%x\n",
pci_get_vendor (dev), pci_get_device (dev));

if (pci_get_vendor (dev) == 0xllcl) {
printf ("We’ve got the Winmodem, probe successful!\n");
device_set_desc (dev, "WinModem") ;
return (BUS_PROBE_DEFAULT) ;
}
return (ENXIO);
}

[« SR BRI A VAR E B R AL «/

static int
mypci_attach (device_t dev)

{

struct mypci_softc *sc;
printf ("MyPCI Attach for : deviceID : 0x%x\n", pci_get_devid(dev));

/* Look up our softc and initialize its fields. */
sc = device_get_softc(dev);
sc—->my_dev = dev;

/ *
* Create a /dev entry for this device. The kernel will assign us
* a major number automatically. We use the unit number of this
* device as the minor number and name the character device
* "mypci<unit>".
*/
sc->my_cdev = make_dev (smypci_cdevsw, device_get_unit (dev),
UID_ROOT, GID_WHEEL, 0600, "mypci%u", device_get_unit (dev));
sc->my_cdev->si_drvl = sc;
printf ("Mypci device loaded.\n");
return (0);

}
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[« DB «/

static int
mypci_detach (device_t dev)
{

struct mypci_softc =xsc;

/* Teardown the state in our softc created in our attach routine. x/
sc = device_get_softc(dev);

destroy_dev (sc—->my_cdev) ;

printf ("Mypci detach!\n");

return (0);

/* RERHAMAREsyncZ A «/

static int
mypci_shutdown (device_t dev)

{

printf ("Mypci shutdown!\n");
return (0);

}

/ *
* WA .
*/
static int
mypci_suspend (device_t dev)

{

printf ("Mypci suspend!\n");
return (0);

}

/ *

* WEWE (EFAR) FIE.
x/

static int

mypci_resume (device_t dev)

{

printf ("Mypci resume!\n");
return (0);

}

static device_method_t mypci_methods[] = {
[« WEED «/

DEVMETHOD (device_probe, mypci_probe),
DEVMETHOD (device_attach, mypci_attach),
DEVMETHOD (device_detach, mypci_detach),
DEVMETHOD (device_shutdown, mypci_shutdown),

150



HI1E PCIiZ#E

DEVMETHOD (device_suspend, mypci_suspend),
DEVMETHOD (device_resume, mypci_resume),

{ 0, 0}
}i

static devclass_t mypci_devclass;

DEFINE_CLASS_O0 (mypci, mypci_driver, mypci_methods, sizeof (struct mypci_softc));
DRIVER_MODULE (mypci, pci, mypci_driver, mypci_devclass, 0, 0);

11.1.2 ;RIS IR F HMakefile
# WENTEFmypciffMakefile

KMOD= mypci
SRCS= mypci.c
SRCS+= device_if.h bus_if.h pci_if.h

.include <bsd.kmod.mk>

WERARFF E RS FiMake f11eIA—1HR, RA] LB Tnake MIFERFIIKEIRT - 18F, /RATLA
21 Tmake load RFIRZNIEFFEEH B MBI EAEIZITHONZY , Mimake unloadP] fEZEHF EHEIRNIEF -

11.1.3 EL KR

o PCI Special Interest Group (http://www.pcisig.org/)
e PCI System Architecture, Fourth Edition by Tom Shanley, et al.

11.2 B2 KTIR

FreeBSDﬂw\ ARG SR BE IR R AL T — T [ % G2 BOAIL ) - R?%ﬁ&%%ﬂm%ﬂﬂ%ﬂmuéﬁ (PCI,
ISA, USB, SCSI%%5) TR, H HiIXEg&faZE N1 B EREETR (BN EL, HIrs, 5t
ZDMAEIE) -

11.2.1 it F 55

HTRPCIE & e FHENE, /75 2\ PCIBLE =5 (Al fk Bl Base Address Registers (BARs) - X
HEYBARHT FIPCIEF E HIAH T # M S 7E B ¥ bus_alloc_resource () H o

Blan, — AR FR T A BEfEat tach () RECHE LRI EAR .
sc—>bar0id = PCIR_BAR(O0);
sc—->barOres = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc->bar0id,

0, ~0, 1, RF_ACTIVE);
if (sc—->barOres == NULL) {
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printf ("Memory allocation of PCI base register 0 failed!\n")
error = ENXIO;
goto faill;

sc—>barlid = PCIR_BAR(1);
sc->barlres = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc->barlid,
0, ~0, 1, RF_ACTIVE);

if (sc—->barlres == NULL) {
printf ("Memory allocation of PCI base register 1 failed!\n")
error = ENXIO;

goto fail2;
}
sc->bar0_bt = rman_get_bustag(sc->barOres);
sc—>bar0_bh = rman_get_bushandle (sc->barOres);
sc—>barl_bt
sc—->barl_bh

rman_get_bustag(sc->barlres);
rman_get_bushandle (sc—->barlres);

ﬁﬁ‘%tﬁ%‘ﬁaﬁﬂ’]ﬁﬁ%&ﬁéf Fesofte 45+, LU LUS AT AERENRRESA -

IR RE X LA Sbus_space_« AL G R&EF Ao PII0, W AIRE
e ;&, ARSI 545 7€ HO 3 17 2

uintlo_t
board_read(struct ni_softc *sc, uintlé_t address)

{

return bus_space_read_2 (sc—->barl_bt, sc->barl_bh, address);

KU, AL N RS F A

void
board_write(struct ni_softc *sc, uintl6_t address, uintl6_t value)

{
bus_space_write_2 (sc->barl_bt, sc->barl_bh, address, wvalue);

HI1E PCIiZ#E

(AR TNEOIPR

IXLEPRELLASAL, 160 FI32ML AR AAFLE, RN S AHR HEf Fbus_space_{read|write}_{1]2]4}-

HEE: E£FreeBSD 7.0 fIEm AR, L Hbus_» AR bus_space_« - bus_» HREUFE IS EEstruct
resource * ¥8El, A RZbus tag FIAIHE - XK, #EHERT LIFsoftc H Fbus tag Fbus AIRRIXH ™Al 51 25 & R

HFvoard_read () HEILEN:

uintlé6_t
board_read(struct ni_softc *xsc, uintl6_t address)

{

return (bus_read(sc—->barlres, address));

}
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11.2.2 Il

F I 2 R 3 B P A SRR (RA PR 7 T [ 0 SR S AR BE . B E, ATNALE 2 FEIRQ BT IR,
ORI TR PP T A P R ESOR A X IR Q

FH—Ik, KERFattach () REIFF HL 0T FH B AE -
[+ BUSIRQFIR «/
sc->irgid = 0x0;

sc->irqgres = bus_alloc_resource (dev, SYS_RES_IRQ, & (sc->irgid),
0, ~0, 1, RF_SHAREABLE | RF_ACTIVE);

if (sc—->irgres == NULL) {
printf ("IRQ allocation failed!\n");
error = ENXIO;

goto fail3;
}

[« AR A R E AW B R AL «/

error = bus_setup_intr (dev, sc->irqgres, INTR_TYPE_MISC,
my_handler, sc, & (sc—>handler));
if (error) {
printf ("Couldn’t set up irg\n");
goto failé4;
}

RIS B HIRE T LAEE — R . ROIUEENE & R TR, HRERPW e mE . —
Hbus_teardown_intr () IRE], FRENERETH BT H R ECH 2 FHE HFHATE A RECEHIT TiX N
W b HE PR B AR AT O R B o F T SL R AT DARERR, A FH I R R L U RESRE AT B R A% -

11.2.3 DMA

ATEES, REMTHRREAEMA o B RS S 552 fous_space_dmax () REL. =
FOFTX — T URCBRACRE AR, X Bl FTRERC LT - AR, HETAPDEARWIE &2 ), Fit—HBEEE T
HJm, FHNX— TR AR AR T -

EPCLE, AT BT EDMARISNEE & LAY L, BT FreeBSDAE FH LA 72 B R 4h3H
FEHibE, XA AR . SEEA0E, B RS vtophys () A LAHESBIERAT -

#include <vm/vm.h>
#include <vm/pmap.h>

#define vtophys (virtual_address) (...)
IRTHX AR R I E Ealpha F A SA—1E, H BRNEEEZERZE— MR Hvtobus () BIREL -

#if defined(__alpha_ )

#define vtobus (va) alpha_XXX_dmamap ( (vm_offset_t)va)
#else

#define vtobus (va) vtophys (va)

#endif
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11.2.4 BUE S BB IR

BliHattacnh O HE S EHFTE RIRIEREE . DAVIVOEIE, RIVEEAERMEIARA T B2 ARAERTHE 7 AL
AREETERRIR T, X B S IRAVIRSRE P £ )5 RGTIHIR AT LAGEH -
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U716 77 ASCSIE i 78

12.1 24

AT BUE 35 % Free BSD IR & AN ENAE FPAISCSIFM A KEU T 8, AU RZE B ML N IKED
R

e ncr (/sys/pci/ncr.c) FH{Wolfgang Stanglmeier and Stefan Esserds 5
e sym (/sys/dev/sym/sym_hipd.c) FGerard Roudierdfi 5
e aic7xxx (/sys/dev/aicTxxx/aic7xxx.c) HJustin T. Gibbs%R 5

FINCAMAIIEA S (1E# Justin T. Gibbs, W./sys/cam/x) R M —Lf@ iy A B RN 225
%, FHEAR R MIustin T. Gibbs FIIEH —F AZEMF RS, FEREFRICH “recommended” -

AU G 72T HMA - REERGITHESREAT, FHEERREEERS, HEMRR
AR « ZXFEE RN T A— M #AR A7 2Rl - N T RIEWIRSIERF, HET71A R RE R AR
e, FEEMER . U T IS, TR MR P E R pOBE S AR, Bl
FETF 538 FA R A ETT o O TR A R (S RIREAL T - X SedT 77 38 5 DL A B AT 2 5 RO R 8
ERSMEAREREIL . £orE, BEERMERZEG T, SFraaT, fUERENNETET
hHE

12.2 @ FH A2l 451

CAMACHEE 1A /77  (Common Access Method) - ‘& LLZRSCSIH F SHIF/OE L « X gl 7 K518
WA ISR F IS HIVO SRR FE T R BN i AR sh P RE RIS 5 HISCST ~ IDE ~ H/si R H
e B, X E R SIEF T NN BRIV EAMES (S IENR) - X, Wi RE
e iopEam S LS

o SMER AL - SNES S (RESL, BEW, CD-ROMZ) MIIKSHARF
o SCSHE OFEH(SIM) - EBEFIVOE L, WISCSIENIDE, HIFHLEZ&IEA eSS -

HNENZ IR T MOSTEENLIE K, B B A Tk SCST 2 41| H- 613X LLSCS T 4 1433 | SCSTHE F 5
B o SCSHE N HEHL 6 T KX Loy &5 b4 SEPRE F (23 W R SEPRiE RS2 SCST, M2 FIUIDE, it 2
FXHESCSI i & 5 N IE I Hnative T 4) o

X LA TR R R E SCSLE R S IKBhAE . MU A T IATA T4 M SIM A i 5 2% PR T 15

15 -

SR A SIMAREHFE 775 B AL U0 T FICAMAR SRSk S

#include <cam/cam.h>
#include <cam/cam_ccb.h>
#include <cam/cam_sim.h>
#include <cam/cam_xpt_sim.h>
#include <cam/cam_debug.h>
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#include <cam/scsi/scsi_all.h>

A SIMIXBHRE FP L MAT S — G R MCAM T RSHEME B C - IXERNEF Hxxx_attach () K
e (WML Bixxx A THRWHE—IRIREFFZ TR BIRISEM - xxx_attach () MEH S ARG L
HE B MM, FAERARXE U -

XHTREL JLARTER: B ETREDALS SIMKEH)IE KT -
struct cam_devqg xdevqg;

if(( devg = cam_simg_alloc(SIZE) )==NULL) {
error; /x —LOHEERRAIE «/
}

ttibsTze HESECHIBRIIFIR/DS, EREE S FIRAEREH - ER=SIM IEhFEFAESCSI K EREBH 1T
ACBREIERAVECE o — AT DI 5

SIZE = NUMBER_OF_SUPPORTED_TARGETS » MAX_SIMULTANEOUS_COMMANDS_PER_TARGET
=2 A THISIM B AR FF -
struct cam_sim *sim;

if(( sim = cam_sim_alloc(action_func, poll_func, driver_name,
softc, unit, max_dev_transactions,
max_tagged_dev_transactions, devqg) )==NULL) {
cam_simg_free (devq) ;
error; /x —LEERRAFRMAIE «/
}

FEREWRBATNREQIESIMATATT, BAThEdevq, R AFA T B MU A e FF, mHERATE
TN -
WRSCSIR FH £ 4SCSLES, MG ELTFET H O Mcam_sim 451 -

—MEBRFEE, WRSCSIRAE N A —&SCSLEAHANTZEAM, B FFTE—Ddevg4ith it 2 &
FSCSLEEL? FECAMUIBIER TS HAERE: E—J7=Wg0, MRS AEE £ -

EN:

W

e action_func - ?E{ Wg[zijﬁir?xxx_action @iﬁﬂ/{l?é‘%‘l’ °

static void xxx_action ( struct cam sim #*sim, union ccb *ccb );

e poll_func - FRIAIIRENFE Fxxx_poll () BRELATFEET -

static void xxx poll ( struct cam _sim #*sim );

e driver_name - SEFRIXENREFF AT, FIU0 “ner” EE “wds” -
o softc - 53X SCSI R IR BNIR T I N F AT IR ET - XM eET LUS X Eh AR 7 SRR BB 249 -
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o unit - FEHIZFHAICT, FIAAXS THEHIEE “wds0” HIHECTHH0 -

o max_dev_transactions - TLVRZEA N SCSIHFRIERAI A (simultaneous) FES5EL - X ME—ILF
BT, HHAESCSIRARTREGISh - Btoh, Wi RIMEHFEF A BT — D E SRR R 7 — 1355,
AT LR HE N2, BLSPAMERE LI ME 2Rt -

o max_tagged_dev_transactions - [FIFERUZR T, (HRTEMEHEI T - PR RSCSIER & L AL NELSHT
X BNESERT—DE—IOFRE, HHAERNIEE . DTN EES, BHERERRE L
AIEER, XFESCSUERLAY (FIIRShTRT) BEREALEMINEL R T - S EHBIANBRAIRER
. BEGRTSCSI &R 25 HE

e B EM S FATAISCSIE L 3 KR BX AUSCSTE L -

if (xpt_bus_register (sim, bus_number) != CAM_SUCCESS) {
cam_sim_free (sim, /*free_devgx/ TRUE);

error; /x —UEERAFRMLIE «/
}

IR ARSCSUEEE — devgZEty (H], FATRHHFRLZHZEZENREEZ DT, 8P FRHFE—FKE
%) . MBS E2ER0, BMNSCSIF EREREAN AT ARNT . BREATECHCHEM

Hcam_simZ5H4 o

X Z G FA TR S 28 5E S HERRICAM R YL - IFEdevqPIER] I EFE: EFTE LU MNCAMA H FE
HR Lisim A5 &, devqrl LIHE S

CAMITXEEF P ER M THEE . AEHEAREKE (SIMIEIEF) |, Lk B/NER&IKENE
Fr, 18 F —ERBECAMT RGUAS « AE(TIKENAE AR AT LUy R LKA W0 57 0 AR TEM R, XA AR SR
RAERER S BB -

IXFPE A — N TG TR R B AL . B ESFFIEMLL “path” BITAX > ENIFHERIIEE . B
PRRFE RIS B AL S & T RS BRI A 4« IR B 55 BB T IRE R b F (02
T, PN RIE AP IR A SRS FIRE TR, T HEEA 2 Bideallocate i NMEIE— 2 83%) -
FEAEMEZ], GFEFEGIRES, SRR EHEZ2N, REINESSEELETONTHE, H LXMITE
FIREFEAE ) — D AR R AR FTRE I S IR - ST BRI, A TREE LaRFE AL LIER
EENADBERATHAL . XFERATRBER A LUS RSB M B BB, B LU AN 2 AR

struct cam_path xpath;

if (xpt_create_path (&path, /*periphx/NULL,
cam_sim_path(sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) != CAM REQ CMP) {
xpt_bus_deregister (cam_sim_path(sim));
cam_sim_free (sim, /xfree_devqg*/TRUE);
error; /+ —UYCEEREAHEMAIE «/
}

softc—->wpath = path;
softc—->sim = sim;

EMRETESIR), B2

o SNEIEIEIEFIID (BTN —MEERE, Ut h=)
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o SIMIXZHERFHIID (cam_sim_path(sim))
o HHIISCSIEFRE (CAM_TARGET _WILDCARD/E BFE “FiA devices” )
o FIXFMISCSILUNS (CAM_LUN_WILDCARD/IE EFE “FHLUNs” )

WRIMNEF AL N EE, BERANGEIER TIE, HEIAREEEN N EATEIFR (dismantle) FP
NSCSLE %% -

B softe 5 H AR F ISR FRET IE LU - X2 FBRATRFsimPE (BF mRERNEE, BTkl
TEMxxx_probe () IRHINN EZFHE) -

X RN E SRR LT TR B — 30 - O THESRMUER IR, LT — Rl .

K TSIMIRBIREFF, A — MFRESGBRIEF: B B VRS POA N T - S XMER N B S
WA RISCSI A AT e MF R - BB DX N F 4 MCAMIEM — PRI « 8 XA A SRoRIE
SRCAMPEHIR ERICAMENTE, BRI EEICAM:  (FE: ZF FERFIHEMEREI)

struct ccb_setasync csa;

xpt_setup_ccb (&csa.ccb_h, path, /~L5E%~/5);
csa.ccb_h.func_code = XPT_SASYNC_CB;
csa.event_enable = AC_LOST_DEVICE;
csa.callback = xxx_async;

csa.callback_arg = sim;

xpt_action ((union ccb x)&csa);

AERATE — Fxxx_action () %Hxxx_poll()E@gﬁﬁhiﬁf?]\[]ﬁio

static void xxx_action ( struct cam _sim #sim, union ccbh #*ccb );

M N, CAM T REEHIIE KRB LLE1E o Sim$iR T1EKAUSIM, CCBMIERAH . CCBILFE “CAM
Control Block” - B R&IREIEFELFIMELE, BNLFI LRI ELSTH RS & . PrE X LsLf] it Z57 64
EZ B NI HICCBLER . (¥ X—BARIER, BEEITSHEE)

CAMEE 3 HrSCSHE # #8 TAET & #2#& (initiator)( “normal” ) =, X HFSCSHEHIZE T/ET H
Fr(target) (FEFISCSI&E) . XILERATAHZEE KL EEE LR -

ST LB GREIEV, J51%) ARUiRE5HEsim A AR

e cam_sim _path (sim) - BZID (S0 L)
e cam_sim_name (sim) - simA%&F
o cam_sim_softc (sim) - TR [fsoftc (WHNFEFAEEIE) EHTast
e cam_sim_unit (sim) - BILH
e cam_sim_bus (sim) - BZKID
R TIRAEE, xxx_action () AT LU X LE R S5 2 BT 5 FIF8 7] Wsoftc LA T TR ET
B RAIR TG AFMETE ccb—>cob_h. func_code» BRI, JBH xxx_action () FH—"KMswitchZH

struct xxx_softc *softc = (struct xxx_softc *) cam_sim_softc(sim);
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struct ccb_hdr xccb_h = &ccb->ccb_h;
int unit = cam_sim_unit (sim);
int bus = cam_sim_bus (sim) ;

switch (ccb_h->func_code) {
case ...:

default:
ccb_h->status = CAM_REQ INVALID;
xpt_done (ccb) ;

break;

}

Mdefault caseiBAIERT AT LA H (WRIREIRAGS) |, PR EIE#HEE S| ccb->ccb_h. status
W, H BB A xpt_done (ceb) FEETCCBIR [ E|CAMA -

xpt_done () A Mxxx_action () A HIUNV/OE K AT LLZESIMER SR 7 Fl/E & HISCSIHZ il 25 1 HE
P (FE: BIRUVOER? ) RE, DEFEEZiBE@osy)— MHWHES, farxf g RkmmE o4
I, xpt_done () AT A AW AL FRFIFE H 4 A A -

SR L, CCBIRESARMUNHIRE S — MRS, TRARAE RIS . CCBHiE#
ZExxx_action () BIFEHEN, /E\:Eﬂﬁ%‘%%CCB_REQ_INPROG, FREHIEAEFITH /sys/cam/cam.h HE X
THEREARIRSE, EINMNIZRIEEIFRFRIERIPRE . FEBNE, IRESER EE— MRS
B (kefir) F—Lenl e ELAIB IR ARDIEL (FRhL) A “frEk(bitwise or)” - (A TELUE FiFAH
TS o X EATHNL S AT DILE RS R ME B 17 (Errors Summary section) RE] - A GEAPIR SRR -

e CAM_DEV_QFRZN - 42 FECCBES, R SIMIKNTR PSS — ™ EEER (I, AR ASEenm Nk
FEEUER TSCSHMN) , BN ZHAHxpt_freeze_simg () REEERIAS], TR A HIEAD S ABMER R
P AL AICCBIR EZICAMPBAS, XI5 G AR ICCBI% B IX MEFR I8 FH xpt_done () « X MEREH
BCAMT ARG ANFREE R I FR RIS -

e CAM_AUTOSNS_VALID - {1815 &R g5 1R 551F, HCCBH R1Z EIE
FRCAM_DIS_AUTOSENSE, SIMZRXEhHEF 41 B i TREQUEST SENSEfiii 438 M i% & filiHitsense (/&
HARER) BUE . WX NIRRT, senseBIE N 2 R EAECCBH Hi% B IVEEHT -

o CAM_RELEASE_SIMQ - 4{llFCAM_DEV_QFRZN, BT SCSH#128s B 5 Hi [al & sk ¥R s B 115
Wo WIS HI BRI 15K S xpt_freeze simg () 21k - SIMIREIFEF o R FhEG SR IEAL, 3@
IRERLE T HEFRIICCB BAICAMG, EHIBRII G S EFRRE -

e CAM_SIM_QUEUED - ¥ SIMF—NCCBHUA E1EKEAFIES N M BB I ERR (5024 CCB HEAME M AR |
BCAMIBT£4) o BIEBLEERRIA S H AECAMMES AR 5 F i, R E B il i Fi2ir) -

BREixxx_action () ANOVFHEIR, EUECXT SRV A A E B0 D 08 13 R4S SIM B 25 A S R FE R - R

THIRIITERRYS, CAMTF REUHRM T M ¥lixpt_release_simg () Mlxpt_release_devq () K E M IRIT,

AL B CCBIL 13 E|CAM -

CCBLEREL & W N F B

path - 7K FIEEIRID
target_id - 15K B ARZ&ID
target_lun - HFRZ & HILUN ID

o timeout - ;XP a4 AR AIRE, =AM
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o timeout_ch - — A SIMIXBNFE P A E B AL B R B T fE 2 B (CAMF R 5% B & H AR AR %)
o flags - HRIERIEMEBAL

o spriv_ptr0, spriv_ptrl - SIMIKENFEFOREEFARBIFE (I aniEsE 2| SIMPAS S SIMAVE & HIEL) 5 SEFR
b, BAWENBCETAE: spriv_ptrOFspriv_ptrl B K7 (void *), spriv_field0Fspriv_fieldl &5 R
unsigned long, sim_priv.entries[0].bytesFlsim_priv.entries[1].bytes 11 58k & A E AT 20K/ N—E BT 4L
“H, sim_priv.bytes h— 1> {5 A/ NEE

{# FHCCBRISIMAAE FEE W T R N ENTE L —SHE AT, H BEREFHHHXEER

NEIBF, AT X

#define ccb_some_meaningful_name sim_priv.entries[0].bytes
#define ccb_hcb spriv_ptrl /+ HATFEFEEHIR «/

R WA EE R RE:

« XPT_SCSLIO - HfT1/0% 55
FXAccbf) “struct ccb_scsiio csio” SEFIFH THE#HSE - EfilE:
o cdb_io - 5 [ISCSIfT &4 X (TR FT B4R i X A 5
« cdb_len - SCSIFT &K &
o data_ptr - fEAEEEZ WX FEE (WREASEVETSER—5)
o dxfer_len - FF{EHIEGHE K E
o sglist_cnt - 7 HUSE T B HITEL
o scsi_status - IR[EISCSTIRAS AT 5
« sense_data - T 2R [FEE IR (RAFSCSI sensefF B HIZ X GXFELL T, WSRIH % ECCBRIE

—

FRCAM_DIS_AUTOSENSE, N|{EESIMIRENTEIT 2 H 521 TREQUEST SENSE#i %)

o sense len - ZZIMX AR (WRATS K T sense_datafi A/, SIMEXBHAR D T HE I SE R/ IME)
(FE: —8MEh, 2% ECRAE)

o resid, sense_resid - UEREIE (L HIESCSI senselR B F51%, MIEA T 2R EIFE R CRIEHE) ORI
. ENBEERRFARFIER L, FHUARMETEEBRT (Fln, THESCSHEHIZSFIFO%% i [X H
FIFED) R CUEWRERERT L. ST RIS EIEE, 1% E o -

« tag_action - ff PR AIFRSEA
o CAM_TAG_ACTION_NONE - H55 R HFR%
« MSG_SIMPLE_Q_TAG, MSG_HEAD_OF_Q_TAG, MSG_ORDERED_Q_TAG - {E% & 4 FItrE(E B
(W/sys/cam/scsi/scsi_message.h) ; (NZGHIPRZERAY, SIMEKEhARF 0701 H CER 5 (E
S FRIE SKE AN
MR- EERRAET RN FFM, BRSO T AT R A 1k
struct ccb_scsiio *csio = &ccb->csio;
if ((ccb_h->status & CAM_STATUS_MASK) != CAM_REQ_INPROG) {

xpt_done (ccb) ;
return;
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T TR B FAT T2 2% 52 2 SCRFsL A

if (ccb_h->target_id > OUR_MAX_SUPPORTED_TARGET_ID

|| cch_h->target_id == OUR_SCSI_CONTROLLERS_OWN_ID) {
ccb_h->status = CAM_TID_INVALID;
xpt_done (ccb) ;
return;

}
if (ccb_h->target_lun > OUR_MAX_SUPPORTED_LUN) {

ccb_h->status = CAM_LUN_INVALID;
xpt_done (ccb) ;
return;

}
RIG LA T EE R TR OEOREEH (AR AR AR IR HIREE) o WSRBATAEE S B RSE SIMEA
B, Ak NRATE —MERAOERIE, JREICCB, ERCAMFCCBEFIALN - LU 2 %R AT I, 20058
R E HAR S B car_s1Mo_RELEASE {if iccb R ERSIMBAS -« B, nRFFEIER, N¥CCBS#
EEIS (HCB) B4, IFRHIRERNDAR -

struct xxx_hcb xhcb = allocate_hcb(softc, unit, bus);
if (hcb == NULL) {
softc->flags |= RESOURCE_SHORTAGE;

xpt_freeze_simg(sim, /*count=*/1);
ccb_h->status = CAM_REQUEUE_REQ;
xpt_done (ccb) ;

return;
}
hcb->ccb = ccb; ccb_h->ccb_hcb = (void =*)hcb;
ccb_h->status |= CAM_SIM_ QUEUED;

MCCBH$2H B PREURE SR AR - IR BE RN B — MR, RN A — 1 E— R
HAEESCSIFRE(E B - SIMIRBNFEF 11 53 51 & W B BE TR SRR K B R T~ [R  R A
%

hcb->target = ccb_h->target_id; hcb->1lun = ccb_h->target_lun;
generate_identify_message (hcb);
if( ccb_h->tag_action !'= CAM_TAG_ACTION_NONE )
generate_unique_tag_message (hcb, ccb_h->tag_action);
if ( 'target_negotiated (hcb) )
generate_negotiation_messages (hcb) ;

%}:&ESCSIQ - A LIFECCBH LA MR ) 7 2UFE € i 2 R FE0%, X275 S FCCB A ISR E -
un LG X ] HEQECCB HEGERTREER, RETEOL TR A LSRRy E M i S b . BT RE
WREY A, FIHAER A R Ho Y EL -

Tﬁﬂ‘ﬁﬂ%ﬁ’]ﬁsﬂ“ THHE X R E T vtophys () RFERTT, HETHAMAphatEF 24, N TPCIX&
(BN G SCSHEHIZR IR ZEL) IKBNFEIT [ AlphaZB i PRI B4, BV U Llvtobus () K58
i . [IMHO LR B A B vt op () lptobus (), Mivtobus () RETATHIRE HEL, iZ’]‘iM%zﬂ?ﬁ
Z o | EERYEBIEAEN T, REFH GRS cAaM_REQ_INVALID E’JCCBE_IU\E'J X ET VIR AR
TSR o (H R REBGX T AREIARTH R S B AW R i B ML) RS 1E Alphas

FE RS A T o Q1SR AR Y It RERR e BB Rl R ik, BRI R, B EATAIEEAL -

if (ccb_h->flags & CAM_CDB_POINTER) {
/* CDB is a pointer =/
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if (! (ccb_h->flags & CAM_CDB_PHYS)) {
/» CDBIREFZEFEIAT «/
hcb->cmd = vtobus (csio->cdb_io.cdb_ptr);
} else {
/* CDBIRFTZYIERRY «/
#if defined(__alpha__)
hcb->cmd = csio->cdb_io.cdb_ptr | alpha_XXX_dmamap_or ;
#else
hcb->cmd = csio->cdb_io.cdb_ptr ;
#endif
}
} else {
/% CDBfEccb (&HX) F «/
hcb->cmd = vtobus (csio->cdb_io.cdb_bytes);
}
hcb->cmdlen = csio->cdb_len;

AR B ERRRIRAE T, Xk, " RECCBH UZ AR e €8 A iE, XL hCcCBH
HUBEPRERE « B SCBA IS EIEIR TR 1« il B A TE DL R B R 2L

int dir = (ccb_h->flags & CAM_DIR_MASK);

if (dir == CAM_DIR_NONE)
goto end_data;

INEBNTEBEEIRE— P chunk F L2 7E S RUVEF I RS, I B2 & il - SCSHEHIZs ]
RERBEEEIREH AR KE R RS« WG KR EA R BREFA TR B R - B 10 H— kR
HORIEICCB, H7E— 5 A FHCB BRA S - #80chunk i R ECR IRENTEFFHE R, LA FATARHANTE
ARSI o X bk B33 () A0 240775 1] A2 SCSTH 4 (CDB) A FR A o 0 S de AR A 4 18
BRI EMESC A AT BESETN, IR EPR S camM REQ_INVALID & A LAAY  SEFR ., BIZERICAMAEE FERLISEBE L
W FRH A BUE T RET] - (BZR/DDIEI B FED BB IR X S, CAMAXFIERHBRE -

int rv;
initialize_hcb_for_ data (hcb);

if((!(ccb_h->flags & CAM_SCATTER_VALID)) {
/% BARHRIX o/
if (! (ccb_h->flags & CAM_DATA_PHYS)) {
rv = add_virtual_chunk (hcb, csio->data_ptr, csio->dxfer_len, dir);
}
} else {
rv = add_physical_chunk (hcb, csio->data_ptr, csio->dxfer_len, dir);
}
} else {
int i;
struct bus_dma_segment *segs;
segs = (struct bus_dma_segment «*)csio->data_ptr;

if ((ccb_h->flags & CAM_SG_LIST_PHYS) != 0) {

/* SGHIFIEFT MR «/

rv = setup_hcb_for_physical_sg_list (hcb, segs, csio->sglist_cnt);
} else if (! (ccb_h->flags & CAM_DATA_PHYS)) {

/% SGERIMXIGF IR «/
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for (i 0; 1 < csio->sglist_cnt; i++) {
rv = add_virtual_chunk (hcb, segs[i].ds_addr,
segs[i].ds_len, dir);

if (rv !'= CAM_REQ_CMP)
break;
}
} else {
/* SGERIMXIGH BV «/
for (i = 0; 1 < csio->sglist_cnt; i++) {
rv = add_physical_chunk (hcb, segs([i].ds_addr,

segs([i].ds_len, dir);

if (rv != CAM_REQ_CMP)
break;
}
}
}
if (rv != CAM_REQ_CMP) {

/% QERBINAINT —chunk, Ff1FHBEadd_+_chunk () FELRE
x CAM_REQ_CMP, WIRFRAK (KEFWEKEchunks)
» MRElcaM_REQ_TOO_BIG, HAMIFH FiREcAM_REQ_INVALID -
*/
free_hcb_and_ccb_done (hcb, ccb, rv);
return;

}

end_data:

WFRIXDCCBA VR 8, Fl Tl % 35X 15 8 Elheb:

if (ccb_h->flags & CAM_DIS_DISCONNECT)
hcb_disable_disconnect (hcb);

Zzu%?*ﬂﬂ%%%%%éaEU?REQUEST SENSEfi4, MR 2 ¥ iEFRCAM_DIS_AUTOSENSER{H (%1%

, IXFEAT LIZFECAM T 2 S ANEREQUEST SENSE A FH 1 H Z/REQUEST SENSE -

TJJTEI’J”E HREREMEE, FENTFIncbFB A IFHRE, &THIH A RE (SHH A2 R

SERN o
ccb_h->timeout_ch = timeout (xxx_timeout, (caddr_t) hcb,
(ccb_h->timeout » hz) / 1000); /» KZMEHATFEEE «/
put_hcb_into_hardware_queue (hcb) ;
return;

iX ) LR B CCB A B LA — AT ESE I

static void
free_hcb_and_ccb_done (struct xxx_hcb *hcb, union ccb xccb, u_int32_t status)
{

struct xxx_softc xsoftc = hcb->softc;

ccb->ccb_h.ccb_hcb = 0;
if (hcb !'= NULL) {
untimeout (xxx_timeout, (caddr_t) hcb, ccb->ccb_h.timeout_ch);
/[ BATERE K heb, BRI EOHEAFET «/
if (softc->flags & RESOURCE_SHORTAGE) {
softc->flags &= ~RESOURCE_SHORTAGE;
status |= CAM_RELEASE_SIMQ;
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}
free_hcb (hcb); /+ [FEIBF MAERIAEIIRAHERhch «/
}
ccb->ccb_h.status = status |
(ccb—>ccb_h.status & ~(CAM_STATUS_MASK|CAM_SIM_ QUEUED)) ;
xpt_done (ccb) ;
}

e XPT_RESET DEV - £3£SCSI “BUS DEVICE RESET” 8 5 2i& %

BT KERINCCB AR E B R T, EA Ak MBS & Ptarget_id o KT RIS, AR HIBR
A XPT_SCSL_IOIE KA BRHEM B (BB XPT_SCSLIOE SRR FHo & AR HI2s, i LY
FELESCST #2528 4 ARESETIH B EN& &, BiE X ME KAl e L@ AR (GFREMR
AcaM_REQ_INVALID) o MM HIERSERES, BFRIETE S % (disconnected) IS S #E H 1 (7]
RErEHITFIRE )

mH BRIETE SR EEE MR SRR, R el r REwkER - BCEERATRERER, FAANEE
FEEVRRSE T —IRFESHHER BRI -

o XPT_RESET_BUS - % ARESET{5 5 2ISCSIZ\ %%
CCBH ML #S &, MRS &2 HIE M simAFEH PRIAISCSIE 2L -
B/NEES TRIL B E TR R A IISCSIT, HREPRZACAM_REQ_CMP -

oY BSEISEPR b2 AANEAISCSIE L (RTREt B NI SCSHERISS) H B FT7E LERELERAS AR A RO T35 5%
BB LL TE 4% A0 I CCB B 52 SR S ARE I CAM_SCSI_BUS_RESET - 43X FE:

int targ, lun;

struct xxx_hcb xh, xhh;

struct ccb_trans_settings neg;
struct cam_path xpath;

/% SCSTIREENIATRERTETARIES (8], JX ML N R =4 (56 Y I BB s R A &
« BARBRGER . ERTRE, FAX)LBOE AR
*/

reset_scsi_bus (softc);

/+ EFFTEANBAICCB +/
for(h = softc—->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;

free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);
}

/= WhEE) GERRERIEER)) TiE, BAREXNME «/
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);

/+ EFRFTAMAEER ceBRITERIME (FE: T =clean) +/
for (targ=0; targ <= OUR_MAX_SUPPORTED_TARGET; targ++) {
clean_negotiations (softc, targ);

/+ IRFAREREFHE «/

if (xpt_create_path (&path, /*periphx/NULL,
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cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM_REQ_CMP) {
xpt_async (AC_TRANSFER_NEG, path, é&neq);
xpt_free_path (path);
}

for (lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc—->first_discon_hcb[targ] [lun]; h != NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);

}

ccb—->ccb_h.status = CAM_REQ_CMP;
xpt_done (ccb) ;

[+ EFEE +/
xpt_async (AC_BUS_RESET, softc—->wpath, NULL);
return;

FESCSUSEL BN E N BRI A RER MFER, FAIRERH TERE, Cavli mEE &G
REREH -

o XPT_ABORT - F [F#57E )CCB
Z B AL G ccbRSER “struct ccb_abort cab”  H{EH . HAME—FMZE2FEN:
abort_ccb - ¥5[A1 %% H1 11 FlccbAUFEET
WA SHF TR [EICAM_UA_ABORT - Xt /2 e/ IMESSHLX MR I 2 7720, ARATE L T &R
[E[CAM_UA_ABORT -
PRI 7 22 B E R SE X ME K - HSE S N A ISCSIE S5 B 1k

struct ccb xabort_ccb;
abort_ccb = ccb->cab.abort_ccb;

f (abort_ccb->ccb_h.func_code != XPT_SCSI_TIO) {
ccb->ccb_h.status = CAM_UA_ABORT;
xpt_done (ccb) ;
return;

}

IRIE T AR TR PR EX o X AT LU s B AT ERE AR SIS R, B SX 1 CCBK
EﬂéE’]hﬂ%Jﬁ%ﬂ%mﬁk.

struct xxx_hcb xhcb, =*h;
hcb = NULL;

/+ BAMEZsoftc->first_hchit 5 LRI THCBIIFIR L TR,
« ELFEARLE NBAFRAL R - B 1 IEAE AL FR AOFNWT T SR AARLE -

*/
for(h = softc—->first_hcb; h != NULL; h = h->next) {
if (h->ccb == abort_ccb) {
hcb = h;
break;
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}

if (hcb == NULL) {
/x BATHIAS | EE X FERICCB */
ccb->ccb_h.status = CAM_PATH_INVALID;
xpt_done (ccb) ;
return;

}

hcb=found_hcb;

BB RE — FTHCBH A EIRTS - BRI REESUR ARSI IESF R AR BISCSIE 4, Bt IEAER
frp, SO ERIF SRR, 508 SR L O AR SE AU E R RC N e - A T R
MAZ S AT F 5, BATRRHCBARE I 1 (aborted), iXFEHISRIXHCBE AR A A F|SCSIE £k
A%, SCSHEHIZHRF =& ELX MERH B E -

int hstatus;

/x WRNERA—AREL, BN FRERFIRINEA BESEEX M EFRATRE {4 ] I
*/
set_hcb_flags (hcb, HCB_BEING_ABORTED) ;

abort_again:

hstatus = get_hcb_status (hcb);

switch (hstatus) {

case HCB_SITTING_IN_QUEUE:
remove_hcb_from_hardware_gueue (hcb) ;
/% BREEHAT «/

case HCB_COMPLETED:
/X R EIEDL +/
free_hcb_and_ccb_done (hcb, abort_ccb, CAM_REQ_ABORTED) ;
break;

WRCCBULI IEAERH T, Tl —Me DR AR KR T A B 5 A SCSz g, @A EATHEF
1B FTRI %5 - SCSIFEHI 241 ESCSI ATTENTIONTE 5, £ H bRt H a7k /5 & £ ABORTYH B, «
BN E AR, DU CR AR A 2 AGERERR - 405  ar & ANBEAER G BEROI E], an1ofbp Ak, #BRH3)
B 2istT HE M SCSUE Lk - T a2 R NGB R # b, FEHA AR LUK A ik
WERIRE, SERIIER, HRH T ECCBIME N IE (BB EHETMENTZER) -
case HCB_BEING_TRANSFERRED:
untimeout (xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h.timeout_ch);
abort_ccb->ccb_h.timeout_ch =
timeout (xxx_timeout, (caddr_t) hcb, 10 » hz);
abort_ccb->ccb_h.status = CAM_REQ_ABORTED;
[+ BRIERIEE T IEces, WEE— DAL
*/
if (signal_hardware_to_abort_hcb_and_stop (hcb) < 0) {
[ WF, BANRERGSEHPTES SRS, ERAT -
* XPEFSZECHME LSS, HEH—K
* (I Hﬁ%:getoff) */
goto abort_again;
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break;

WIERCCBAL TW - E#AFIR T, NPT RERNFILER, FEEE AT TR T ERH AR - EAE
i, RS AP IETER ST -
case HCB_DISCONNECTED:
untimeout (xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h.timeout_ch);
abort_ccb->ccb_h.timeout_ch =
timeout (xxx_timeout, (caddr_t) hcb, 10 » hz);
put_abort_message_into_hcb (hcb);
put_hcb_at_the_front_of_hardware_queue (hcb) ;
break;
}
ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done (ccb) ;
return;

Xt KX T ABORTIE K &HE, REMLE— 1A . HTABORT{E EIEMRLUN LT IEAEHITH IS
%, BATYICHLUN LA G shE S e NIk . IR Y EFWFIREF R, BEFIEESZE-

FCCBH IEAEN RECR LI AT G2 MR ER, EAWRVOFESHBEX R FEHER - H—1A
7] 2 B T B 45 15 B I i SKaR B S CAM_CMD_TIMEOUT - T XPT_ABORT[fJcaseiEf)Et &R/, &
X

case XPT_ABORT:
struct ccb xabort_ccb;
abort_ccb = ccb->cab.abort_ccb;

if (abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb—->ccb_h.status = CAM_UA_ABRORT;
xpt_done (ccb) ;
return;

}

if (xxx_abort_ccb (abort_ccb, CAM_REQ ABORTED) < 0)
/* no such CCB in our queue =/
ccb->ccb_h.status = CAM_PATH_INVALID;

else
ccb—->ccb_h.status = CAM_REQ_CMP;

xpt_done (ccb) ;

return;

o XPT_SET_TRAN_SETTINGS - &% & SCSI{% ik & E
FEHK A ccbJSEf “struct ccb_trans_setting cts”  HH &R HifN S &:
o valid - (IH#R%, IR 2 FEHTIRL R E

o CCB_TRANS_SYNC_RATE_VALID - [&]5 % #j# &

« CCB_TRANS_SYNC_OFFSET_VALID - [f]:5{i/ %%

« CCB_TRANS_BUS_WIDTH_VALID - 5.4 %% &

o CCB_TRANS_DISC_VALID - % & &= F/2% F W7 1% 3

o CCB_TRANS_TQ_VALID - % & & F /2% F 7 bR 2 HERA

o flags - HHFERSMEA, PLSEEMFRIERR . TS ER:
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« CCB_TRANS_DISC_ENB - & Fl -1 522
« CCB_TRANS_TAG_ENB - JZ F#H7 bR HHERA

o THAER:
o CCB_TRANS_CURRENT_SETTINGS - 275 4 Fif (1 0 75
o CCB_TRANS_USER_SETTINGS - id (£ 4 #E ) F1{E
« sync_period, sync_offset - Hfi#FE[, W5sync_offset==001%3K [F]HHE
o bus_width - B2 55, LIALIE (MASEFT)

B 2% [FOUNIRR

IFWANRZE, AP REMSIE . AP EASIMIEIREF TS ERRAZ, XEH e —H
WFE, BtEREFE GFELURIRE) HXTSEH—LEERK. REHFZEOFA 2 S EE W & H
o (B SCSI EHISF RN, ELAUKIE AR ESTHAZE8ME, Ritesm b R

HENRE, EMEATIUR, IEHEIR . BEEEITEWE N —RERNLAEFIEZE . X—IK, X

L6 “new current settings” X EHEE HEHIH T &G L, ENAEBAEDERGSE . b, B
W3 SCSHE g BUSEPRAE T BRI B0, WRSCSHERIZH8ALEL, MERERILE 160EH, NI7E
RARLE B B S HCL A T A 810 -

— R EER AR S A T A E S A SRR BRI R, TS SR AR R

SHCRE B lun il = [ -

BAHSRELR R FAD H S (SR T EME S )
o user- HPW—4H, 1k

o current - SEFRAERHIARLE

o goal - JHITIXE “current” ZEUITIERAILE

RIEE AR

struct ccb_trans_settings *cts;
int targ, lun;
int flags;

cts = &ccb->cts;
targ = ccb_h->target_id;
lun = ccb_h->target_1lun;
flags = cts—->flags;
if(flags & CCB_TRANS_USER_SETTINGS) {
if (flags & CCB_TRANS_SYNC_RATE_VALID)
softc->user_sync_period[targ] = cts->sync_period;
if(flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc->user_sync_offset[targ] = cts->sync_offset;
if (flags & CCB_TRANS_BUS_WIDTH_VALID)
softc->user_bus_width[targ] = cts->bus_width;
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if (flags & CCB_TRANS_DISC_VALID) {
softc—->user_tflags[targ] [lun] &= ~CCB_TRANS_DISC_ENB;
softc->user_tflags[targ] [lun] |= flags & CCB_TRANS_DISC_ENB;
}
if (flags & CCB_TRANS_TQ_VALID) {
softc—->user_tflags[targ] [lun] &= ~CCB_TRANS_TQ_ENB;
softc—->user_tflags[targ] [lun] = flags & CCB_TRANS_TQ_ENB;

}
if(flags & CCB_TRANS_CURRENT_SETTINGS) {
if (flags & CCB_TRANS_SYNC_RATE_VALID)
softc->goal_sync_period[targ] =
max (cts—->sync_period, OUR_MIN_SUPPORTED_PERIOD) ;
if (flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc->goal_sync_offset[targ] =
min (cts—->sync_offset, OUR_MAX_SUPPORTED_OFFSET) ;
if (flags & CCB_TRANS_BUS_WIDTH_VALID)
softc->goal_bus_width[targ] = min(cts->bus_width, OUR_BUS_WIDTH) ;

if (flags & CCB_TRANS_DISC_VALID) {
softc—->current_tflags[targ] [lun] &= ~CCB_TRANS_DISC_ENB;
softc—->current_tflags[targ] [lun] |= flags & CCB_TRANS_DISC_ENB;
}
if (flags & CCB_TRANS_TQ_VALID) {
softc—->current_tflags[targ] [lun] &= ~CCB_TRANS_TQ_ENB;
softc->current_tflags[targ] [lun] |= flags & CCB_TRANS_TQ_ENB;

}

ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done (ccb) ;

return;

WG S N —XRZREHYOEKRN, EaEHERFEIHME, il [ H K
#ltarget_negotiated(hcb) - & AT LAY N SLE]
int
target_negotiated (struct xxx_hcb xhcb)
{
struct softc *softc = hcb->softc;
int targ = hcb->targ;

if ( softc—->current_sync_period[targ] != softc->goal_sync_period[targ]

|| softc—>current_sync_offset[targ] != softc->goal_sync_offset[targ]

|| softc->current_bus_width[targ] != softc->goal_bus_width[targ] )
return 0; /* FALSE */

else

return 1; /* TRUE =/
}

B E S, GREL RIS 4 IR E B(goa) 4L, XX T LUSFIV/OZ S5 Y i Fl H S 4L
BirdlE, Htarget_negotiated() &IREITRUE. H¥IA K (FFxxx_attach () ) HEiFEELTH
WA A AR FS RS, B ORY BIEL IS VIR N B g SR s KB - (i JEOCATRE

B, AR
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e XPT_GET_TRAN_SETTINGS - 15 SCSIZ ik & HIE
48 /EXPT_SET_TRAN_SETTINGS S #81E - FHIE g
FRCCB_TRANS_CURRENT_SETTINGSE!CCB_TRANS_USER_SETTINGS ({15 [F]Af 5% & B A IR oh e
JFiRE S ENEE) i sKimEEIREFRCCBEES “struct ccb_trans_setting cts” .
e XPT_CALC_GEOMETRY - it B AZH (BIOS) 4514 (geometry)
Z B AEBK A ccbSEf| “struct ccb_calc_geometry ccg”  HH &%l
o block_size - fii N\, DIFTIHAIHRA/DN (HWFRNEIX)
o volume_size - fii A\, LIFTITRIE AN
o cylinders - Hitt, ZHAEH
o heads - Fijt, BHEML
o secs_per_track - it , ERMGEZE X
TSR Bl A 518 5 SCSHE HI R BIOSET AR R R Z AR A, IF HSCST =il 28 L MG WAE A 51 T 1, R
BEATRETCIEIA BN« MaicTxxx HRENFEF F G ER A0 ST 1+ BOR 1
struct ccb_calc_geometry xccg;
u_int32_t size_mb;

u_int32_t secs_per_cylinder;
int extended;

ccg = &ccb->ccg;
size_mb = ccg->volume_size
/ ((1024L % 1024L) / ccg->block_size);
extended = check_cards_EEPROM_for_extended_geometry (softc);

if (size_mb > 1024 && extended) {
ccg->heads = 255;
ccg->secs_per_track = 63;

} else {
ccg->heads = 64;
ccg->secs_per_track

32;

}

secs_per_cylinder = ccg->heads % ccg->secs_per_track;

ccg->cylinders = ccg->volume_size / secs_per_cylinder;

ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done (ccb) ;

return;
XL T — BRI BT R € BIOSHIRELF (quirk) - ANRBIOST R 1275 %1% B EEPROMH
f] “extended translation” JFEFR, JIIHCIERIE RN S EESF T HMFRATEBE:

128 heads, 63 sectors - Symbios%?%ﬁ%
16 heads, 63 sectors - IR

— L R GEBIOSHISCSI BIOSEHE TS, REMAE, FliSymbios 875/895 SCSIFIPhoenix BIOSHI4E & 11
AROUINHR 248 H259128/63, T4 8 S B E 815 & 2255/63 -

o XPT_PATH_INQ - B2 R, HaiEd, HKESIMIKEHFEFMSCSIFEHIZs (HHR NHBA - FHLEZERLD
) B
FEMHEAEER B ecbfISEH] “struct ccb_pathing cpi”  HHIR[H]:
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o version_num - SIMIKFNE TS, HHIFTEIRSIETFF 1

o hba_inquiry - ¥ |88 B SCREARFIE IO A R -

« PI_MDP_ABLE - SZ#MDPH 5. (& HSCSI3H)—LE 7R F5?)

« PI_WIDE_32 - 3§32/ FSCSI

« PI_WIDE_16 - Z##16f % SCSI

o PI_SDTR_ABLE - A LI [F] 25 (% i 2

« PI_LINKED_CDB - S FHEE &

 PI_TAG_ABLE - CRFHF IR R4

o PI_SOFT_RST - HFHE ikt (MEEAAE M ESCSUEZ&F & HIF )

o target_sprt - HAMEZSHFAIIESR, QnFRASZHFNH0

o hba_misc - ¥ I ERAFIE LI :

« PIM_SCANHILO - M =EIDF{KIDH & L1

« PIM_NOREMOVE - AI#BR% & NEIEEHRZ 5

« PIM_NOINITIATOR - N Fr &R E

« PIM_NOBUSRESET - H P25 #]1ABUS RESET

« hba_eng_cnt - FHELHIHBAG 2114, 5E45H RM—ERG, HFIEEERNO

o vuhba_flags - HEN B ME—HUBERR, 2 RETARH

o max_target - X K ZFFIEFRID (8L ELNT, 160084 N15, JLFmiEN127)

o max_lun - FRAZHFFHILUN ID (WHCERISCSHERIZS T, BRI R63)

o async_flags - ZA M AP B R BN ALERD, HHTRA

o hpath_id - 7 RALGH R EFIBEID, HHiRH

o unit_number - ¥ HIZ$FEICS , cam_sim_unit(sim)

e bus_id - B2 5, cam_sim_bus(sim)

« initiator_id - % &% H CAISCSI ID

« base_transfer_speed - T 7= R i) 4 L FHHEZ, DIKB/sit, KT SCSIZET3300

o sim_vid - SIMIKENAEF HERIFFID, DGR FAF 8, A& 45 R07EN ) H KK HSIM_IDLEN
o hba_vid - SCSHZEHIZRHIHERFIID, LAOZEARAIFHF R, AL 5 45 BO7E N HI B KK JE FHBA_IDLEN
o dev_name - XHEPENEFZ T, LIOGRBHITHH, BES4RENRRZRAKENDEV_IDLEN, %

T cam_sim_name(sim)
WEFARFBRIENTEZ M Fstnepy, 10:
strncpy (cpi->dev_name, cam_sim_name (sim), DEV_IDLEN) ;

BB X L 5 BPIR SR B NCAM_REQ_CMP, H B CCBIRE N FERL -
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static void xxx poll ( struct cam _sim #*sim );

R T Y i RGONEERN (Fltn, RSRREIEE IR RS B - CAMT AR
Ge i IR 1 R RS S S R - L E TR e FOR R A P BIRE  (SiEAR %, R
FEAHATSEORENTE, T W BIRE AR ARG - BRA 4 BRI tH— D B AR R X0
BT AFRBIEHFNE o xxx_pol LFIREBE Ecam_simIFEEHERS &, TPCIH W I B2 FE 18 29 E B &
TR 45 xxx _softcFIFEET, ISAFRITHIE FHRHUR &5, HItinfIE—RE R A

static void
xxx_poll (struct cam_sim xsim)

{

XxXX_1intr ((struct xxx_softc *)cam_sim_softc(sim)); /+ for PCI device x/

}
or

static void
xxx_poll (struct cam_sim xsim)

{
xx¥X_intr (cam_sim_unit (sim)); /* for ISA device x/

}

12.4 554
RN T RS EAEE, WA 2 E SCEFEEEL

static void
ahc_async (void xcallback_arg, u_int32_t code, struct cam_path xpath, void xarg)

callback_arg - {EA AR $2 (LA (E
code - TR SRR
path - FRIRSEAER TH ERiR &
arg - FHFFENS &
H—RTYH SN, AC_LOST_DEVICE, FRHKAT:

struct xxx_softc xsoftc;
struct cam_sim *sim;

int targ;

struct ccb_trans_settings neg;

sim = (struct cam_sim =*)callback_arg;

softc = (struct xxx_softc *)cam_sim_softc(sim);
switch (code) {
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case AC_LOST_DEVICE:
targ = xpt_path_target_id(path);
if (targ <= OUR_MAX_SUPPORTED_TARGET) {
clean_negotiations (softc, targ);
/+ send indication to CAM x/
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);
xpt_async (AC_TRANSFER_NEG, path, &neqg);
}
break;
default:
break;

}

12.5 il
PR W R AR D) SR BRI T SCS IR il 28 i B2 B O B 2R 10258 (PCL, ISA%E)

SIMIXENAE P 1 BRI AT E P Tl spleam | o RN SRR ENAR P A8 F splcam () [R5 A
PR SWEEFRIRE G (TR W 2 MH RN Beiey, FEHEIEE, ([EARi]Z2m X
B0 o RSO A O ACHE T R 2 T Rl B R . SERR RS — @ AREZBREN] . — MESRIIINERRAE
PEAEMFIRRRIA L S B splean (), FHERERFEEN, MIMH— DM REEFTXERIFEN . T #R
R SRS BIKE, ATLUE L — s m s,

static void
xxX_action (struct cam_sim *sim, union ccb =*ccb)
{
int s;
s = splcam();
xxx_actionl (sim, ccb);
splx(s);
}

static void
xxx_actionl (struct cam_sim *sim, union ccb =*ccb)

{
. process the request ...

}

XA AT B B, B EER AR PR B S AR KIS, XN RGERET A
FUEIREHR - A—TH, spl () REUREHY SRESNTE, B KR ER/NIEFLX AT B AL -

P {31 R A R A I 4 AR L R A T P B AR TR A FRAT1E R 8 (typical)” HIT -

B, BATRERL FREEE TSCSIEN (AREHE—SCSLE 2% LAY A —SCSIHEHIZS 5 I#) - s
XEERATEFITE AN S ZAE R, IREFHHFEFIA LA TRSCSIHEHISE - WA LA R H]
BASKEA—NEM, XIHBEATTHEZE, BNE—SCSIEZ LM M EHIzs TS —EREHEN T
F o EHI BB ERE AR B AT IR R b T A, (EaX AT e A XRESET S 5 8|SCSLE &k A
{1 5SCSI W HEIIEEIRE -
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int fatal=0;
struct ccb_trans_settings neg;
struct cam_path xpath;

if ( detected_scsi_reset (softc)

|| (fatal = detected_fatal controller_error (softc)) ) {
int targ, lun;
struct xxx_hcb xh, xhh;

/+ EFRFTEANBARICCB +/
for(h = softc—->first_queued_hcb; h != NULL; h = hh) {
hh = h->next;
free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);

[ BIRERIHEETEE «/
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID) ;

[+ RFEFTEWERENCCBRITE#E «/
for (targ=0; targ <= OUR_MAX_SUPPORTED_TARGET; targ++) {
clean_negotiations (softc, tarqg);

/* report the event if possible x/
if (xpt_create_path (&path, /*periphx/NULL,
cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM _REQ CMP) {
xpt_async (AC_TRANSFER_NEG, path, &neq);
xpt_free_path (path);

for (lun=0; lun <= OUR_MAX_ SUPPORTED_LUN; lun++)

for(h = softc->first_discon_hcb[targ] [lun]; h != NULL; h = hh) {
hh=h->next;
if (fatal)
free_hcb_and_ccb_done (h, h->ccb, CAM_UNREC_HBA_ERROR) ;
else

free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);

[ REEH «/

xpt_async (AC_BUS_RESET, softc->wpath, NULL);

[+ BERWIIRCRTRECIRZ IS (], XFIF L N RS A — R ES
* TRV TERL, SEBIITIRE - (Hh T RARA TR
* PR ERIIRTR
x/
if(!'fatal) {
reinitialize_controller_without_scsi_reset (softc);
} else {
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reinitialize_controller_with_scsi_reset (softc);
}
schedule_next_hcb (softc);
return;

}
AAR AR AN FRPE ISR TR A0 26 PR R A, AR AT HE =4 B AR AR P IR B 7 (JREL - ARHUTRE R, WTRE
HAHCBMHRME:, HAFNHERAEREN - RFEN X IHCBAE T 4

struct xxx_hcb xhcb, =xh, =xhh;
int hcb_status, scsi_status;
int ccb_status;

int targ;

int lun_to_freeze;

hcb = get_current_hcb (softc);
if (hcb == NULL) {

/x BEEXK (stray) FIFHT, BCERLRG™EEIR,
BB IEORAE AR R R LR T

*/

AT E AL ;

return;

targ = hcb->target;
hcb_status = get_status_of_current_hcb (softc);

HARNREHCBE G5, WRFTMIEATHHEEIREFISCSPIRE -

f (hcb_status == COMPLETED) {
scsi_status = get_completion_status (hcb);

IRIGFIX RS SREQUEST SENSEM4AE %, WA XNFHLE—TE .

if (hcb->flags & DOING_AUTOSENSE) {
if (scsi_status == GOOD) { /% autosensefiT »/

hcb->ccb->ccb_h.status |= CAM_AUTOSNS_VALID;
free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_SCSI_STATUS_ERROR) ;
} else {

autosense_failed:

free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_AUTOSENSE_FAIL);

}
schedule_next_hcb (softc);
return;

}

En4 B8 0S5, EHEZERIEMT L EIXNCCB %H 22 Hauto-senseF A
[ElsenseFELM, MIZFTREQUEST SENSE fifi & A AR L% 3 -

&I

hcb->ccb->csio.scsi_status = scsi_status;

calculate_residue (hcb);

if( (hcb->ccb->ccb_h.flags & CAM_DIS_AUTOSENSE)==0

175



BI2E  FH DR IASCSITE S

&& ( scsi_status == CHECK_CONDITION
|| scsi_status == COMMAND_TERMINATED) ) {
/+ JABflaut o-SENSE x/
hcb->flags |= DOING_AUTOSENSE;
setup_autosense_command_in_hcb (hcb) ;
restart_current_hcb (softc);

return;
}
if (scsi_status == GOOD)

free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_REQ _CMP) ;
else

free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_SCSI_STATUS_ERROR) ;

schedule_next_hcb (softc);
return;

}

BT R EAER)— TSN, WSCSIEAR (FEIZEBA TR e BARAGR ) SleE f i i 1H

B, SERTED R (GEERNTHIMREHEREAREEND) -

switch (hcb_status) {
case TARGET_REJECTED_WIDE_NEG:
/x EFI8-bit/B «/

softc->current_bus_width[targ] = softc->goal_bus_width[targ] = 8;

/x REFH </
neg.bus_width = 8;
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, é&neq);
continue_current_hcb (softc);
return;
case TARGET_ANSWERED_WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request (softc);

if (wd <= softc->goal_bus_width[targ]) {
[ FIEZHIEE «/
softc—->current_bus_width[targ] =
softc->goal_bus_width[targ] = neg.bus_width = wd;

[ IREFME </

neg.valid = CCB_TRANS_BUS_WIDTH_VALID;

xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id,
} else {

prepare_reject_message (hcb);

}
continue_current_hcb (softc);
return;

case TARGET_REQUESTED WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request (softc);

&neqg) ;
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min (wd, OUR_BUS_WIDTH) ;

wd
softc->user_bus_width[targl);

wd = min (wd,

if(wd != softc->current_bus_width[targ]) {
/v BERBEBRT «/
softc->current_bus_width[targ]
softc->goal_bus_width[targ] = neg.bus_width = wd;

[+ IEEH </

neg.valid = CCB_TRANS_BUS_WIDTH_VALID;

xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &neg);

}

prepare_width_nego_rsponse (hcb, wd);

}

continue_current_hcb (softc);
return;

}

IRIGEA A 5 BT AR R AR A AL Bauto-sense (8] AT BE IR M EER - B0, FfTH—REAL

<

if (hcb->flags & DOING_AUTOSENSE)
goto autosense_failed;

switch (hcb_status) {

BAE RN — B2 R TEARERR I, X 1~E - 7EABORTE,BUS DEVICE RESETIH E 2 J5# B 1E

FEIEF ), HAFHL N RAEERFR -

case UNEXPECTED_DISCONNECT:

if (requested_abort (hcb)) {
/+ b BARFLoN BRI TR 4, RIS B FRAILuN LY

~ AWM EE R ECB R IR

*/

for(h = softc—->first_discon_hcblhcb->target] [hcb->1un];

h !'= NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done (h, h->ccb, CAM_REQ_ABORTED) ;

}
ccb_status = CAM_REQ ABORTED;

} else if (requested_bus_device_reset (hcb)) {

int lun;

/[« BRI BFR ERIFTE @<, BRIECRARS B FRFILuN_ B/
« FTEWTFEERECBIRC N E L
*/
lun <= OUR_MAX_SUPPORTED_LUN; lun++)
softc->first_discon_hcb[hcb->target] [lun];
h != NULL; h = hh) {

hh=h->next;
free_hcb_and_ccb_done (h, h->ccb,

for (1lun=0;
for(h =

CAM_SCSI_BUS_RESET);
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[« KIEHEM «/

xpt_async (AC_SENT_BDR, hcb->ccb->ccb_h.path_id, NULL);

/* JXSECAM_RESET_DEVIERAH, BEFEKT */
ccb_status = CAM_REQ _CMP;
} else {
calculate_residue (hcb);
ccb_status = CAM_UNEXP_BUSFREE;
/* request the further code to freeze the queue x/
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = hcb->1lun;
}

break;

S BVMEAIEZ IR, BATSUERICAM, FFRE LLUNRIFTH i

case TAGS_REJECTED:
* IREFEM </
neg.flags = 0 & ~CCB_TRANS_TAG_ENB;
neg.valid = CCB_TRANS_TQ_VALID;
xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, é&neq);

ccb_status = CAM_MSG REJECT_REC;

/« ERIE IS RGEIAS] «

hcb->ccb->ccb_h.status I: CAM_DEV_QFRZN;
lun_to_freeze = hcb->1lun;
break;

INEBN IO —LHAE N, 4P (processing) A X BRT 1% B CCBIRA:

case SELECTION_TIMEOUT:
ccb_status = CAM_SEL_TIMEOUT;
/* request the further code to freeze the queue x/

hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM LUN_WILDCARD;
break;

case PARITY_ERROR:
ccb_status = CAM_UNCOR_PARITY;
break;

case DATA_OVERRUN:

case ODD_WIDE_TRANSFER:
ccb_status = CAM_DATA_RUN_ERR;
break;

default:

/* LOBRTTEC TR HA R «/

ccb_status = CAM_REQ CMP_ERR;

/+ VERJE T U REE S

hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM LUN_WILDCARD;
break;
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NE BN EE TR ™ EEIFEARGR ALY, BRI CHIE T AR, RN 28X
HAL TR

if (hcb->ccb->ccb_h.status & CAM_DEV_QFRZN) {
/x VREERAF «/
xpt_freeze_devg(ccb->ccb_h.path, /xcountx/1);

* /+ BEFHARGZA BIR/LoNWITE @4, BFElhEECcAM «/
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;

if (targ == h->targ
&& (lun_to_freeze == CAM_LUN_WILDCARD || lun_to_freeze == h->1lun) )
free_hcb_and_ccb_done (h, h->ccb, CAM _REQUEUE_REQ) ;
}

}
free_hcb_and_ccb_done (hcb, hcb->ccb, ccb_status);
schedule_next_hcb(softc);
return;

XA WAL, RUE R E AL AR T R E S LI AL

12.6 HiR A%

HPUTVOTE R RZ H B REHEE - AT LIAECCBIRASH IEF R IR SRR A - A rfl A T
AT o T SRR DL Ab 2 v ST AR 2% 1 R SR UL L P — 1 B

e CAM_RESRC_UNAVAIL - FUEERETHRANAT B, 3 B 2 54N A 0] S SIMIRBhAE 7 ANGE = A 4k o axXFh
BEUR B — M1t A LA il 2 A PR (R B IR, 24 AT PSS il 38 A2 HL P AR Rl o

e CAM_UNCOR_PARITY - &4 RA[ VK E 2T BRI a1

o CAM_DATA_RUN_ERR - #4848 AR THHrEE IR S (phase) (FEEE R —1J7 WM LA
Z=CAM_DIR_MASKFEERI T M) , 86T 5 &k LA EUT K E

o CAM_SEL_TIMEOUT - & 455880 (B FRAImN)

o CAM_CMD_TIMEOUT - & ‘Edp & (BB MEGE1T)

o CAM_SCSI_STATUS_ERROR - i% &R [H] 55 1%

o CAM_AUTOSENSE_FAIL - 1% # iR [ f541% HREQUEST SENSE i & KK
o CAM_MSG_REJECT_REC - f{Z|MESSAGE REJECT{H &,

o CAM_SCSI_BUS_RESET - {#|SCSI/E 48 i1

o CAM_REQ_CMP_ERR - ¥l ““RA]fE(impossible)” SCSLIK i (phase) B & M 7S, wid tnHdt—
_LFE/],TIZI u\ITﬁHm”/\ﬂf ﬁﬁ%ﬁlﬂe

o CAM_UNEXP_BUSFREE - H ¥R A T -5 52
o CAM_BDR_SENT - BUS DEVICE RESET{H B # & %% HFT:
e« CAM_UNREC_HBA_ERROR - INA[RE ) FH B &G es i i
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e CAM_REQ_TOO_BIG - i&3R Tl g8 Ak

e CAM_REQUEUE_REQ - M5 KR 28 B AP\ LR FF R SS HOIR P o X B Hb AR 1 51 )
Z. SIMIRAH T N Y RGEFI RS, F B sim&% B B FRAEA AP IE KA EI 2 XPTRAS -
X LLEER A R UG SRR TR E A 2 RUF I o X EF LT H R R 2R EPR A SRR R

B

R, A S MEADE BAR R S L i S BTN -

¢ CAM_LUN_INVALID - SCSHZE#l|23AN #iE Sk FAILUN ID
o CAM_TID_INVALID - SCSIF% #l38 ~ S F£5i5 K # 1) H #RID

12.7 B4 H

L HCBH RS, TERPN S B 1k, MR EEXPT_ABORTIERK —H « ME— X HIET B ILAE

SKREGIR BRSNS CAM_CMD_TIMEOUT i~ 5&CAM_REQ_ABORTED (Xt /& F 1 4 A 11 ) S R A 1
HEECRTER) - HAE— 1Al ReRImlR: R A IER A O TMEUE 4 D? XFEN TR Y E
fISCSLEZ, BURALIEXPT_RESET_BUSIEK—FE (FF ERFHSCHI M ph %, APl 5 Vi B AR HoE A
TiX)L) - mHEWMREFEEAIERE T RE, AN YEMESCSIEL - B &I RECE L RG T
HIFEF

static void

xxx_timeout (void *arg)

{

A,

struct xxx_hcb xhcb = (struct xxx_hcb *)arg;
struct xxx_softc xsoftc;
struct ccb_hdr xccb_h;

softc = hcb->softc;
ccb_h = &hcb->ccb->ccb_h;

if (hcb->flags & HCB_BEING_ABORTED
|| ccb_h->func_code == XPT_RESET_DEV) {
xxx_reset_bus (softc);
} else {
xxx_abort_ccb (hcb->ccb, CAM_CMD_TIMEOUT) ;
}

HEATH IE—ERES, [F— B ASLUNBIFTE AR R gkt pi ik . F I T — A
FA TR 2R E B TEPR S CAM_REQ_ABORTEDIFZCAM_CMD_TIMEOUT? 4 fij B BhFR 7 1#

FICAM_CMD_TIMEOUT - X EERFF A5, FNWMR—ERER, NIATEE & I T LA imiReE
PR, FELmR eI NEEREILELNIEAT B CN 2 -
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USB 1% 55

13.1 faf

R AT SR (USB) R R s iE B 8 N BN — R 7% - BREEIEH TAEE R, FE
HRFEFSHERD T & ERE RN T E ShostH THEEZ BRI - RUSBHISFFA S TEZ RITE D
A, BRI AR HE FIPCHER AT « SE5R (Apple)5 | A USB ATiMac X i 4l 7y A= 7= 1 | TUS BRRUA 1%
R MR - REFIPCHUTETE EPC FIIFTE ZiE AN 2 H— 18 EZ 1N USBiEZAR UL, Fefitm
FHERNHERIFHEEST - RTUSBRE: HISZHFENetBSDIIMEE B HARLE T, ‘B /& HLennart Augustsson”JNetBSDi
B &ZH . LW EEFreeBSD [, FATHRI4ETTE — M ERELZAY - XSTUSBF RGLHSEIIARUL,
FZUSBIFHEREE -

Lennart Augustsson & 55 % | NetBSDIi B FHUSBSCRF AT 535580« + 43 Bl ixX T TAE & TR AR
TAE. 2B ArdyfIDirk X4 SCHE PR FIRNT -

o WHEBEFEHINTEN LG O, SCE SRR RTINS, AN ENE &L -

o WAL ITRHER BT -

o EF A LUER B & H il L host R KB B NGBAT -

o HITR&EFHELEMA, Fihost it 2o R B a1 25 i SR I FBIRTIAR.

o ARNZHRWFEAFMIRS FE, AR —EBEA LUERRE 12608 &, X T Eis AR B% b
f & LAFE 40 FH 12Mbps AT FHA B - (USB 2.0i33400Mbps)

o WEFRNMIIEERESHNENXTESNER -

HUSBT R2% U SE BRI C 1% 6 T 4 YREN AP 32 ELFF 4 s T 4 MR S - S SSHE AT L
INUSBETUAFF 3/ - 25 (Apple)Ti (8 IR AR o I ECHRF R YiMacOS IR, 1 LS
SR e O P AR BVRR FR BT (T R TIREROR AR . A8 AR A1 L LU
X FreeBSD/NetBSDAUSBIE 14 RISTHUE MR AR T % - AT, HEWCH TS % SR I S 4%
OB B

13.1.1 USBHR 25 H4)

FreeBSDH HIUSB Fi il N =2 - IKEER &S, M LEFEE R ft— HEHED - &
TR RRIIAL, SHERFITRE, A SRR E o B B AR T SE I — 1 flhub,  DUAE
PRI R T AR AT HIN L2 1 AR O O A B A7 2 BV [A]

HH R E ARG B IR AT T, IR RIEAYIGI, ISR, EEEE (BhE) MREEH.
X RS EHIEHIBOAE B E _ERRrR&EK -

TZEETFRRE (R) BENENBNIEF o XLLIRENFE LB bR B E 18 S M HAth 58 _EFEFH
Wil o MATHSCENERS N B R, A& X N H P2 a2 T IR - 015 AR SS )2 2 55 H FUSBIX B2
JF# 11 (USBDI)
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13.2 F#8%

FiEE (HC) BHISE HErEhH - FHI1ZFIN . 80T HEE, EEES7E— iR (SOF,
Start of Frame) -

SOFE A TR Wi ta FIER BRI AL B  SAEWIT B ZH, Bilhost Fh%#&E (out) , HHKE
Flhost (in) - fFHiS@&Hhost X (RRiEEH) - FHHERUSBELE HEEHE — T host - B EFIEHIEE —
ARSI B, BdRENCE 7T DR EAREIACK (&) . NAK (FEif) |, STALL (B5iRFF) =ift4
WE (RELEGEMEL, && A HECWr ) - USBHLVEUSB specification
(http://www.usb.org/developers/docs.html) FI 558,577 AR HUARRE T &R - USB/EZE Al LAHERPH H AR
KAL) $5H](control), AIR(bulk), AW (interrupt)F[F] 2 (isochronous) « EHIHIRBIFIMMATAORHEE T
HHR (EEFIIH) .

USB &\ 2% AR & A s WX sh AR e (B] B R B R S 95 2 BEHC e iE R - #Ih 2 1M -

B S H R ER (R ) AR EATHME = B4R B3) (SETUP) |, Ul

(DATA, %) FIRZS (STATUS) - & (set-up) HEHAEENZE - WREFERIEN B, HIECT M
TR E AT - PRSI BT 877 [0 S EER MBS R T iR, B S EEAR BN NIN . g
IR Ees, TR H A S BRI B MRS B R a7 s i e — IR AL LR BT & A2 D
25 o USBHLYE[2 1 UUAE A — > Ul hub AR X X LB A7 2R B[R] o Rl hub bR & FVE SR 11 B A 45 H
hubi &2 - B H— M ERNEE & HE R DIARE T - IR EFMEFThub2E 4 E 1) —H A
FF o AN SR HE—A A WTETE R IR S Hom O A A RZR L - HRTATAEESRAIEE M B EEES
20 (http://developer.intel.com/design/USB/UHCI11D.htm) (UHCI; #4F/R%) F1 A EEesH# 0
(http://www.compaq.com/productinfo/development/openhci.html) (OHCI; FEAH, K, EFXRFEH
&)« UHCTHLYE T8 o SR 2R A sh R P o Bl i) (% Fan b (i s BE RO B2, TR D 1 R A 48
P . OHCIRB RIS B St — MR DR FEAIRE T, WIS hnaz .

13.2.1 UHCI

UHCIEFE 23453 & 178 1024 M8 M IR S RINiF % . TEEMRFAEOEIERRL. LERAF
(TD) FIRAF3k (QH) - WA TDHERFERS K &I S TEFR— 16 . QHERF—LXTD (FIQH) 4
A A — R

FBMEHE— P EEZ N EAEM . UHCERSIEFFF R EDEIME M - BREZEESN, S MEHE
SOBE—1QH . M TRFMAEMGH, WH P SHERXMQH, FrAXLEQHAR S WA HEX
MQHE - AT HERMNERR, FPEMLIE LT, TRIEENSRF e ERSIHN - a0
RIS TD & 5 | AR —Mir I (& B AOQH - FhIWT (& H I BT QHIE M2 HI (R HiIQH, 12 & HiHIQH X FE A
KIRFEHIHIQH - T ERLE T — 1> BRI

XS ECT T B E S RWITET o S AR P BUG S IR R, ESEAA— Wi KIpTE
fA)[F] 4 (isochronous) BLHATTD - iXLETDHIERfE— 15| AL —MWif HETEHAIQH - IR /5 T4 45K AR
QH MTEIE AW EHIFIQH » SERAS—IAFIIE, I EHEIAIQH & RKa Hil 455 m 2 BT A HI fE M HIQH -
ERPATER LSRR E RIS TS, R 2 KRQHTHAMIBT A € - T 7 AL B 58 A Eli 2RI
e, S ERUR RS AR FRE RPN . ERRRNERE—TDH, HCIKBIEFFX
EInterrupt-On-Completion VR AR AL I 58 AU HI— 1> FHIlT -« QIERTDIAR! [ HE R IRE, MbniciEiRs
Wr o WRATDHIZEFOOINAL, BEH T/ ATIrRENEKE (B8 |, SEPmCt AW DOE R H 2%
KNP AL I D 5EA - R R O e Rl A R IR e IR B RE P FIAESS - 24 I AR S5 I AR 0 A
I, BRENETE CoE BRI E R A EA TR E A -

R EHAR1EE UHCI specification - (http://developer.intel.com/design/USB/UHCI1 1D.htm)
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13.2.2 OHCI

STOHCIE I B3 T MEBE R H1G L - HIHBOAE —2H% & (endpoint) A F ,  FFE1E M A AR £ 5 3 7Y
YR B LS ANHE Y - I8 F I BEEURE R S AT (ED) |, B LEEEE — MR
(TD) FIBASI] - EDELE i ST R dF i K DAL R/, 18I 2R R SERUE O 08 BRIRIE G #P 2 B HTHa A
BARRIR X FFEr, MR IETRET SRS, TDRERIAESEAPAF (done-queue) - PORRETY [k 55 4 H H
H CIBAS o IR A (bulk)di 55 BIZE T AT E CIBASIHERA - FHETEDZERT HHERN , ZER o IR E LT
EABEITHISE -

51 # HE 87 [R] 22 (isochronous) 12 il A (bulk)

FESEFWAZTREERERWT - EHEE a7 AR EERITIRINS, ST 2 HCHR S
REFFSCE R — DT RIFRE « R85 LAlig 5 RS ALV EDD HITED LERE H0mAR— R BI&RS], B30 g
SHIPWT R - X IWECRE, FPEDBGER, HEERHORN - AP TDEE 1 &N 2HziT A i —
ARG S - B FRITER R BT LUS, FEHIAN KRS FHRBOE T - AW A 55 (R 2 1R i
VAR, RECHRSERIEAS, R TR R, R B A WA R P

FERBHIAIEE OHCI specification (http://www.compag.com/productinfo/development/openhci.html) - I
SR, HIEZ, @t 7 DU s 2O s gt T vilnl, FR4E & AN RIAK sh AL e F ARk 55 2 B 156 A 1A %
J5 . MR FE T L7

o« WEMERFE
o 5 HHITEENEE
o BRMIFLERNEE, UMM IE A5 E (detach) -

13.3 USBix &5 5

13.3.1 XM ERFE

BMEERETARRINRERE . 8ME&EE -1 HZ AN IE, HTINAEE RN LA %EE—
Ao MEERMEIHRMFREENR . BPMEF T Z 18O - &8 O R4S AL (collection) -
i, USB#IE AT LA —EMEEO (FH2) | FEH (knob) ~ %5 & (dia) A O (HID2K) -
— AMECEF A RO UREERL, HalAF NIRRT ERE . S MEOTUERHZD, DURMEER
F R RAIIRSSE - Flan, ERMAILE, XHRIEEARI RIS DL BRI -

ORI LR E0sE M. - Wi A e 5 E Tl E R B A U - e TER MR ORI 77
MBETARAY, BB &R - &M im A AR A, By a S EETTm . B,
A0, AEEMEON—TY, HEEMFRETAH . EHRSEEH, FALEEREF A EER
-

Level O Level 1 Level 2 Slot O
Slot 3 Slot 2 Slot 1
(RERT 32 M R4

PR IR LR F BRI & B e — AR T R (S B USBIIER]59.6T5) - BEATAILLA
14 Get Descriptor Request & id K o k55 /2 R A X LR AT LU R AEUSB G 2% _E AT N R Fy o XX L4
IRFF R [A] 8 ok bR O FH SRS AL R
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o BERAT RTRENBAEE, WENE, CRAETID, CR0RES . TARERNOMHL, B
NG SOP S

o MEEHMIATT. WECETREOL, CRMEEMKERN, DAIhREK.
o EOMIATE. BEOR . FRAEHMMIN, 0 &I E ML H w5508 -
o Ui RIHIAST: A Hbhl < J7R AR, SCRFRECR AR/, AR T SR A A s A B AR R R A
Bl s, (im0) ERIRTF, 1AM AR ORARRF A .
o FRIBMIATT: EEHAMMATT P AFEFEIRMEFFRERT] . BN ARGERAEFZRT R, A6
PLZ FhiE F IR -
KUt (specification) F] LAZSINE AT B TR TT R, X B FRF ] LLiE 1T GetDescriptor Requestf
K5 .

FES&& LA rER, MEMBEE - RIEFREm s e cEE, HRitEEsn (7
W) RWEGERN AR, SRR (FPEHE) - BmSrEmEEEh s . FHs
FHIERL, BERW, SEEEN (SR TN o ST ERE WAL . B A A AT RE
TUSBELZ LR (ZF)) o XA R, RS H TR AW ST Er . 5 —FER7EER
A sEEl, S EENRE TR ERIRTE (F)) NZERI A » X EH TR EMERNETENE TR . H
JRF 2 TR &b B IR, R R EEEE, BhiEiR -

W REE BT KRB A0 SRR R AR E MR BV, EEEE (OHCD ERHCHRENIE
(UHCD i KRR EIEH, B — DR NTHRRERAR) -

XTI 7 R R B DT B K AEIR HASEA R - Flan, BJESIE RS i K in & ol BE1E
K200 HOEARE, (HIAGIAEEES NN UGS 1A A o IEREF AT LUK E S EL(SPD)IRAR - B A vF 54
R e R R A EdE & /D T IR AR 2B TS - X MG R EnffTER, B RARFER L%
B ETE E S EANE R - RERET RIS M IKE R R, BESTITE . 2%
HEZEIELIET, WEhEFFEWEFURE, B EEONEE E R AT R S I %15 K (clear
endpoint halt device request)?f@f-%E Wity S A5 A

B WA R E B s SRR BB -

o HHIEEAONEE: BOREE M EREE, BRI RS OrH0) o WEEZBIRETERMRE
AR - BOAE BN HAREE LA R XA T P (R AP, MMAEUSBRTE 2] Hifiid . XL
R TEMMECE R . B D& LA FFUSBMTE 21K SRR PR At —HEAm < - BE L3R
a2 A LB IR & R ALY e,  LISCRPESMIINRE -

o RER(bulk)EIH: XEUSBS A EHIGARXS N AENY) -

o HIWTEIE: host/BA AREIRIER, WMRBEBERALEL, WENAK (HENE) HIEE . Tt
IR E T 18R APTR B -

o FIWEE: XEEENTAERRBEENERMFRDEEE, FIInImsiEmin, BEARE—E L. H5Ei
HESEN X RRE E RS . R IR, BCERT . IanEkZ S i X 25 (R A i g
AREHRETSERIZ S S EME R (NAK) B, #H . KRFMHWrEET a2 ER . mRPEER
R IMEN FINAKES AR E IR, RO ARRE AT REE S P43 -

PP A B AT PP A B O DU I R BT o (R LR RIS T L - ol B BE ) B T US B
TEREES.6TTLE « [R5 AR IT (R B F P TH REMITR 23K 90% IO B - AR 12 Ff) AL TR Rl P A
WrEl 2 JE A TREE, HRHRERTE R R -

KT F R B AN BE B A B 2215 5 T LIFEUSBRLTE 2] 855, UHCIHLTE[3]AIAEE1.377, OHCIM
T [41893.4.27T7 R E .
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13.4 A RUZRIAE £

SR (hub)BAENZ & CEREE, RS Z4%E0 DI (switch on), N ERMEL100mARIFETT - %
SETFEBRYCRE, HEITEAEHNE0 . RS ESTETBINE BRSNS FHIATT - IL/E TR % 7 & % Set
AddressiEK, FEE NEIZEHIEHEEEOFETT - FIREE 2 MR B WANRE T LR & - Flan, — VA
AR 78 AT REIE L ATHEZY 2 0 CRFISDN TA - K1, 47 €25 AIISDN J&E AL g FIIR Sh 2 7 o] BEFR fEXT % & 1)
FIFH . BT EXRERRTEN, FRSREER, FeRTRI SRR - P R A S B
Bimited, BHABNREFESREMLLH . R IMEENEZINEZD, WalfEE MK F &%
Bl— K% BTIEEF AT RIEZON— T8

SRR SRS RE PR, B SERIMNR & E IR - ARIE LI, WM R ERTE
IR E EEERNERE, BERE-NMREPERR RS - O T SOFAFEE O EERZ )
REFIEE, HWNASE—MEET PP MARBIREIREF = P (claim) I 0 _EES T . BHEPHRHE
BN E X WA . ERE, WP NSRS Rt EE S RE, BEAEEL, FRIES MR
WEFHE HONESEL LW, FEFESIRNEEE . oy T ERERALERT, AR Y EEREE A $
Wi e, TS ERDAEE, EEFTIT U H BT - 2RISR, BE R S R R ],
RUE R & AT REIREIRE -

13.4.1 & & Wi %82 (disconnect) 14> & (detach)

AR 53T R E SR, B2 T & BB BER - USBRISTT SCRFH SRS & £ AT
SIS WTIT R o SXEHRE I = B R = 1 A NERTHBUE T A 215 -

AL, W R (disconnect) f5 X B HTHEHE (reconnect) X & AN S 4k B T EHE (reattach) A A Rl 11X 4 52
Bl BRUBEZMREIRTIES (SERERHAT) |, A HEME UEFETMRRITERIRHE, X
B RESTRES -

WA W R A R A E R B R P 23 IR SRR 7 RO I B HR & 15 538 F (signal) 1 - IRASEER S B
IR AL T SRR - SRR O _E R A BT RS R R A AR & S BT IERORA,
CEMIITE R o W5 RS R RN — M% & B 455 B (connect) BIBE MmO, IERIALE AL & BT 12
B Esh - EEEMKEE R L E— TR T, R R ETIA AT

13.5 USBIX 52+ It ill(E &

USBMESUH & LPRBOAE BN E LRI - X5 )5 B T AN A AR - BRvfEi
HIAIREUSBE T[] ERITF A& TS o MOXEETTE _E AT IS 2IE B AR AR & R - X ETE TR
& WNIREHRE P FA BB R IR A B A B S BHE, EFRZIRAMEARTREAE (58 E L EA AT - USBHL
BRIEHE T RFEERHE . AR EHID)FEME LR TR, DUl axi#a - Brm AR . &
AP - #H . BeHl(Fknob) - TFREFRIESK . H— T RATREEFHEXFHIRAE . BER
e B RSB USBET 1 IHF K EHR S

IRT, UF 2 & PITUE BB B AT - R TR EIE BT RER LAFLEEF R A RS . —L
NEI SRR RG22 B B SR AR 2B R & 1 (Non-Disclosure Agreement, NDA) - REFIEN T, X2FHIER
IKEHAR P AR AR -

F—ME BB IFRIE R Linux KSR FFIRAAS, FARE AR S AT &R M Linux T AKX
SIET - BX R AR SR FEE WA 1A E BRIRE 22— 1 FERE -

FlF: AMLAmE &S AWUFREIZE, W FiR . SFmAl - %8 - 15 B0 Hi%
BRAUSIH, FERZEEFEH -
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E13F USBIX#F

BT, B SR B R S AL UM T E IR - B T T 1
SRR 5 A7 S A T R EHID 38 WA s th SR AT - 35 T B PR P 25 O
STHID KRB R P sl P B — 2 P D6 B L B X e [ B0 53— 8 AT L —
MBS O B AR RIS RRERHNGIT, X ke AN, FE ORI
[o TR A USBE R B IE— MR SEORA LTt i 7 A B 485 T OPS /23 1 2
IR BUTER 5 ok (R A e R — B R OB A B 1 - BRI ALIR BN R4 1
BEEE U D SRR L S A

BT BT E . EETAHRNFZ R ARETEN BLESS, FRIUMIUSBIZ IR -
AT ARENRE 7 BT A FHUSB ¥ & IR PEIR AT HT, 1F 2 & 7 BEAEE e (connect) Z J5 F &I -

THASRIEE R A ER . BN AR RIDFMRE S« B IR FRNIERR T, #
R T2 HAp . WeEksBCHEN, WEF T E - 8N EEZEEFEMEAELE LIFE.
A R SRR A R TR /77 /AR AOID DA S BR AR B A S 5L, R 5 — ISR KR I & %
¥ (attach)2| ¥ -

SX BRI % & 1 — M T B B TEZ-USB Y ActiveWire VOMT - XN H — @ Ef4: T HEs . T
F| ActiveWire it 7 _F FIE BN HURID « SR 5 T HUTEZ-USBIU A FIUSBER A FUBE AL, MUSB /S 2% L IKT
., HEIRETERE.

BilF: KREBFELE . WARBREFEEFH IR EZEFSIVE PP - Tomega USB ZipRshas &
ETSCSHRARIIXENZS - SCSIan 2 AR AE B BT, RS (bulk)EE _E LRk B,
TEUSBZ: | SCSTHE IS8 . ATAPIFTUFI A4 LI LLE 5 =i 3045

KBNS R MR R R B i S A2 w2l B BONEE & £ SRR S
EA., KL A hostFIX & Z BB shEdE - AR FiZiT A —frE, IMARETEEGS
LRSS, FEAERBroutMlindh 5 LA XA MTEREIMTS & TR UL LT 4, DURTERERIE R &1
FHBE UL N ROZMUT 4 o X ik & 9m 5 I Eh AR 7 BB AR AR T USBRITINY, L EEA AN K
BRI IFE . CAMBH T 7, DS ERE T H 0 S RERIX A - ATAPURIEEIX AR T,
KN 5 FIDER: O MR T Z MR R = -

K B Y-E DatafXf USBEE FI SR A ZABA BN, BNt 7 —Efmm s
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F145=
Newbus

455 Bt Matthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith, Peter Wemm and Scott
Long.

IREEMAERE T NewbusiZ & HEZE -

141 & W

1411 & HFBHEFRE R

WERNEFZRGAMS, EENEKRTINE RS (Flan, #E . MEEEF) BB E %
AHVEPRELZ R T 0 - B I Eh AR P O (DD @& NI 5 1 s Kl P4 2 AL SRR

14.1.2 & WEhEFHI T
FEUNIXFABMEFAY,, FreeBSDW M A IESLM K, & T WFHRR A%

BRZF IR
FAA &R FP
W24 YRR P
i & REhiEF

BB # LB ] RN AR R FGE 1T « XA SREL BB SRR - RAUIT I O 5% 1 (X 2R 77 (buffer
cache), H H RN IR H XSSV L fEdRER . SIMEMXREEFETES
5 (write-behind), XEWELIRAENFHRENUG, = RGHT HHAERE RGN A 29 FEP2RE, N
M G HRIE -

14.1.3 F/&&
Y9RT, 7EFreeBSD 4.0MA IR G EEMRA S, SiG AT E AR JIZEREET -

14.2 NewbusH %

Newbus=EH | — T 52 KA S 24619, 7T LUAEFreeBSD 3.0 2 S AtEt0 I 48, =
i Alpha FIRSAE B A SIS - EEI4.0E 4 BO R & WEhEF A KBOARS . E AR N ENLASHR
BREaBRAE R GRS MU AT & 0 0% S A BN IHT [ 0 SR 5 1%

HEZRE

o BIANERE
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o WA SR
(] /fjﬂl%\gﬁ
R F B Z — MNP AR RS & AR -

TZEEBIRE W %&, BERNOEE, ITEEMESERAET LH. S TENEW, 3% R
HEBRNZT, HEEEEEDhost-to-PCIHF ERTE - XTx86, iXFh “MR” %% N “nexus” K&, X
FAlpha, AlphafI&FMAFEEISENEMINZEEE, SNAEREGSHE, 6

¥Elca, apecs, ciaflitsunami -

Newbus_I N CH IR & R R RO RO B ME SR fla0, B PCOS A FE R N— T NewbusiZ & -
REFHRERE ST LIEE T, BEFRR&EEWRN “bus” - REHHE FHELRFF i ZISAFIPCI,
Hifi14 B & FERE S ISAFIPCLE % &5 %

EE, ARIRBRELZ RIFEEERR N B %&, ERETFRETCIERNELSL . — T
FEPCI-to-PCIHF, TFEXPCLELZL TR NpcibN, T BRI FpeiNE MERAT FHEMELE . XFhR
SR T PCUR R BSEER, A LA EE T IUZ A ) 5 2% -

Newbus#5 4 FH IR &E K E SO &R HBL S BR - O SEHEEE R EMORE, BEE
Enexus. FL, FEA FnexusiENewbus RE% A ME—F1iE I TIRAIEN S -

IR ISAR & I REAEEox230 LT ELIONG 1, RIL B A EACK&IER, XMIFIL N RISARL - ISARERETR
Y5PCl-to-ISANT, PCl-to-ISA MifE&E1ERPClIEZ, PClE%ZE|iAhost-to-PCIFT, /5 Eiknexus - iXFhm it iE
HIE 35 2 A0AE T AT LU 23 [H] R 25 HiiE 3K - X5t 0x230103% 1 A5 SREEMIPSHLES F AT LIS PCIFF 28 Aoxb00002 3040
g

BB AT AR S AR (T J57 hn LAFE ] - a0, 7EIRZ AlphaF & £, ISAH T 5PCIH &
PR, FFISA AT A BTIR 4> B & B AlphaHIISA B2 % & B HAT - 7EIA-32 L, ISAFIPCIHF AR TTZ
Mnexusi /& B o X TRFFREAE, NAFAING O HHEZS (8] B 5 SC AR E - FE1IA-32F nexus, 7EAlpha (ff
G, CIA Bitsunami) 2RO HRKNERF -

T FRTEALKE A BRESS BEIR AT R], Newbus®E & T NetBSDf¥Jbus_space API- fBfi THHt T #—
FIAPDR AU inb/outb FIEE AT LS « iX RS PEAE T 8 IR RE oAt ol LU f5 F A 7 RS 7 772 Bl 1
BRESEFEes (B mE) -

IXFSCRFRC A FF B T SR ECHLEI A - D ECETIRES, SRR RE AT LUA B A R B

El/‘]bus_space_tag_t%ﬂbus_space_handle_t °

Newbusthl RFFER T It B RSO E SO 71 XS o0, AT DAfEsrc/sys H R A1
%)

Newbus RGO B “FHT X540 E (object-based programming)” HIRRTY . ARG H R ME R
BEEMIFHI—NTER . REUMHEAR & X7 RS G & HE KRS - & & R RTT
FEWE I NZA O o B0 ARSI —HHERTE.

TENewbus REEH, & AR BT RO P FL S ISR TR - 24 B3EE
‘E (auto-configuration) i [F] 1% #& # 1E # (attach) FWENFEF, EFEHIBNEFFEHMAFER . UGE&EALL
MNEIRZh R 747 B (detach), B HTE R (re-attach) 2| B G #T T AR ENTETF o X8 2R shie 5 1 5h)
SEH, Mo TR F R L EEHH -

P OE 5 530 R G T E vnode B ERTE S AERINEE 1 € SO S ORMA - 2 D3 R AR T VRS0
':F‘ (ﬁﬁ'ﬁ%j’?foo_if .m) °
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2142  Newbus

#114-1. NewbusH 5
# Foo FRE/WohERF (FE...)
INTERFACE foo

METHOD int doit {
device_t dev;

}i
# WHREEENIDEVMETHOD () 3Mt—177%, MIDEFAULT RS HHFH 7%

METHOD void doit_to_child {
device_t dev;

driver_t child;

} DEFAULT doit_generic_to_child;

HEAWGER, EE DRI “foo_if.n” , HAHEEREFM:

int FOO_DOIT (device_t dev);
int FOO_DOIT_TO_CHILD (device_t dev, device_t child);

PERE B BRSO, A — N “foo_if.c” ; HAEE—LLREAISEIL, XA
TENGHERFPERAARRE AL EFH VAR REL -

REENL T EEED . B 1DERBOERN & & (device)” , HBEFESIBEREMETHT
. “iF & (device)” BOFHITTIEETE “BMl(probe)” . “E(attach)” 1 “43rE(detach)” , Al 1
RO, L “RH(shutdown)” .  “fEif(suspend)” 1 “PKE (resume)” , M 1HT REEM
JEE -

A=A, BMEHEORE “bus” - WEOEREMHEERATHFEEFINZE, OFFREEREHNE
KEER", BB (child_detached, driver added) AN TH

(alloc resource, activate_resource, deactivate_resource, release resource)

“bus” FEHFHIRE TERN SRR G LEZFHUTIRS - XEIVEEFEHERETN2 E18E itk
EHEEAERIRS BT - N TR EIEF D, XL EF TR 2888 1573 (accessor) kR
B, UiinE R AR EH AR &I SO BRI - A0, J71ABUS_TEARDOWN_INTR (device_t dev,
device_t child, . ﬁTEifﬁFﬁgziﬁbus teardown_intr (device_t child, ...)§Eﬂﬁﬁﬁo

?%*%%%d%%m%ﬁTﬁﬂﬁﬂM%ﬁﬁﬁ%%%ﬁ BRI . B4, PCLEZRIRENAET E X
T “pei” B0, WHEOHW N JTiread_configfllwrite_config, FTViRIPCOX A NN E F 72 -

14.3 Newbus API
T Newbus APIAEH B K, AT IR E SR « AT N —ASHRELEER -

14.3.1 R BRWHREEME
src/sys/[arch]/[arch] * ﬁ%ﬂl%§?*$@ﬂ@Pﬁi%fﬁﬁ%{iﬁ:iiﬁ‘Eﬁiﬁo ﬁmtﬂi386gi$@EESPARC64éiT@°
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2142  Newbus

src/sys/dev/ [bus] - XFHFFE (bus] FIIXE M TX P EX -
src/sys/dev/pci - PCUBER TR B TX M EX -

src/sys/[isal|pci] - PCUISAX & IR HEE P TX ™ B3 - FreeBSD4. 0fii A", PCI/ISA LA
EFEETXNEEF -

14.3.2 EELEMAREE XL
devclass_t - ﬁ%%gﬁﬂstruct devclassE@j’E’%‘,’E"]?éﬂ%X °
device_method_t - 5kobj_method_t*ﬁlgj (%%src/sys/kobj .h)

device_t - iz%j:gfﬁlstruct deviceE’U?E%‘[‘E"]%ﬂfﬁX o device_t %%%ZEEPE’J&% ° E%W*Zxﬁ
%, ;fméﬁrﬁ”}%src/sys/sys/bus_private .ho

driver_t - ﬁ%—/l\%ﬂféx, E%Iﬁﬁstruct drivero driveréﬁ*@%—%device (&) lj\ﬂ:Z;(Tf%,

A RIS PRI P AR B

E14-1. driver_t3EF]

struct driver {

KOBJ_CLASS_FIELDS;

void xpriv; [« IRENRRFRAEEIE «/
}i

device_state_ti—THZEEAE! Hldevice state. B NewbusiX & 1E B Sl & B 5 A REHIR
P

JeN ©

Kd14-2. % &k Bdevice_state_t

/%

* src/sys/sys/bus.h

*/

typedef enum device_state {

DS_NOTPRESENT, /+ ARERMBIRMEL «/
DS_ALIVE, /x BRMWAEDN «/
DS_ATTACHED, /+ VAR THEETE «/
DS_BUSY  /+ &I +/

} device_state_t;

T

1. bus_generic_read_ivar(9) and bus_generic_write_ivar(9)
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H155
FE TR

15.1 F

FreeBSD = & 1 A Su i ML 1 18 F 7= 5 Ah B )l 55 5 2 165 S O IRI R B ok« X (S B B A ik
IS -

pem(HIELL R H T AGH O « BT E LI T A

o —MEEIFMNEEMESSREMIASEED (read, write, ioctls)  ioctlfi &AW EHIOSS
o Voxwarefz [, F— ML IR AR FF AIME SO FEAE -

o WFHEFHIEHIAINEG (B, BibEE) -
o — MG —HIEIHEEN, SRR E R E IR ORI O
o XIFLLEMREFED (ac97) BUERIEFRFEMRD (FIa0: ISADMABITE) RIS SCHF -

KRS € P B SCRF Rl I R 1 8 SRS AR PR SEEIRY, X ORI RE FriR B E AR Sras i 1, A
#)3EHpenfUiEH -

REF, RifpenffEE FEIRFHIF L, BHET, XEXT R E AR T S/ .

IR RS & SRR ENERIITG, FERBEABEENRLS%E . BE, BTHEER
MRS, IXEAR LR TR . AU E S AR O — MR, FFEE S A
I HE H IR — L]«

TER AR, BEEHER T I — DA TAERTLEIT IR INEZ b, /RAT A
M http://people. FreeBSD.org/~cg/template.c (http://people FreeBSD.org/~cg/template.c)$.2| — TR X BhFE
PR -

15.2 X4

B /usr/src/sys/sys/soundcard. hH B FHioctl# O € AN, FT7E FIME e ACHS 24 Hij (FreeBSD 4.4)(iL
T /usr/src/sys/dev/sound/ o

Y:E/usr/src/sys/dev/sound/?ﬁ, pem/ B SEHRAE I OREE, Misa/Flpci/H SEH
HISAFIPCIHR FIIXBHARSF -

15.3 IR, EHESE

= KRR 5 A A R IR sh R AR A R T VIR A E . (X&) - IRATRER BN — N F
M HISAELPCIZE T N AR FE L E R -

SR, 78 B G B 7 5 L 77 T S AN ] -

o AT ECEH NpenEixs, WH — TS TE S5 struct snddev_info:
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static driver_t xxx_driver = {
"pcm",
xxx_methods,
sizeof (struct snddev_info)
}i

DRIVER_MODULE (snd_xxxpci, pci, xxx_driver, pcm_devclass, 0, 0);
MODULE_DEPEND (snd_xxxpci, snd_pcm, PCM_MINVER, PCM_PREFVER,PCM_MAXVER) ;

REHFE SWNEFFREFAER T H LGNNI EEE - AERIREME E A EEGRE S A Hi
iﬁiﬁﬁﬁﬁﬁpcm_regi ster () flmixer_init () ﬁzzfﬁé@pcm ° E@pcm B bbb VE AR A KRR e O
I RIS S8 [E R -

o FEIRENIEF HEREFIRERN Y BT i Fnixer_init () [Apemf B FIMIXERELACOT £ - Xt
FMIXEREE T, XESEETI AR xxxmixer_init () o

o FEIRENIEF ) EEBIFEE T Flpcm_register (dev, sc, nplay, nrec) [Mpcemf BAHEIE
FACHANNELEL B, EAsc 2% &R r L, Epcmuﬁﬂﬁiﬁﬁﬁﬁfﬂ#%%ﬁﬁ@]? nplay%ﬂnrec%fé
AR EEEEHE -

o EENNEFINEEFIFEE T HApen_addchan () A BE R MEENR « XS Epen T EIEHEE S
B, HEESSIEMEA xxxchannel_init () (FEE: EEERERX) -

o FEEWNIEF I B IR R BIRZ AN = fpem_unregister () -
A MATRER T IR AL B AE PP 7 :

. 1Eﬂ5]device_identify () ﬁff (Tﬁfﬂ sound/isa/es1888. c) o device_identify () ﬁ{iﬁﬁ%ﬂiﬁgﬁt
PRIBEA:, iSRRI R A & 0 — D MpemiX %, iX 1 pemi% & H:E 2% (%18 | probe/attach -

o FHEHINZEERITIE, ﬁpcmiﬁﬁiﬁﬁiﬁﬁﬁ’%ints (J8H: sound/isa/mss.c) o

pcmglzij]%ér?ﬁzl:ul%fﬂﬂ,device_suspend, device_resume%ﬂdevice_shutdownﬁﬁ%, ﬁ*$%/ﬁ%f_¥ﬂsﬂ
TR E A BE IR R &2 2R -

15.4 #: 1
pent%/ 005 B F ISR 2 18] A2 0 DAARAE RAZ N 5 ISR E X
B E IR A W IR A A2 0. CHANNEL L X MIXERE(ACY7 -

ACO7TR—ME/INRELE ] (FEEE) B0, HIKSHEEF N ACO7Ym A AR 2% ARG {43 SEF -
XFEML T, SEPRAIMIXEREE O Hpen HZEHACO7TIS AL -

15.4.1 CHANNELE: O
15.4.1.1 KBS HHEH ERED

BB FEH H— M VERIRS R IR N80 &, WhIEF P S AR SR F AR B E A
B

KT TR ICHANNEL# M REL, 55— 1 2H0E— D AEARIEE -
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BASHCRRIAE MEE RS ATFEET, channel_init (B MIISL, BRUTRHHIRRFVE &L
- (GRIRE Hpen UE fEH #REETRE) -

15.4.1.2 B R L iR EME

ST A EEIEER, pentZ 05 B BEIEET &8 — 1> Hstruct snd_dbufffiik fUFE = A7 X W TR F
[

struct snd_dbufEpcnfAE /Y, F SRR B AR VREEEL (sndbuf_getxxx ()) RIRSERLEH
A -

;@EmﬁIZiEjZE/‘Jj(/J‘%a:sndbuf_getsize(), FEE 2 E N KN EE ﬂ%?sndbuf_getblksz()$
THRZ R -

LRGN, ERREEILET CRERRIEERE) -

. pcmﬁﬁﬁﬁﬁiﬁﬁ%‘(ﬁl@, IRIG LASEPCMTRIG_STARTVEH = S UK EHTE P 1Y xxxchannel_trigger () o

o EEIRHNTEFHELE LZHE L sndbuf_getblksz () F AN, BEBKEANNERXE,
(sndbuf_getbuf (), sndbuf_getsize()) FEIEIEE - M T MEBHEE FHocmEE chn_intr () (X
BHEERWRELE) -

o chn_intr () ZHEREETECERS N BIBRLLEURE O A melk s EZK) MK, H5Fsnd_dbuf5ia##1TiE
EEOEE P

15.4.1.3 channel_init

M xxxchannel_init () RAIAIE M HERAREEE - X DERNE FRNEFHERGIREH X
e (ZERUAEE—T) -

static void =
xxxchannel_init (kobj_t obj, void =xdata,
struct snd_dbuf *b, struct pcm_channel xc, int dir)@®

{
struct xxx_info *sc = data;
struct xxx_chinfo =xch;

return ch;®

O b iEiEstruct snd_dbuffIHHE - BN M4 AERECH B A sndbuf_alloc () BWIEAIL -« TRV IHX K
/N R A SR (B R R N — B N R -

cHNpemiB B HILE M IFEET - B MBI - AN Y ERAEBEEESH T, £
FpembB#E (BI40: chn_intr(c)) HT%{%H%EO

dirfERiEIEH M (PCMDIR_PLAYBYPCMDIR_REC) -

© PREUN ZHR[E—MEEN, MLIEETTE M TS H R E AORNE X . TR E S SR R i B e A 3 i
HETEA -
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15.4.1.4 channel_setformat
xxxchannel_setformat () N Y EFFEEE, FFER SazCL B .

static int

xxxchannel_setformat (kobj_t obj, void xdata, u_int32_t format)®
{

struct xxx_chinfo xch = dataj;

return 0;

O format JAFMT_ XXX valuefBZ— (soundcard.h) o

15.4.1.5 channel_setspeed
xxxchannel_setspeed () 8 R WBUEE B BB E RN, R EHR B AT GE O 103 -

static int

xxxchannel_setspeed(kobj_t obj, void xdata, u_int32_t speed)
{

struct xxx_chinfo xch = dataj;

return speed;

15.4.1.6 channel_setblocksize

xxxchannel_setblocksize () BERA/N, X Rpen 5B HMWMANETF, PAR A HIMARF 5 h L
HOFE R BATR K/ - (RIS RER/ NSRBI, 75 2 IR 0L 24 VA
ﬁﬁpcmE@chn_intr()o

REBERNIEF RERXLEIER AN, By S SERR T iR i BOZ 6 X ME -

static int
xxxchannel_setblocksize (kobj_t obj, void xdata, u_int32_t blocksize)

{

struct xxx_chinfo *ch = data;

return blocksize; ®

0 REOR A ATREEGT AN o IRRANERIZA T, X MEIL R M snabuf_resize () HHE
P IXAIRN

194



15.4.1.7 channel_trigger
xxxchannel_trigger () HpemBIZ IR ENHEF HH I SEFR & Sk -

static int
xxxchannel_trigger (kobj_t obj, void xdata, int go)®
{

struct xxx_chinfo *ch = dataj;

return 0;

O go & L HUBEIVHRBIBIE . AIRERIE N :
e PCMTRIG_START: IXENFEFFN 2 A oh W/EEE SR X FIEE (T 5 - RFTE, NYE
f_fsndbuf_getbuf () %Hsndbuf_getsize () *ﬁﬂl%ﬁpgﬁ/‘]%ﬂﬂﬁt%ﬂj(d\ °
e PCMTRIG_EMLDMAWR / PCMTRIG_EMLDMARD: 5iFMRENTREF, M ABHI B IX Al REC W EH T T -
KEFIRENFEF AR 2 X i -
e PCMTRIG_STOP /PCMTRIG_ABORT: IXBNFEFFN 2415 1F 2 B AO1EH) -

HEE: R FEFHEHISA DMA, NN M %% EHATEIER A sndout_isadma (), HAEFEDMALGAF — )
B

15.4.1.8 channel_getptr

xxxchannel_getptr () IR[EI MM X AP FIA %M - ClEHEHchn_inter O WA, MHXHEET
A pemAEE R LR L&A HT s -

15.4.1.9 channel_free

M xxxchannel_free () RBHOEERIR, Hi0 S WehReFEIEET, JF Han FisE BaRssta & ohi
FLRy, SEEIRAER snabut_alloc () BATERMIX D, IR SEILX A R £ -

15.4.1.10 channel_getcaps

struct pcmchan_caps x*
xxxchannel_getcaps (kobj_t obj, void xdata)
{

return &xxx_caps; @

O X NFIFRREFER GEFESE LK) pemchan_capsfEtHIFEST (fEsound/pem/channel .hHIE
S0) o XANEEIRTFE B MIBRAORIESR MR Z A F 0 AL B AR AT LUE N — NG
i«
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15.4.1.11 HLE

channel_reset(),channel_resetdone()%Hchannel_notify()ﬁﬁﬁiﬁ?%kﬁﬁﬂq, ﬂ€55$252}\
1:(Cameron Grant <cg@FreeBSD . org>) I TIRIT Z I AN M EIKENFEFHEIE -

7F%?Eifﬁﬁﬁchannel_setdir(L

15.4.2 MIXERE: O

15.4.2.1 mixer_init
xxxmixer_init () WIHAILIEME, 5 Rpenft AR S a8 & AT H SRR O SR & -

static int
xxxmixer_init (struct snd_mixer =*m)

{

struct xxx_info *sc = mix_getdevinfo (m);
u_int32_t v;

[HIHATLAE )
[HIEGR A B T IEH I @

mix_setdevs (m, Vv);
[NREIRE a B v s AL ]

mix_setrecdevs (m, V)

return 0;

(1] ﬁiﬁi——ﬁ\ﬁgiﬁﬂaﬁPE@ﬁi, ;?ﬂ%ﬁﬁmix_setdevs()%Hmix_setrecdevs()5&%&U¥pcm¥?%£fff&t%ﬁ§o
IR BRI E AT A soundcard . h %]« (sounp_MASK_xxx{HFISOUND_MIXER_XXXHENL) o

15.4.2.2 mixer_set

xxxmixer_set () MR B X X E & B2 (evel) -

static int

xxxmixer_set (struct snd_mixer xm, unsigned dev,
unsigned left, unsigned right)@®

{

struct sc_info xsc = mix_getdevinfo (m);
(XEEFRII (level) ]
return left | (right << 8);@®

O XEWIETE Nsound_MIXER_xxx H
FEVEEI[0-100) 2 [H¥5 € H = E . TEN YR ETFHE -
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BISE FEFRA

0 TG RE) LA (evel) Al BEARICE A LLE], & HIFELLREEE FIFER B 40 _E T B A SE PR A E
(JEEo-10014) -

15.4.2.3 mixer_setrecsrc
xxxmixer_setrecsrc () Iﬁfﬁ%%(}ﬁlﬁ% o

static int
xxxmixer_ setrecsrc(struct snd_mixer *m, u_int32_t src)®
{

struct xxx_info xsc = mix_getdevinfo (m);
(BEsrcTRFEERA, WERBH)
[FHTsre L SEFRENTE ]

return src;®

0 WEPFRTIREH—MIEIEE.

0 RENRERERFNEFR XA . —HIKShEF AR E— PRI - MRHIEER, R 2R
-1

15.4.2.4 mixer_uninit, mixer_reinit
xxxmixer_uninit () N HTRRAS K BAEME S, FH BB AT RENIN 2 10E B e il R -
xxXxmixer_reinit () E‘Z% ﬁﬁﬂ%{%%%%@@ﬂﬂ =2 , #H‘Vf(ﬁﬁﬁﬁx

%mixer_set () Ezmixer_setrecsrc () i[”ﬁ?ﬁ%'] E"]Iﬁﬁ °

15.4.3 AC97#:1
ACYTHI 78 ACOTH L RIS IR BT SE T - & HE =4

o xxxac97_init () IREHENHIaco7dRIG ML 2 I H -
e ac97_read() L3ac97_write ()@ETE%E@%@%@ °

RN

The AC97# 1 FHpen ! BFIACI7T IS R HUT RE#RIE - 2 F sound/pei/maestro3.cBisound/pei/ MR
% HA N BAE R -
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162

PC Card

ARELRF 18 FreeBSD 4 5 PC Card 2 CardBusist & FIR SRR P S HERIHLAE] - (B H AR SR IE S 1 40
7 BA fpecard X ENEE 7 H IS INIXEHAE -

16.1 BINIX &

[6] Bt SCFF fpecard & 51 R RN & HIP IR C 2 5 RYifEFreeBSD 4 FR R JTIEAF T o 7£ LAHI
WA, TR EGRH/ et o P I — DI HRS IR E - MFreeBSD 5.077 1R, W& IMENERFALE ENTSCFHFH 4
W . MENGHE -2 IR, WehEFHERERRE -

16.1.1 HE %

VA PR IERIARIPC Card, M 1#RET £ LHICISIE R, - B8 —Fh 072 (o FH & R AN B8y
Y5 o B MOTIRR AR AR T &, FAF B MR E S ECISH - PC Card 521 4 =R A —
STARM D SR EBOH R, LSRR R S & 1R S i 2 I B K SN AR IR 4%

— MRE WA SEFRME TR, AR R —HPC Card/™ S & HZE R, REEX RIS 7MY
A, UMEETS LHE . IREEA RO 3AT, B TR B AR H e B s &= i, HRABT]
H OB F R R A o SR AT I R aseH, BIAEMoS (EAEn, X B SO Maer - R
M, o9 7 SR E CAAR T AR, XD R R S IR A R B2 T CISZ R AT EEF AT A i, 4
2 ERENHIE B A S EID -

YT LLEEN, % TFreeBSDHRUIHEHETFIDA] LI/ N TAEE - R E/ NRADINARI RS 72
T RINE 240 - DT EER RFIEERES, TEYRMERROSRERET OBEEFCEE
— MARIAIID B} - Linksys, D-LinkFINetGear/&%2 % H &EMFZIT LR ERLER - MIFEPRZ T EE A
K LU U BuffaloflCoregaf1 2% = H & - SRT, X ELi% &5 B G A [B] A0 H3E 7 ™ fID -

PC Card S RAE R A DEERE / sys/dev/pecard/pecarddevs PR T RHIEE, (EAE SRR
FPESENRERIEER . EWRM T —8%, DAWERSNRERF ARSI &IRTESOERERE -

Ba, FEEARF R S IRANE S HE R ARR « X R I P ECISTAT R ILEE - W
RBNIAFEZMBSINEZE S, (BN TREIEF (R A3 7 AT ICD-ROMBE I K UL AR L 7
F o R B R E DX, BT RS TIRE R, BOVENTRAINREIPC Cardi)lk
HIOEMA U Z B INAKY, B3 RS fE AT /7% -

16.1.2 pccarddevs =

pccarddevs KHFE T o BB—" A ENFAREE R EIIH THER S5 . AT HEEFHF - T—
TEE T XEREREANPTE &, BIEMI7 MDD SRR TR & MR F AT SR A S
(Ff, BUEFATAT ATCEEECF A S, BAMIRET A EMICISIK E R & HR) - RERFERFRF S
DCRC VAR AR s XN 1T HOZR PG - B, SCHHAE b 77 AT UG FHC RUAR BT RS

RIS RS HREHID - HREIIRIZET T - thoh, AT REE — RGN R PR R T
HRAFXE(E R, FATS5NetBSDI UM, BEIIE RS it SO AR B 2 fil4n:
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162 PC Card

vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR_2 0x000b Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co.
vendor SANDISK 0x0045 Sandisk Corporation

ERTIJIVMEREID - RIETHENETGEAR_2 LR FENETGEAR M HIESE-RAJOEM, Ff ARLL R H{It
SRFRIVEE PR H A1 TENETgear (A AR B ARID . XY MY HiESE . &7 DA T Tk
FERAITHORT . RS T . L5 RS Epccarddevs THHIFHEE K, ZFHEAERNERF
FITCAE R A, FILARFFE R/ N R EICHRRSRF - 188 — AR BT 7S #HEEFID « ANER
Mloxseeceeerfoxece/EZNAIID, ENENTRMREID (HiE & ZIDES, MiEEENSEREWHEER
RHEER|, FRIERnone) o &EILH X THIRAFFFRFESFE o X FAF B 7EFreeBSDH R T TR
BB EEH A -

SCPERYSE A& 7 . ARRAE N T AR )

/+x Allied Telesis K.K. x/
product ALLIEDTELESIS LA_PCM 0x0002 Allied Telesis LA-PCM

/* Archos =/
product ARCHOS ARC_ATAPI 0x0043 MiniCD

A G BT PR TAE L . EAE ST . RERMEHAT, HEHEEMmE. FHRE
maT, WEAEFERNEFHER, BN 2 — MEUCHRRF, Er Ik - REERET 7St
FEAID - A E S oxceeeeeefoxe e HMARIIANE - ERRXT RS BHNFRHEMA. H
T FreeBSDHpccard ;B ZZ X BN AR [T 2 M AR HICIS 5% B Ol — 745 8, RIX 45 5 EFreeBSDHE
AHEAER, (ARELECISSR BN REN B 2R AE L T A nl BEMEA - 7= S dihs i BT HEF . R G B
mIDAECFHET - BAHLER & BEETE —RCHER, KEZHEHE—1TE1T7.

FETRGEEAME R T, BTHAEIERID N -1 -17EFreeBSD pccard & & LI HEKE “IT
BLAZIAMERZRIE” - HTENRCHRART, BN FLIME— . FRitb Z SME &R T 35— -

BJa— TSI FAF R ITACH) R « X — 77 RN B T R0 AR

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless&spPCMCIA", "Version&sp01l.02", NULL }
product ALLIEDTELESIS WR211PCM { "Alliedé&spTelesisé&spK.K.", "WR211PCM", NULL, NULL } Allied Telesis

HEACERE T MY, FRUNEEY, REERTNET, MBS T &

i, XZESHEAARRT . B— 0%, FRILDFAF S XEFRF RN NCIS_INFO=JTHF TE X
MR, P RAEOMER o IXEF AR Fpccarddevs . nBVRRFFIIE, K &sp B HEFRRIZHE - &
FHBWE S HHXER N S 320 - AEROEFERIF TP HE — MERISE o BRI REBRIEREERE
B, BUAMAEREPEEHRAS - BRI NFRT2E FRRS AFRMRA, XERRAERE
B, XFMEIL T ARLEE B R SIS H LR A AFEFreeBSDH EME LI « BI L R H TH5% R

(FTHITE, hi8555) | AEHER—SHE TORSAFERMON, XHRELER . WRXE, MERLE
BB TR ORAFHE R ROHE TR/ e D ABOL T, RER X TF R 2 RE . I AREM A IENF AT
Aic -

16.1.3 BRI G FEFEH

ZUEE WA M P SCRF N & PR PR %, shL aUEEIR 2 Sh AR B E BRI AL/ ICECFIFE - B
THREREMET —PHEZ, X{EFreeBSD 5xFH —mEH - HT A ZEwindow-dressing N[, iX L4 H
T — IR
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162 PC Card

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD (3COM, 3CRWE737A, 0),

PCMCIA_CARD (BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD (BUFFALO, WLI_CF_S11G, 0),

PCMCIA_CARD (TDK, LAK_CDO11wWL, 0),

{ NULL }

}i

static int
wi_pccard_probe (dev)
device_t dev;

{

const struct pccard_product *pp;

if ((pp = pccard_product_lookup(dev, wi_pccard_products,
sizeof (wi_pccard_products[0]), NULL)) != NULL) {
if (pp—->pp_name != NULL)
device_set_desc (dev, pp->pp_name);
return (0);

}
return (ENXIO);

}
X JLEATE — AT AL DEU LA & B BpecardRIGIRE - 20 EHEFTHEE], & FAEEAR (WRA

ﬁ%foo_pccard_probe()m”ﬁtﬁ%foo_pccard_match()) ° gz%ﬁpccard_product_lookup()f%**ﬁ\ﬁﬁﬂqgg
., CwhFRIFIREFE EE AT IRE A — AR . — AR AT AR FX LR LR AR I E
BRI NEFF R R, FMERP TR L2 . ME— RS (L RIRE — AR, ik
HILEF ) 5 — 1 TL & N5 pecard_product -

WM& — T Fwi_pccard_productsit & &, BE 4 BERZPCMCIA_CARD (foo, bar, baz) FIJER . roolih
ﬁj\ﬂﬂﬂ% Epccarddevsﬁgﬁilj%ﬁg‘nD ° bar%ﬁﬁj\ﬁlﬁﬁn ° bazﬂﬂlﬁtf@?%@%ﬂqwﬁgg‘ ° iq:gpccards ﬂw\ﬁféﬁ
iR, TEAIMNEX S FFEEIFITIRE0 - /RFT LB — Fecvcia_carp_ b, ‘BEEIE T K Hpccarddevs K
WRIA - YRt LIBE BrcMcIa_carD2FIPCMCIA_CARD2_D, HRFTREM “fFHZIARIA”

F1“ Mpecarddevs HEUS iy, [FIFTICECCISEAF BB A& 7 S 1A s 2 FHEIEA -

16.1.4 B ESLHE &
B, hT—AInEnE g, WA RS Bk, UINEERERAER . RN RES
(77 1 8 5 A BIIPC CardBiCERE, 34 Hidevinfo —v- VRATRESES|—LE bl R HO 7K 78 -

cbbl pnpinfo vendor=0x104c device=0xac5l subvendor=0x1265 subdevice=0x0300 class=0x060700 at
cardbusl
pccardl

unknown pnpinfo manufacturer=0x026f product=0x030c cisvendor="BUFFALO" cisproduct="WLIZ2-

VEREIH B—30 4 - & A o e S EECFID -« MicisvenderFcisproduct i CIS H (L A HIA A ™ 5y
FFFER -

HT A TE e e g, Rt E e eE@E TS E - AT RE, LEFRESEHHE
TR T - BATERIIME I NBUFFALO, TEEE—145%HET:

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)
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XEEREATRAT AT « AXNRER—IFE, EHRIMEELZW . HEATLZH:

/% BUFFALO x/

product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11Mbps WLAN
product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3_CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11Mbps CF WLAN

%ﬁﬂjgtﬁTQiﬁﬂpccarddevsppﬁﬁﬂw
product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ultra 802.11lb CF

BHAl, FE—NFINPPHREF Epccarddevs.h, FRFHXUIMRARFRIEIE P IRFET - IR
EHREF PR ENTZ B ATSE RN PR

# cd src/sys/dev/pccard
# make —-f Makefile.pccarddevs

—HSER TP TR, URELAT LA RSN RE P PN R T« X R — NI — T TR B4R A

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD (3COM, 3CRWE737A, 0),

PCMCIA_CARD (BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD (BUFFALO, WLI_CF_S11G, 0),
+ PCMCIA_CARD (BUFFALO, WLI_CF2_S11G, 0),

PCMCIA_CARD (TDK, LAK_CDO11wWL, 0),

{ NULL }
}i

ER, BREFPIMATIEES T+, EXERRERX 7 . NI LR+ -
—BARININ T 34T, WA LEFTR IR ERR, FEE TR TR - IR TR & HFaEL
B, BRI T - REATAE, BRI TR EAREHFRE— DN T « IR ERAARANZ
&, MLAVRATREMER 114, MNAERRES -

UA R — 1 FreeBSDYR U ficommitter, F HATH R B EAHIER TIE, WIRN HIEX L2 57
ZEIW R R L NITRIR P IRTEE SR - EE, 1RLHIR L pccarddevs UIFEIRH « SERUE, 1R
BT Epccarddevs .h FHREIEN A —IERIAHKIZEL (X2 N T HRIETHISFreeBSDSIRZE 2 B 15 I
HISCHEH) - BE, R EIEE TR IR -

16.1.5 /A H R H

R NEFAEHNL & BI% B B B1EE  BAEIEM . R ENTENPRIHRES, HHPREIBA XL
YEERTICE . IHEWRREZEARSER . BPRE, T HEELEM Spccardevs . hildiff, K IR
PHRT LB BT AE - B EE & HIFRME PR F N T BN . R ALES S, #FOEM9fES
HF, VEEHSREGEHENHHEEOEMI9 - FEACE NN M COEM9, N 1% 2| & FIOEMS: H HEE78
BT —1
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