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MUSCLECARD FRAMEWORK
Application Programming Interface

The MUSCLE Group

version 1.3.0

This document is provided on an AS-IS basis. Neither the authors nor members of the MUSCLE group are
responsible for any mishaps, misuse, or loss caused by the use of this document and specification. This
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This document describes the client side API fo

v ka h 'y | n o m m o ¢

David Corcoran <corcoran@linuxnet.com> Tommaso Cucinotta <cucinotta@sssup.it>




MUSCLECARD APPLICATION PROGRAMMING INTERFACE 3

MUSCLECARD FUNCTIONS

Functi on Nane Function Description
MSCLi st Tokens - List tokens avail able
MSCEst abl i shConnecti on - Connects to a token
MSCRel easeConnecti on - Rel eases a token
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MSCTokenConnection, *MSCLPTokenConnection
- This structure is used as a handle to all functions after a connection is made

to a token.
[
MSCUChar8 pMac - MAC cryptogram used for secure comm (RFU)
MSCULong32 macSize - Size of the cryptogram
MSCTokenInfo tokeninfo - Token information for a particular connection
]

MSCStatusinfo, *MSCLPStatusinfo
- This structure is returned from MSCGetStatus which contains status information
about the token. Capability information should be requested using
MSCGetCapabilities.
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MSCKeyPolicy, *MSCLPKeyPolicy
- This structure is used to both describe a key usage policy for a key.
[

MSCUShort16 cipherMode - Bitmask of usage modes for policy [
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NAME

MSCLi st Tokens — Lists tokens avail able on the system
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NANME
MSCWAI t For TokenEvent — Waits for a token event

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MSCWai t For TokenEvent (

MBCLPTokenl nf o t okenArray,
MSCULong32 arraySi ze,
MSCULong32 ti meout Val ue
)
PARAVETERS
t okenArray Array of token structures
arraySi ze Nunber of token structure in array
ti meout Val ue Timeout value in nmilliseconds
DESCRI PTI ON
This function waits (blocks) for an event to occur on a particul ar token
or tokens. The application nay either specify which events it is

interested in or it may choose to block for any event. Typical events
woul d include the insertion or renoval of a token into a particular slot.
A newWy inserted token woul d update the friendl ynane of the token if it
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pPar ans. pri vat eKeyPol i cy
pPar ans. publ i cKeyPol i cy

pPar ans. pri vat eKeyPol i cy. ci pherDirection
pPar ans. publ i cKeyPol i cy. ci pherDi recti on

MSC _KEYPOLI CY_DI R _SI GN Can be used for signing

MSC _KEYPQOLI CY_DI R _VERI FY Can be used for verification
MSC_KEYPOLI CY_DI R_ENCRYPT Can be used for encryption
MSC_KEYPOLI CY_DI R_DECRYPT Can be used for decryption

pPar ans. pri vat eKeyPol i cy. ci pher Mode
pPar ans. publ i cKeyPol i cy. ci pher Mbde

MSC_KEYPOLI CY_MODE_RSA NOPAD RSA can be used with no pad
MSC_KEYPOLI CY_MODE_RSA PAD PKCS1 RSA can be used with pkcs pad
MSC_KEYPOLI CY_MODE_DSA SHA DSA can be used with SHA

MSC_KEYPOLI CY_MODE DES CBC NOPAD DES can be used CBC nopad
MSC_KEYPOLI CY_MODE_DES ECBPAD DES can be used CBCECB nopad

pPar ans. keyGenQpt i ons
MSC_OPT_DEFAULT Use default options

pPar ans. pOpt Par ans
Reserved for futursed C (RFU)

pPar ans. opt Par ansSi ze
Reserved for futursed C (RFU)

RETURN H1. 796A78 T57 TDO Tc( )HL.RD( )TjTj /F2 1 Tf 0 -1.1078ef er MSCe previousl yTI Tin() Terr
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NANME
MBCEXxt Aut henti cate - Authenticate the host to the card.

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCExt Aut hent i cat e(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 keyNum
MSCUChar 8 ci pher Mode,
MBSCUChar 8 ci pherDirecti on,
MBSCPUChar 8 pDat a,
MBSCULong32 dat aSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
keyNum Key number for operation
ci pher Mode C pher nbde to use
ci pherDirection Direction of the cipher
pDat a Data presented to the card
dat aSi ze Si ze of pData
DESCRI PTI ON

This function authenticates the host to the card. Wen the host calls
a GetChallenge it can present this value back to the card ciphered with
a particular key. The card will use an internal key to deci pher the

data presented to the card andj Tterm ne whet her the host is validated.

ci pher Mode
MSC_MODE_RSA NO PAD Use RSA andj on't pad
MSC_MODE_DSA SHA Use DSA with SHA
MSC_MODE_DES CBC_NOPAD Use DES in CBC node
MSC_MODE _DES ECB NOPAD Use DES in ECB node

ci pherDirection
MSC DI R_SI GN Perform a signing operation
M5C_ DI R_VERI FY Verify a signature
MSC DI R_ENCRYPT Encrypt the data
MSC DI R_DECRYPT Decrypt the data

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MBCCryptlnit nyCrypt;
MBCUChar 8 seedDat a[ 20], randonDat a[ 20] ;
MSCUChar 8 ci pher Dat a[ 20] ;
MSCULong32 out Si ze;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MBC_SUCCESS) {
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NAVE

MSCLi st Keys - Lists the currently avail able keys

David Corcoran <corcoran@linuxnet.com>

Tommaso Cucinotta <cucinotta@sssup.it>










MUSCLECARD APPLICATION PROGRAMMING INTERFACE

38

David Corcoran <corcoran@linuxnet.com>









MUSCLECARD APPLICATION PROGRAMMING INTERFACE

41










MUSCLECARD APPLICATION PROGRAMMING INTERFACE

44

David Corcoran <corcoran@linuxnet.com>



MUSCLECARD APPLICATION PROGRAMMING INTERFACE 45

David Corcoran <corcoran@linuxnet.com>



MUSCLECARD APPLICATION PROGRAMMING INTERFACE 46

David Corcoran <corcoran@linuxnet.com>

Tommaso Cucinotta <cucinotta@sssup.it>













MUSCLECARD APPLICATION PROGRAMMING INTERFACE 50

NAVE

MSCGet Chal | enge - Retrieve a random nunber fromthe card
SYNOPSI S
#i ncl ude <nuncl ecard. h>

MSCGet Chal | enge(

MSCPUChar 8 pSeed,
PARAVETERS
pConnecti on Handl e to a previously connected session
pSeed Seed to inject into random al gorithm
randonDat aSi ze Amount of random data requested
DESCRI PTI ON

This function requests a random nunber fromthe card which can
be used for nany purposes including the verify an authentication

into pSeed. A seedSize of zero denotes no seed presented.
RETURN VALUES

Ref erence previously defined error codes.
EXAMPLES

rv = MSCLi st Tokens( MSC LI ST _KNOW, tokenList, & istSize );

SEE ALSO
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MSC_TAG_CAPABLE_PI N_M NSI ZE [1]

This tag returns the mni num nunber of characters which may be used
inapin. For exanple, a return of 4 means you may have a m ni num
pin size of 4 characters.

MSC_TAG_CAPABLE_PI N_MAXSI ZE [ 1]

This tag returns the maxi mum nunber of characters which nmay be used
inapin. For exanple, a return of 8 nmeans you nmay have a maxi num
pin size of 8 characters.

MSC_TAG_CAPABLE_PI N_CHARSET [ 4]

This Tag returns a bitnmask of the supported character set based on
the pin policy set in the token:

MSC_CAPABLE PIN A Z - Supports uppercase A-Z
MSC_CAPABLE PIN a_z -Supports | owercase a-z
MSC_CAPABLE PIN 0 9 - Supports nunbers 0-9
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