FreeBSD R 5i45 14 Fift

The FreeBSD Documentation Project

FreeBSD H 3 it &l



FreeBSD RS 45Ft

FHThe FreeBSD Documentation Project, FreeBSD H it |

HRR 72000 £E8 A

H AR 72005 12 A

RAY © 2000, 2001, 2002, 2003, 2004, 2005, 2006 The FreeBSD Documentation Project
WY © 2004, 2005, 2006 FreeBSD 314l

WAL (FreeBSDASUEETFM) o XAFMLENRHFZ ABRERE . FEZETLESH,
ARETRFFER - REHX NI HESGBH BRI, 184 (5% FreeBSD ST T RIBR #5115
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-doc) -

IR SRS A B D SR AR IRUAS AT M FreeBSD Web ¥ 5, (http://www.FreeBSD.org/index.html) 15,
FiFreeBSD A 303t H (http://www.FreeBSD.org.cn/) 4E3 158115745 7] LIFEFreeBSD A 303t &I TR FE Web i 5,
(http://cnsnap.cn.FreeBSD.org/zh_CN/) FlFreeBSD H 3 iK1 SCRY R R
(http://cnsnap.cn.FreeBSD.org/doc/zh_CN.GB2312/) 2b5k15, X —1EAR AT [/ Fub [R5 - tesh, EdmT e
JMFreeBSD FTP fiR45%% (ftp://ftp.FreeBSD.org/pub/FreeBSD/doc/) B AR 22 {5 140k 4.
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/mirrors-ftp.html) 15 £33 {7 R4 A &R H A A%
EAND P QRN 7 7= Wi RN

FreeBSD & FreeBSDZE & 2 VEM FIHT -

UNIX/ZOpen GroupfF: 3 [ F1H & [ ZX A F A7 -

Sun, Sun Microsystems, SunOS, Solaris, and JavaiZSun Microsystems, Inc. EEEMETEROHEIRaEM i .

Apple and QuickTime & Apple Computer, Inc. FIT ¥R, 7£3&EFH© EZKEM -

Macromedia and Flashs&Macromedia, Inc. 73 FEIF1/8 5 & FE 5K R FReEM & -

Microsoft, Windows, and Windows Media;&Microsoft Corporation 7E 3% [ F/5 H. & [ 5% f) i AR B M R %

PartitionMagic&PowerQuest Corporation?E 32 E Fl/2f H & B ZK M 7 -

VP28 R AN B T B A — SO AR B RSO IR ATR B L B O - AU H LY, N FreeBSD Project FTAIGRIIE IR, J5
TR L™ B ® B 5 RN -

HE AP ANERIEE T P RS E, AMERHRE T SHERIMKIE . 5RIUECRHA, MBI
SRS HE -

E R IR &R RTIR TS, RVFE 5 % 8 LARLS(SGML DocBook) B, “4Ri%” (SGML, HTML, PDF, PostScript, RTF %) 1451 &
BECRAERAITE R
1. f9> Z IR (SGML DocBook) L AIMEE AR B _ERMAE 7R ~ RS HHF R N IR AR HERIZIL
TS T17 -
2. B R FNAGE BN EEDTD - PDF - PostScript -~ RTF BiHEER), UHH FRMIE R« A%
BB N ARFENBEHRRNS 5 & S — RIS, DU .

FE: AV RHFREEBSD DOCUMENTATION PROJECT  “$#EIRG{E $242, FH7E I B R AR AT AT B R B RS
R, IR EANRR TR E T < WS B fRE AR R R - {EfAE SR, FREEBSD



DOCUMENTATION PROJECT AN B « [H#2 - (BIK « FEPR - ETTHER, BRI R (B EA R T
T B IRSS HSKNG  fHH « SRR & PR s g L) 75, TR W S BRI LMERE TS EN, T
R TR TEAR SO (5 A LA DA ART 77 2P AR 32 ~ TS SHEELE REBENUT (BB AT HE) Ty, B E D
EHE EZIK A RENE -

Redistribution and use in source (SGML DocBook) and ’compiled’ forms (SGML, HTML, PDF, PostScript, RTF and so forth) with or without

modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

FE%: THIS DOCUMENTATION IS PROVIDED BY THE FREEBSD DOCUMENTATION PROJECT "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE FREEBSD DOCUMENTATION PROJECT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY

WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

HEE: M\FreeBSD FlFreeBSD F X1 B'E /7 MUK EX B4 XX R PostScript® FIPDF %2 3044 A P4 ik ) HF S
&, HCRBHEIT & BB R AT CURARBNE) BAURM .

SCERARRAZALAS
RRAITAS (C) 1999 SURMBHSH & M in A PR A ]
BIB110E LK E R 1685 1114
BRUUFHUESS, PREERTERCR -
AT A AT LU 1 B 53 B SRR RSO B AR, BRI B -
IS
YR ZHU AR A A AR5 R E RO B - MR, RS BRNTITR S S — IR R 5 ErEZE, M
CRAATREAS B AR AEERY) , ST A ISR 545 B AT - S 5 R AR 14 -
RS
0. EX
RIFRFHR, [F8] B4 [URPLA L#R] - [SURPLAHE]  (BIG-518) #1 [SURMPLERA] - [SUMPLE |
(GBY) % TrueType P2, DUREMEHM = EMIZEFRNEY, BFENRFRER . FohRBINT - B . ZEFRAR,
5% {Eglyph table g — L3 -
[PL] &45 [Public License] (AARIZFD) -
TR ) PR e RIS B R R AT e & Z A -
(] RISHRAESEH - HHh - BRFEPA -



[BRFER] RISEAENEZMMRASGT, BEH . ERFRREGR TSR R0 AN, MIERNE . WREER, WXt
Tk 55 BB H -

1. B#kn%
WAL TS S 6 R AR O (ARPHICPL.TXT) ANAE, AT LLAEAR AT I (A T PR b 2 b 2 9 R AR B 7 S50 &
2. B

WM U &M, S AT RESARF RS H 5, AR ENFERE . FHRmDINT « i . ZEFRARK, o
F {Eglyph table IR —LEICF, FH ARIE DR S —&MHLE B I R 5 Z1ZEH) -

) B R MERGT U IR B B, R U AT B TS T %301 -

bYA= F AR A& T, B [ABER] ZESWEs, finmsdRATR s NEHIRGE, siEEEE
RIS AR b B AT ZAELD) -

OUNRIEEGT I F BRI BT ISR OB A &, AU BTG A — M AR 8 B 7 2T EN B R A B, 5S4 AR
RS B~ JCARGRAE R (B0 EAD AR RS ) | DURMER & AT LUKIE X e i R A RIS B, JF RS A& i 53
AP B EA -

I TLSRGE A TR MESGE FIVER  WRIE R ATHERE S ST 4 BAFRL, B AT LA AR ST A B Ve S, T2 4%
B AEDRWER RN, BRI REEFERERTZHS - Fib, (UFERETARFRZ HAbfERMARFE —RENCZ 85 &
BERIR—% ., RS EZE MR B S AT -
3. [@RERGAE

PRARMK AL B AHLE, BNETEEE S B0 FRNES B AFE . EMAREAMTRER - B FRiEs & ARFR
BE, BERZRB IS SRR AR At WEIRKIE A B BUE & H AR N, REAT5E 487 50k, HAR
BYEREE R
4. FE

RERET ARG, FTLLEEITE - R, WETMEMSERSEEH . B FRNES ZARFRZAF], mEER
FIRAI D, XEAT R RIEEATAIEN . Rb—EEH . B . BRNES A ARFR, BEREZ AR P M- 5&Hm%k
o
5. HEIEISEZAL

B Y EE AR TR, Wz F 5 IR S BUS IR X S F & ) < 2 R BUEMR FRIAIZAL . AR 7R
B 5% 2 AR S ATSR N EAB BRI, Gt 5 5 = ST A B ) 55 -
6. kA

FHRVEGEH « B ERERSEAEMERERN (RRTEFAY) RER, FmnTamsgstd OREEEBEH4 < el i)
P (&G FTih =i, BB ASHE BTN P IS - QSR AN B R R AR I P BT A2 1) S5 S B 5% S 55k 4y & B, T
FREARASANT] 53 B ARF AL N, R LR IrE B a s NG EBS Sl 5E , ERARNER T HS L ARFERE,
M — B TRV 2 0T BESR 7 R e Ak oy R AR L

WA G LA S AR R UL F T T IS0, Sei LR s AR BEE T, HE N EE A T H AR -

7. TR

T ARFRE RN, EEEAFREERN, RFECRRMH TR - BRIEAE I, RS EMIRAFERE [F
B AR AREEGE, RNEEVRERRR, AEERRTH SIS T E H R RER . B RAFR G REMPITH—3
FERGT AR o ISR FR MBI, SRR IR IRSS - BEMBIERTH -

8. IMEIRGEE KA

AR E R LB EE AR, EEMERT, ERAAS EH VG UES - BREES ZARFRE, A EFE A H
BB AATR (AR EARRTERME MRS RN, A FURmAm Kk, SeEg L) s B EEs: . mE. ©
SR~ BIR - FRIREUE TN R AT, RIS At A B AMZA5 K (AT REPERS TRANEI ST -



H %

L W%
1

7

8

1X

S BT RS PRIAZHTTHE L ettt e s e e s e e e e s seee e s esese e eeeseseeseneesene 1
Lo B ettt ettt et n et et er e enen e 1

L R ettt ettt ettt et r e enen e 1
1.3 BIOS POST .ottt e e e e s e e e e et e e e e e s e aee s eseesaeesesseseeseeseesesesesereenen 2
L 00t Ol T B oo e e et et e e sttt e et et a2t r et r e s e e s e et e et e et e erareaen 2
LS 00T 2B T B ettt ettt et et eer e eenas 3
LB TOAETTITBY ...ttt ee e ee e eees e seee e eeneseeeeeeas 5
L7 TRITZERITHEAE, oottt e s st e s e e 6
P BB oottt e ettt e e et et e e e e e ee e e e e e e ee e eereeeen 15
20l IMIUEEX et e e e e e ettt e e e e e e e e e e e e e e e et e e e e e e e e e e e e e e e et e e e aaaesaeeaeaateateaa—————— 15
2.2 B EE T R ettt ettt et e et e ettt e e er e 18
23 T R T B ettt ettt ettt ettt ettt ettt ettt et eeeeeeen 18
PAIZEIT B ettt ettt ettt ettt ettt et et ettt ee et et ettt e et et et e et e ee et en e enenes 19
3L R oottt ettt ettt ettt ettt et et a e et et e e ettt e ettt et et e eeeeeeeenns 19
3.2 KODJAT AETIRR oo 19
B3 A FKOD] cvoveoveeceeceeeeeeee et 19
AT 22235 ettt ettt ettt ettt ettt e ettt et e ettt e e eee e ereeeen 23
A1 JAUIITZREEETE oottt ettt e et et e et e e eee et e eee et s eeee e eeeeeeenennees 23
4.2 FRE TR ZEFR IR vttt e e et e e e ee e e e es e ee e eeeeeeeeeeeeen 28
SYSINTTHEZE ..ottt e et eee e e e et e e e e s e ee e eeeeeeeeeeeesaeeeeeseeseeseseeseseerenos 33
3 TR T ettt ettt ettt e et e ettt et e e et et e et ee e eeeeer e aeneraes 33
5.2 SY SINITIEYE oottt ettt e e s st e e ee e e eeeeeee s eseeseeseeeeseeseeseeeeeeeeeneeseeesens 33
5.3 S Y SINTT ..ot e e s e e s e see e seeees e eeeeees e eseeeeeeeesseeeeeeeeees 33
TrustedBSD MAC HEZE ...ttt e et e e s ee e s eseeseeee et s e seeeesasesessseeeseesseeseaes 36
6.1 MAC STRERRANTE BH .ot s et e e e e e e e s e seeses e s es e s e s eeeeseeeseeeeeerans 36
0.2 TR T AT ettt ettt ettt ettt s et e ettt e e eee e ee e 37
6.3 THEIZR ettt ettt e oot e e eeeeen 37
6.4 ZL A TRIETT IV oottt e e e et s e e et et eera 37
6.5 MAC HEZEATPIRZAR ZRZEFE oo e e e eeee e es e 37
6.6 MACTRBEIEIRAR ZRZERT ...ttt eet s ee e sees e ensens 42
6.7 MACTEBE A TT BB oot e e 43
6.8 NLFHTZA ZREER oot e e e e e eee e e eeeans 9
6.9 7N ettt ettt et et e et st ee e eeeer s 96
L PRI TE 2T ettt ettt e e e e eee e eraees 98
7 T N T B T U DAGE_ T ereeeeeeeeeeeeeeeeeee oot e e et e e et ettt et s e eaeee e seneneseneaeeeseaeseeeeeeresenens 98

2 Gi—BIRAFE B R VI OB JECE _teeiiitiiieeeeiieeeeeeeitreeeeeeetteeeeeeeteeeeeeetaeeeeeeeareeeeeeenraeeeeennnes 99

7.3 P N i) OUELEE oo s e er e 99
7.4 B%E‘Tﬁﬁivm_map_t PR HE=Y o N oo VA U UUUUPPRRN 99
7.5 KVIMAEBEBIEFE ..ottt ettt e et e e e e e e e s e ee e aes e eseeeeeeeeeeeeeneeeeeen 99
7.6 PHEEEIEeB S DI AL TN TE 2200 oottt ettt et e e s e e en e ene e eeeeen 100
SMPNG BT SUEY oot 101
Bl ZETL ettt ettt ettt ettt nenene 101
8 2 %ZIKIE 5 BIAIFEREEITR oottt ettt ettt eeean 101
D TR oottt ettt ettt ettt ettt et ee et e s e ereenees 102



A B B B B R oottt ettt ettt et e e eereneeen 105

8.5 SEIMUILIH <.ttt ettt ettt en et e s erenaenns 108

B0 FLTTTEII ..ottt 110

IR T 2 ettt ettt et e e ee et eere e 110

IL X & W EF 112
O R B FIeeB S D A d B R oottt ettt ettt ettt ettt ettt et e e ee e 113
0L BB T ettt ettt ettt ettt et e et et ettt et ettt ee et e etee et et et e e e et eneneees 113

0.2 B A PIAZHEIE T B KD oottt ettt et e et e en e ee e e 113

0.3 T R R B T R oottt ettt ettt ettt ettt et e et et ee e ee e eneeen 114

0 R B ettt ettt ettt ettt ettt ettt et e 115

0.5 B A8 (T T ) ettt 121

0.6 T B R B A T I R oottt ettt ettt ettt ettt er e r e 122

1O IS AT B T R T oottt et ettt et e e e et e et et e e e e e e ee e ee e en e eee e 123
LO.T IEIZR ettt ettt ettt ettt ettt et st ee et et er et ee e eee s 123

L0.2 ZEZRTB IR oottt ettt ettt ettt e et e e e e er e e et et et e eeaee e ereees 123

10.3 DEVICE_TEET oottt ettt ettt ettt e e ee e e r e eeeenean 125

10.4 BLE X5 BSIECE AR B FIERITEITT ©.oooeveeeeee s 125

0.5 BT ettt ettt ettt ettt et e e s et et s e r e e ere s 127

0.6 FEVZRPITFIIERT oottt e e e et e e s e s eseeeeeesees e s eeeeneeeeaeseeraereees 129

LO.7 DMA ettt ettt et e e et e ettt e e e e e e ee e r et et eneeeeee s ereees 135

10.8 XXX_ISA_PIODE ....cneeitenieiieitetceitett ettt sttt ettt ettt sttt et s bt et s bt e st e st e sbt e besbe e st e bt ebtebesbeenbesbeennens 137

TO.9 XXX _ISA_ALEACK coeiiiiieieeeeee ettt e e e e e e e e e e e e e e aaseeeeeeeeeesessssessasasasaasseeeeeeaeesessnnnns 142
TO.TO XXX_ISA_AETACK oottt e e et e e e e e a e e et eeeeeeseeesssssasaaaaaaeteeeeeeeeesesnnnns 145

TOTT XXX _ISA_SIULAOWI .ttt e e e e e e e e e e e ettt e et e eeeeseessssssasnsasassseeeeeeeeesesnnnns 145
O 000 o 4 Ls OSSR 146

Ll PO B ettt ettt ettt n et eeen et en e reeae 147
LLT BRI TEBE oottt ee e 147

L1 R R TR ettt ettt ettt n e een e 151

12 FB U IR T TS CSIFETIER oot ees e ee e 155
L2 BRI et 155

12.2 FBFHFETHZETE oottt een e eeeen s 155

123 BBTHD oot 171

28 A B ettt ettt et e e e e e e et e e e ee e ereeen 172

125 T ettt ettt ettt ettt ettt ettt e et et e et et e et et eu e et et eae e et eeeeneereeeeees 173

1206 T o T ettt ettt ettt ettt ettt ettt et et et e et e aene et eae e et et e e e eeeneneees 179

12,7 FBETARTE oottt ettt ettt et e et et e et et e et et eae et eeeeneen e neees 180

13 S BaR AR oottt ettt ettt e e e e e e e e e e et et et et et ettt e e e ea e e e nea e ee e e e et et et ee et e enenenenaes 181
3L T80 ettt ettt ettt ettt ettt a ettt ettt e et et e et et aea et et eae e et e e eeneneees 181

132 T T B oottt ettt ettt ettt ettt ettt e et et ettt ettt neereneees 181

13,3 US BB B oottt ettt ettt e et et e et eeeee e s e et e et e ee e eeeeeean 183

134 BB FITRIUTTIIETE oottt ettt e et e e e eeee st s e ees e eeeeeseeeeeeeeeeeneen 185

13.5 US BB AR BT B JE oottt e e e s eeee e eeeeeeeseeeeeraereees 185

T4 INEWDUS .ottt ettt ettt e ettt et e e e e e e e s e s e e s e s s s aaaeeeeeeeaeeeesesaesess i aaaaeeeeeeeeseeeesessasennsnanans 187
T4 1 BB IRBIITRITT oottt ettt e ettt e s s eeseeeee e e e es e eeeeeereeeneen 187

14.2 NEWDUSTIE BT ..ottt e et e e eeeseseeseseeseeseeeeseesseeeeraeeeeen 187

T4.3 INEWDUS AP ...ttt e e et ee e se et e e see e s et seeesesee e seseseeseeseeeeeseeeseeseeeeessaees 189

15 T T T R oottt ettt ettt ettt ettt et ettt et e e eeer e 191

Vi



132 A ettt ettt ettt e e eeeen e neees 191

L5 3 TR, TEFEES ettt 191

L5 BT ettt e e eraees 192

16 PC CALA 1ot e e e e e e ee e e s e eeee s eee et e e eee e eer e 198

L. L B I EB R ettt e et e e en e 198

IIL. Bff 3% 202
BEZETE ] ettt ettt ettt ettt ettt et et et e e e ee e et e eet e e et e et eeeeteeenees 203

Vii



RITE R
2L IMIUEEX TR et et et ettt ettt eeeae et eseneaeseses e e e e e e et et et et et st ettt e s e eeaeaeae e enenereneaeeeeeeeerenenene 16
22 FEFEE TREITIUTZ oottt 18

viii






Rk
E

7|-FL TG AR

ZF5: Sergey Lyubka. Bl/%: intron@intron.ac.

1.1 #fiR

X —FEN G S R RSV SRR - X R A T BIOS([E {4)POST, B — 1 P i g
L. BT RSB SRVIZ B SEESEMHERP) - 2 REER, X EHIA-32(Intel Architecture 32bit)4%
FVERFIF

1.2 &%
— & i51TFreeBSDIVITEAE ZF51 57715 X BT EHPFREFEIE, W@ WL THIERSH
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e BIOS POST

. bootOﬁﬁE&

° bootZKﬁEQ

o loaderfM B

NAZ R

boot 0Flboot 2f Bx 7E F Moot (8) F ##7 N bootstrap stages 1 and 2, ZFreeBSDHI3[ B 5| S 2K
1. B —NEEESMEHENERENERRE L, (RATUSE NRAG XL . FHEEERNER
N2 ] BERENLAR FIAS R T A — L2 X A1

MR AL BIOS([E )i &,
Fl FreeBSD boot0

F2 BSD

F5 Disk 2

>>FreeBSD/1386 BOOT boot2a
Default: 1l:ad(1l,a)/boot/loader

boot:



FlE FIFLESHETEL

BTX loader 1.0 BTX version is 1.01 loader

BIOS drive A: is diskO

BIOS drive C: is diskl

BIOS 639kB/64512kB available memory

FreeBSD/1386 bootstrap loader, Revision 0.8

Console internal video/keyboard

(jkh@bento.freebsd.org, Mon Nov 20 11:41:23 GMT 2000)

/kernel text=0x1234 data=0x2345 syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any other key for command prompt

Booting [kernel] in 9 seconds..._

Copyright (c) 1992-2002 The FreeBSD ProjectVﬂEz
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.
FreeBSD 4.6-RC #0: Sat May 4 22:49:02 GMT 2002
devnull@kukas:/usr/obj/usr/src/sys/DEVNULL
Timecounter "i8254" frequency 1193182 Hz

RIE: a. XA (A Epoot oft BUM IR B E R GG 1 (M L T — B 4 B

1.3 BIOS POST

HPCINFLE, ALPESIHIF A PO LR EH - X F AT, Lt Fian32iL
{HOXEFFF0 - THTEE2F a8 16 MBS E TR SRS o cr1, —P320LERIF A28, ENIEEIRHE
# N0 - crlHIPE(Protected Enabled, (RIFIEZFERE) A FIRFR/R AL EH AT IR IF RGO S IR AR -
AT REIFNZA AN, BRI R U 5] AR, Sebbibht S Y B IE R R A -

{EOXSEfORS /N T 4G, KT BN AGTF TN, XAS & — ME At - T ENLE
FFXAHEFEFR A BIOS A Bk

BIOS#  ~Basic Input Output System (= A&H AHiH R25%) - AEEWR L, EHELE— NN EER /D
HIL7 %5 (Read-Only Memory, ROM) - BIOSE & &ML ERE L E HIRRZFIRE - BiXE, HIRE
SeAR 1A B I BIOS T8 &% A OX PO - 18 B X My B A& —FBki%+8<4 ., F8RBIOSHIPOSTHIFE -
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MEECPUREB WA ST ENL . X— BT E - 1TEEDE, MEWEs 1§ - WAEEBIOSH
AT TS Sk - RTINS - eI shar - S EE55 .
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SCRFENIE S N — EEHGEE ReH I BETE - 05 E S EARINE, 15HX, F— 1 BXEE - 1R
NOF GRS, T XM S) BERFRIER, & XHIR A E5IFIER Master Boot Record, MBR) -
F—T R AR -

1.4 boot O/ B

EFATE — T 30 /poot /boot 0 o IXFE—MUS12F T/ N « AN FFEFreeBSD 725 1 F2 ARk
£ “bootmanager” , X ICHEFINE RS AEEMBR
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WIHTPTA, INT 0x19752FEHMBR, HitEpoot oINS, ZENFEHITI0x7c00 . FHEIL
ﬁ:sys /boot /1386/boot0/boot0.s, A IFEAEXBHIAAE T 4- i X25| 5B, —BHRobert
Nordier 5 5 #14 NAEHIAFEFF 7 B -
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T MBS . voot 0FETI R ENE:

e 8

o PRCIEFHIS NG|, HERRLARIHI AT 5] S AR
o ICHEARVGERERI > [X LA N IR SR B T
o WHUETHXIFE—PEX, HBEITZ
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1.5 boot 2T B¢
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BRILZ AN, boot2ih A $E/RH AT, loaderr] N EEHIE - REHTT - 5 [XEEH .

boot 2 B I RFR BT 7
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sys/boot/i386/boot2/Makefile

boot2: boot2.1ldr boot2.bin ${BTX}/btx/btx

btxld -v -E ${ORG2} —-f bin -b ${BTX}/btx/btx -1 boot2.ldr \
-0 boot2.1d -P 1 boot2.bin

“MMakefile A 7 2% BAbtx1d(8) i FH 88122 — IS « BTXE ARG 3Y FE23(BooT eXtender) & 25 FE
F#R jjg)ﬂ(chent) RIS . HE5E P EFHEEREN BRI . Frllocot2@— BTXE T, f#
H?JBTXM LA ARSS -

T Ebtxld25EHes, R R —E - bx1d(8)FId(1) B X A1l R > B bR S
%um— BhAHER: B rTHUT SO, Tibtxdd N —4 BAR U SBTXEEE R, P AEEE TIES X E
TRE A HIARAES, ISR S .

poot ORUTERER ZEBTXHIA M A« 5, BTXRALHSTIHE RN, HiES DR BRI, RE
FRZE R« XIS

o [EII8086MEF . XEIREBTXZBEIUS0S6IIEMAETF - L84, Wipushf, popf, cli, sti, if, AT
WH -

o BN HWTHEIATF % (Interrupt Descriptor Table, IDT), {HA5 BT H QIR {4 b o] # 5&4 FIBIOSTE P AL BE - 57
FlT0x30, XERGHHRKM -

e MM ARG EHexecexit FIE XN T:

sys/boot/1386/btx/1lib/btxsys.s:

.set INT_SYS,0x30 # HMWi&

#

# System call: exit

#

__exit: xorl %eax, %eax # BTXZRZFH0Ox0
int S$INT_SYS #

#

# System call: exec

#

__exec: movl $0x1,%eax # BTXRZFHOx1
int S$INT_SYS #

BTXE 4 /A1 32 (Global Descriptor Table, GDT):

sys/boot/1386/btx/btx/btx.s:

gdt: .word 0x0,0x0,0x0,0x0 # KAZHAO
.word Oxffff,0x0,0x%9a00,0xcf # SEL_SCODE
.word Oxffff,0x0,0x9200,0xcf # SEL_SDATA
.word Oxffff,0x0,0x%9a00,0x0 # SEL_RCODE
.word Oxffff,0x0,0x9200,0x0 # SEL_RDATA
.word Oxffff,MEM_USR, 0xfa00, Oxcf# SEL_UCODE
.word Oxffff,MEM_USR, 0xf200, Oxcf# SEL_UDATA
.word _TSSLM,MEM_TSS,0x8900,0x0 # SEL_TSS

& IS FIERE L T HEHEMEM_USR(0xa000), #6555 (selector) SEL_UCODEFS ] % /= A B -
FEFFSEL_UCODE #1858 3 iR FF AR (Descriptor Privilege Level, DPL), X2 (EMAR - HZINT 0x30
RAPIMNEEFFET A — 1 EE, X1BREREFFSEL_SCODE (supervisor code) HE & & H MR - 1E40
RS SLIDT (P W A A 20 IS FE AT ARV EBL L

mov $SEL_SCODE, $dh # Bk
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init.2: shr %bx # JEGHEXDHIE?

jnc init.3 # &

mov %ax, (5di) # WEUHEBEFIREZE
mov %dh, 0x2 (%di) # WHECHEEFEER
mov %dl,0x5(%di) # ¥E P:DPL:type
add $0x4,%ax # F—7TFHELEES

FRLL, HEPRA_ exec OB, RIZRH L mBRHUT o X815 NAZ AT UELUR I B IR 4514
N4> T15R (page tables) ~ 2 AfHATFR(GDT) - FWHIHATFRADT)E -

boot2 X T —MHEEMEIELEN: struct bootinfo. X4 Hboot2 WAL, RIGHIERIE
Fllloader, ZJ5 WAL o XAEBIER ST H Hboot 2% €, HAR M HloaderlZiE » iX M5 HIE B
FAENZ 4 ~ BIOSHRAEATRE LA H/M 5/ XA B 15 8. - BIOSTRHLHI5 | Sk & M shas g s, v Y
PIENF R, envp TREFGAEFEEH S - E AN

/usr/include/machine/bootinfo.h

struct bootinfo {

u_int32_t bi_version;

u_int32_t bi_kernelname; /+ HA—1TFTERR * */
u_int32_t bi_nfs_diskless; /* struct nfs_diskless * x/
/x ULEREET «/

#define bi_endcommon bi_n_bios_used
u_int32_t bi_n_bios_used;

u_int32_t bi_bios_geom|[N_BIOS_GEOM];
u_int32_t bi_size;

u_int8_t bi_memsizes_valid;

u_int8_t bi_bios_dev; /* F|FIXEMIBIOSHTITIRT */
u_int8_t bi_pad[2];

u_int32_t bi_basemem;

u_int32_t bi_extmem;

u_int32_t bi_symtab; /* struct symtab * */
u_int32_t bi_esymtab; /* struct symtab * */
/+ LARI B & Hboot Loader gt «/

u_int32_t bi_kernend; /+ PWEZEIEKGG «/
u_int32_t bi_envp; /% REE «/

u_int32_t bi_modulep; /x TEZEFAEIL «/

}i

boot2 HEA—MENRERHAFREA, REMAHLIcad ) « WRAFNUEMEIA, BB E
Z?:?EE, load() 3{%%%?‘2@%%\jﬂq‘(/boot/loader)o @%ﬁino_t lookup (char *filename)ﬂeﬂint
xfsread(ino_t inode, void xbuf, size_t nbyte) ﬁﬁﬂ%ﬁﬁiﬁﬁ\]ﬁ@)\mﬁo /boot/loader%*
DELFREE i 30, N B LI AL T a.outhg 2 Al st ruct execfEM - 1oad () H
f#loaderAJELFLES, 2E#i/boot /1oader ZNFE, REHEZAOHITZ

sys/boot/1386/boot2/boot2.c:
__exec((caddr_t)addr, RB_BOOTINFO | (opts & RBX_MASK),
MAKEBOOTDEV (dev_maj[dsk.type], 0, dsk.slice, dsk.unit, dsk.part),
0, 0, 0, VTOP (&bootinfo));
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1.6 loaderfi Bt

loadertt & — 1BTX &/, fEXBEAMEFER . ©F —HNELHEAFHHoader(8) . HIMike Smith 5 -
Heloader ¥ i Z FOBTX FINLHE E L E I E 187 -

loader FEZAESS R TN . HARBERANTE, Bl#loaderfH:

sys/boot/common/boot.c:
/* Mloader THHMNZ TP exectEF +/

module_formats [km—->m_loader]->1_exec (km) ;

1.7 NERIIR 1L
loader lE SR ELUE? FVALAMRAMOA O - LERITRE — PRI

sys/conf/Makefile.1386:

1d -elf -Bdynamic -T /usr/src/sys/conf/ldscript.i386 -export-dynamic \
—-dynamic-linker /red/herring -o kernel -X locore.o \

<lots of kernel .o files>

EX—ITHE— S EBEARE . B9, WE— D ELFSIASEER: —3tH S0, nl&shSaEes s
ﬁ%/red/herring, — DEFE RIS . HIR, %i‘*wijt##sys/conf/ldscript.i386, Al LU B R RIFE AN
RNARETTE — 5% o RSP LT, 7586

sys/conf/ldscript.i386:
ENTRY (btext)

FORNZEIA L SRR btext” « X5 ELocore.s FE L

sys/1386/1386/1locore.s:
.text
/****‘k‘k****‘k*****‘k‘k***************‘k‘k***‘k*‘k****‘k************************
*
* This is where the bootblocks start us, set the ball rolling...
* AM
*/
NON_GPROF_ENTRY (btext)

B SR A 7 SR EFLAGS X8 — 1 UE SLHI{E0X00000002, X JE WITRILETE B & 1 an

sys/1386/1386/1locore.s

/+ ANEM(EBIOSHA HAYEFLAGSTH */
pushl $PSL_KERNEL

popfl

/ *
*» ANEMEBIOSAH IS Es - %gsﬂac MHES S IREFIXENScs ~ $ds~ %es-~ 3ssfH
*/

mov %ds, %ax

mov %ax, %fs

mov %ax, %gs
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bteXtUﬁ/EHWﬂﬁirecover_bootinfo (), identify_cpu(),create_pagetables() o ﬁ%fﬁﬁ%‘lﬂﬁf

fFlocore.sZH o XLEFIFERITHRELN T

recover_bootinfo J\X/[\WWF%@VFEEE%]%%%?1?%2@]7\17]%5/‘]72‘@ ° %[—E’J‘W
A3 Hloader5 | S ANRIATA), M NHEE S
S5 T/ RN XPTRBERESI S, HF
3{%7'?;::7]:@struct bootinfo ﬁﬁ%§W1‘ZWT¥ °

identify_cpu XA EREUIMICPURTY , R RAF AL & _cpuH -

create_pagetables izﬁ\B@éﬁﬂﬂﬁiﬁi%%%EVﬁtiVﬁi?%%ﬁﬂlﬁ%ﬁé%@ﬂ**ﬁ%%%
A, HEE—-ENE

TN —F & B VMEWECPUE X1 THEE):

testl $CPUID_VME, R (_cpu_feature)
jz 1f

movl %créd, %eax

orl $SCR4_VME, %eax

movl %eax, %cr4

IRIE . JATho T

/* Now enable paging =/

movl R(_Id1lePTD), %eax

movl %eax,%cr3 /x load ptd addr into mmu x/
movl %cr0,%eax /+ get control word x/

orl S$CRO_PE|CRO_PG, %eax /* enable paging =*/
movl %$eax,%cr0 /* and let’s page NOW! =/

BT TR AR, FICrSEHE Tk 77 sFERI KA - B/ =17 1UHE PR B 2 R U s -

pushl $begin /% jump to high virtualized address =/
ret

/« PFEEBMR ZKERNBASE, APERBIERKNEHEEREEEMAD «/

begin:

MEinit3se ) BIAH; FESEURHRERE— R, BRAE - 1ZHYET - BEEH
fTmi_startup () - init386&— TS5 RGUMHRIIVIAEREL, ni_startup () & TS RGETCRAIR
(TS mi_’ #7RMachine Independent, AMEFITHLER) - KA E Mni_startup () BiRE;, X EEL
&, WSERGE]| S

sys/1386/1386/locore.s:

movl physfree, %esi

pushl %esi /* 1%£%init386 () KIHE—1SEL «/

call _init386 /» WE386HNAHZIENUNIXKIIE +/

call _mi_startup /+* BB, R RS, & «/
hit /+ AEREZLXE! «/
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1.7.1 init386()

init386()fESL%ESyS/i386/1386/machdep.cq“, EEFIntel 386,05 AT IR IR - loader 2
FrCPUTIH R R o loader AR T I FHIESS -

FEE: B ES"BESHEE 55 HNMLAHITING . (ESZIRIR] IR, XRH &R RS
BA T LEEM . X TFintel 80x861L55RIMIA, ¥ W Intel’AF] 52 T80386 CPU KL MRI¥TE, BIEEEEX
2B BIE (http://www.lib.tsinghua.edu.cn/) TEFBGLR H A "80386"/Eh KR T S B R LM T E T E -

FEXMES T, NS TR . ENEEARAET, HoR S R SE A — AR5 & TIE—
F I H:

o WAL AT REES R, XUSHHE SRF LK
o HEFEGDT(ER/HIRTTE)
o MEFIDT(FFIWTHHATF )
o VB RGIERIG
o VIR DDB(NZHIAIFIHAS), WREHIRIEANZE)IE
o WA WTSSUESSIREE)
o HEELDTURFRMIATTR)
o EprocO(05#AE, BIPAZH)HAR) HIpcb(H R HIER)
init386 () HAEVIIB WAL AT SEL, XESHHG]I SR . SEIREIEFEH (environment
pointer, envp) VA, B A init_paraml () - envpfgEF 2 HloaderF il £ #boot infoH:

sys/1386/1386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

/« FREHEEATT I, hz5 «/

init_paraml();

init_paraml()iESL%Esys/kern/subr_param.Cziqj° £Z4\§t##ﬂi%§*gﬁﬁsyscﬂﬁﬂ, iﬁ%ﬁﬁﬁ4\gﬁ
iﬁ, init_paraml()%Dinit_paramZ()o iz%ﬁﬁ\gﬁiﬁﬁkinit386()Epyﬁﬁﬁt

sys/kern/subr_param.c
hz = HZ;
TUNABLE_INT FETCH("kern.hz", &hz);

TUNABLE_<typename>_FETCHF R B EA 5% 45 & H(H:

/usr/src/sys/sys/kernel.h
#define TUNABLE_INT_FETCH (path, wvar) getenv_int ((path), (var))

SySCﬂkern.hzf%}%éﬁﬁﬁ%*iﬁggo Gl izggsyscﬂﬁﬁﬁﬁinit_paraml()t%ﬁg:kern.maxswzone,
kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz, kern.dflssiz, kern.maxssiz,

kern.sgrowsize

IRIGinit386 () MR HFIATFE (Global Descriptors Table, GDT) - Ex86 LB MESEEITAEH R
R ZS A B X2 B B RS & RO TR E - 250, MR EEAEBHITHIES
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TECS:EIP, JRAIXSEIES MRt 2 BB ttCS” + BIP- N T #f#, Btis TR
Hto, KIETHRBRAGTFETT o FTLL, X MIlFH, FeL MBI hE E2EIPAOE - B3 f7es,

ézgcs\ Dsj%x\%iﬁ'ﬁ%ﬁ, Al 2 RiRfF £ PRSI CERFAUL, R IEEFETREER, MaEgEar+
JINDEXER43) -

FEETE: ¥ 180386, LEAFH160L, INDEXHE! 2 H A= 1341 -
FreeBSDI 4 R i 75 0 151 CPUIR 2% 15 L 4F:

sys/1386/1386/machdep.c:
union descriptor gdt [NGDT » MAXCPU]; /» ZRHRFTE ~/

sys/1386/include/segments.h:

/ %

« AT (GpT) FHIALD

*/

#define GNULL_SEL 0 /+ ZSHHREF «/

#define GCODE_SEL 1 /+ WHEMIBHHALF «/

#define GDATA_SEL 2 /« WHEIEHIARFT «/

#define GPRIV_SEL 3 /» NWFREALFH (smp) BOCFHEBTHEIE «/

#define GPROCO_SEL 4 /* Task state process slot zero and up, TSRS «/
#define GLDT_SEL 5 /+ S MHEMFETHERTER «/

#define GUSERLDT_SEL 6 /+ A/ HENHIREMATTE «/

#define GTGATE_SEL 7 /« MHREELEUIHEO «/

#define GBIOSLOWMEM_SEL 8 /«+ BIOSIRMGHNEIAM (LALEXHESMAL) «/
#define GPANIC_SEL 9 /+ &SHERLZREFILTIEMMESRE «/
#define GBIOSCODE32_SEL 10 /+ BIOSHEM (320fUAE) «/

#define GBIOSCODE16_SEL 11 /+ BIOSHEM (16ff0F%) «/

#define GBIOSDATA_SEL 12 /» BIOSEMD (BE) »/

#define GBIOSUTIL_SEL 13 /+ BIOSHEO (LE) «/

2,

#define GBIOSARGS_SEL 14 /x BIOSEO (HZ&E, %) «/

THIER, X LHdefinesFAREFAT AL, MHEEFFHINDEXEL, B ENERERHEATT RS
5[ N, WU %R AT (GCODE_SEL)FI{E 0x08 -

TR WA WA 2 (Interrupt Descriptor Table, IDT)  3X 7K F7E & A B0 Sl A {4 HH 7 Asf 23 4 4k
HERGIH - G, SUTARGURAR, HPANAREFRZINT 0x80 FRL o iX&— MY, AHEH RG]
ggéij%)%‘;%ﬁﬁﬁ%%qjﬁ&ﬁ%o XMCFARFALFLX A FPWTEOFIE . X MFERBE T, RN
/\/)biﬂ ) I:I °

BHLE: Intel 8038637 “VHMIT" , ATLLGES M AR Hillid —Fkcallf§ < Wil A I BIRE - AT
FEFreeBSDH AR X LA, VR Ry (3 FH B Wi B 1 T S 2R sh B HOIRRATE - A3 oMEH — BT B4
4b: AEPTELnuXET, 2383 FreeBSDINIZANSTRF AT SO JERBIE R RGOS, WA & ER—LHEER,
XEEREFREBRELEIT, MARERIERITREF Z BRI A (g R ot I o shAS8EE R AN SRR B AT -

HRIT IR T R B 2 AT LI 256 (0x100)55105K - %S ECNIDTSRID K BN 748 FITFATT 32, 1X
BENIDT=256, & AKH:

sys/1386/1386/machdep.c:
static struct gate_descriptor idtO[NIDT];
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struct gate_descriptor xidt = &idt0[0]; /«* WA TR «/

BAPWEHPOLE — S ER PR ERER - RGUAAKAINT oxsot At

sys/1386/1386/machdep.c:
setidt (0x80, &IDTVEC (int0Ox80_syscall),
SDT_SYS386TGT, SEL_UPL, GSEL(GCODE_SEL, SEL_KPL));

Eﬁkiiﬂ‘*/\ﬁﬁfhfpfﬂﬁffuTE/\INT OXSOT BT éé/\dbﬁﬁ?k%l$ fg 43 a& Xint0x80_syscall,
AR EAENAZ IS B R, R VR B AR AT -

IRFG . 1EH| & FIDDBOAIHEH WA 1L

sys/1386/1386/machdep.c:

cninit ();

/* LIRS ATRER AR E L= pDBI# BT

#ifdef DDB

kdb_init () ;

if (boothowto & RB_KDB)

Debugger ("Boot flags requested debugger");
#endif

SRS B(TSS) & 73— 1 x86 R I IV EUIRASHY « = A EARFIIHAS, EFIRE B AL 77
LSS E L. -

JRERTEIA T R (LDT) TR A AR - REUE T LRSS, fRAR/EHATER, ENER
GUERR A AR - PR AT

/usr/include/machine/segments.h

#define LSYSSCALLS_SEL 0 /% Intel BCSHEHIZERAT +/

#define LSYSS5SIGR_SEL 1

#define L43BSDCALLS_SEL 2 /x MJC =/

#define LUCODE_SEL 3

#define LSOL26CALLS_SEL 4 /* Solaris >=2.6MALKFEHARXO «/
#define LUDATA_SEL 5

/+ separate stack, es,fs,gs sels ? SRR es~ £s- gsﬁﬁf%ﬁ?? %/
/+ #define LPOSIXCALLS_SEL 5%/ /% notyet, W «/

#define LBSDICALLS_SEL 16 /+ BSDI system call gate, BSDIRZAMKXH «/
#define NLDT (LBSDICALLS_SEL + 1)

IRJE, procO(OS AR, RIPNAZET AL B3R ) B3 RE 2 il 3R (Process Control Block) (st ruct pcb) 45 THHH]
TR - procOZ— " struct proc &4, WA T — N HE . NWIZEITH, LHBRERFE, LLXA4
FENE i E LN 2R &:

sys/kern/kern_init.c:
struct proc procO;

ZEM st ruct pcbIEme i$ﬁﬂﬁ‘*ﬁ5 ?Zﬁij%E/usr/include/machine/pcb.hz:qj, VQ€?%+
XTi386hE (45 T H G R, ﬁﬂ%ﬁ%%ﬁ’]ﬁ o

10
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1.7.2mi_startup()
X EEHERHEF B, HITE RGBSR, REZ M HAS NSRBI D!

sys/kern/init_main.c:
for (sipp = sysinit; =xsipp; sipp++) {

V-

[+ VAFMREL +/

(* ((xsipp) ->func)) ((*sipp) ->udata);
[x ... B L. %/

}

EsysinitlEZ2R O 427 (FreeBSDIF & & FM) HHEFTEE, FolEAXEifig— N HAHREHE .

R
B RGATIE NS G (sysinithf G383 P H ZZ 8 SL - i3 A1 lannounce sysinithf G A H] X RITE
WAE B

sys/kern/init_main.c:

static void

print_caddr_t (void *data __unused)

{

printf ("%$s", (char =x)data);

}

SYSINIT (announce, SI_SUB_COPYRIGHT, SI_ORDER_FIRST, print_caddr_t, copyright)

XR R T RGEFRIREST_SUB_COPYRIGHT(0x0800001), H{C{E M 4FHE
7ESI_SUB_CONSOLE(0x0800000)/5 i - AT LA, KRAE BIFEEHI S0 Z G B R B AOFTEN % -

WHEANE —F FEsysiniT () BIRM T L4 BRI C_SYSINIT() « ZEc_SYSINIT () R B —
MRS struct sysinit . G B ABEBEIEH T 5 — 1 7DATA_SET:

/usr/include/sys/kernel.h:
#define C_SYSINIT (uniquifier, subsystem, order, func, ident) \
static struct sysinit uniquifier ## _sys_init = { \ subsystem, \
order, \ func, \ ident \ }; \ DATA_SET(sysinit_set,uniquifier ##
_sys_init);

#define SYSINIT (uniquifier, subsystem, order, func, ident) \
C_SYSINIT (uniquifier, subsystem, order, \
(sysinit_cfunc_t) (sysinit_nfunc_t) func, (void =) ident)

ZEDATA_SET () JETFMAKE_SET (), ZEMAKE_SET () T8 IAIFTE RS HsysinitZ 14

/usr/include/linker_set.h
#define MAKE_SET (set, sym) \

static void const % const __set_##set##_sym_##sym = &sym; \
_ _asm(".section .set." #set ",\"aw\""); \
__asm(".long " #sym); \

__asm(".previous")

#endif

#define TEXT_SET (set, sym) MAKE_SET (set, sym)
#define DATA_SET (set, sym) MAKE_SET (set, sym)

11
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EIEFATHIFITH, S ZRRITERE, FarEwn AR

static struct sysinit announce_sys_init = {
SI_SUB_COPYRIGHT,

SI_ORDER_FIRST,

(sysinit_cfunc_t) (sysinit_nfunc_t) print_caddr_t,
(void *) copyright

}i

static void const xconst __set_sysinit_set_sym_announce_sys_init =
&announce_sys_init;

__asm(".section .set.sysinit_set" ",\"aw\"");

__asm(".long " "announce_sys_init");

__asm(".previous");

F—"__asn¥G R TENZL FTHUT SO H 38 37— N ELFT (section) « 13X A& A 7E NAZ BERE OB 8 o 53X —RF
P2 N . set.sysinit_set » X—THINE R — 1321 {Hannounce_sys_initA5 8 Fihl, XS IERSE
ZA__asnfG L FTE X o EEA__asndBPRMCTT ISR - SRR E & AR BT E SOER], TR
BB 20MEV R HEE N AR B, XA i 7 — 1 3200 R FH 4 -

Fobjdump%%E — NN SIS, W RSEEE R EA X 2 LN/

% objdump -h /kernel
7 .set.cons_set 00000014 c03164c0 <c03164c0 002154c0 2%%2
CONTENTS, ALLOC, LOAD, DATA
8 .set.kbddriver_set 00000010 <c03164d4 c03164d4 002154d4 2xx%2
CONTENTS, ALLOC, LOAD, DATA
9 .set.scrndr_set 00000024 c03164ed4 c03164ed 002154ed 2x%*2
CONTENTS, ALLOC, LOAD, DATA
10 .set.scterm_set 0000000c c0316508 c0316508 00215508 2x=x2
CONTENTS, ALLOC, LOAD, DATA
11 .set.sysctl_set 0000097c c0316514 c0316514 00215514 2%x%2
CONTENTS, ALLOC, LOAD, DATA
12 .set.sysinit_set 00000664 c0316e90 c0316e90 00215e90 2x%2
CONTENTS, ALLOC, LOAD, DATA

X —BHE B R RF AT set.sysinit_setH0x664F T IR/, FTLLox664/sizeot (void «) [ sysinith] G
GRiddt TR . HET, W.set.sysctl_set RANHEHHENES -
ﬁﬁfiiﬁ}i**ﬁ\géﬂﬁﬂﬂstruct linker_setﬁ@ggﬁi; ﬁ?.set.sysinit_set4%%§ “qﬁﬁg” @U%Bﬁ\ggﬁigi

sys/kern/init_main.c:
extern struct linker_set sysinit_set; /x XXX */

struct linker set EXUIF

/usr/include/linker_set.h:
struct linker_set {
int 1ls_length;
void xls_items[1]; /* ls_lengthMAJEH, DINULLEGRE «/
}i

12
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B b LR, FCIES M Hlinker_setRFEIAELFT -
T Esysinith R AVEE, 55 T2 — DINULLSS B RUECH, EUE A B35 m ARLE T G O Fa%T -

[EIENmi_startup () KU1, FATEE T sysinithf RE A BAFEARR o K¥ni_startup () RKFEA]
7, HRAE IS &E—PRRERGOHE S

/usr/include/sys/kernel.h:

enum sysinit_sub_id {

SI_SUB_DUMMY = 0x0000000, /+ AHEHUT, {UHLEEEEZSMFH «/
SI_SUB_DONE = 0x0000001, /» CH#bHE«/

SI_SUB_CONSOLE = 0x0800000, /x JE#I&«/
SI_SUB_COPYRIGHT = 0x0800001, /+ HE(EHEHIGHINS «/

SI_SUB_RUN_SCHEDULER = Oxfffffff /» VAER: MRE «/
}i

%éﬁﬂﬁg%ﬁsysmitﬁr%%ﬂﬁyﬁ:sys /vm/vm_glue.cH, X PNXIREIAL EEscheduler () o XK
LR ERANTERIEIR, B R RI T HEMA(PID) oA R swapperi A2 o Fij T2 2! ) procO%E 14 1E 2 F 5k
IR IX P HRE -

F— P AR Zinit, Hsysinittf$inic#7:

sys/kern/init_main.c:

static void

create_init (const void xudata __ unused)

{

int error;

int s;

s = splhigh();

error = forkl (&procO, RFFDG | RFPROC, &initproc);
if (error)

panic ("cannot fork init: %d\n", error);
initproc->p_flag |= P_INMEM | P_SYSTEM;
cpu_set_fork_handler (initproc, start_init, NULL);
remrunqueue (initproc);

splx(s);

}

SYSINIT (init, SI_SUB_CREATE_INIT, SI_ORDER_FIRST, create_init, NULL)

create_init () B AA forkl () HBEL—ETAERR, (EHFARHEIMEHLHET « HiXEARER A
E%%Uﬁ&%?ﬂﬁfﬂﬁ start_init ():{QJ‘%\%}}@E}% ° ﬁﬁﬁ@%ﬁfﬁ%@init_main.ctp ° E%ﬁtﬁﬁ%ﬁﬂlﬁ:#ﬁ%ﬂ

R init, £F/sbin/init, SR/G/&/sbin/oinit, /sbin/init.bak, ﬁ%ﬁ%ﬁ%/stand/sysinstall

sys/kern/init_main.c:
static char init_path[MAXPATHLEN] =
#ifdef INIT_PATH
__ XSTRING (INIT_PATH);
felse
"/sbin/init:/sbin/oinit:/sbin/init.bak:/stand/sysinstall";
fendif
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FlE FIFLESHETEL

1. BT Eindisklabel(8) & HX— X FMEEE, TEEES _BWXE-
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H2E

N T8

ZJ1E. intron@intron.ac.

iX—E HFreeBSD SMP Next Generation Project 4£47 - &R FILFIE A £ 28 FreeBSD X #7 % 4b
78 (SMP) HR4:513 (http:/Nlists.FreeBSD.org/mailman/listinfo/freebsd-smp).

R SO TR N B AR AR T 7EFreeBSDAAZ HATEA, X LB (H15H %112 AR FTRE - BiAT LLF JLRH
Tk - BARAE AT LU mutexBilockmgr(9) (R Y o X T AEAZE THEE, RS EHRFH#RIE
WRIEA], XLEE T LSRR -

BEE: QUEATEANE, SARUHH “mutex” M =T R WXKH . LPFEMRIEEEEEZL, FELL
G INREETE L - EN LA Zlockmgr(9)#T 4 -

2.1 Mutex

Mutex it & —F SRR L ZAHEE T ERE . — P mutexE— MBS Z R AT LI — D2 HE - R A —
D ELARERTG C A fmutex, B HEAER, BHEIX T mutex BB - 7EFreeBSDNZ A, mutex it
EFTHE -

Mutex 7] I# R TR E, (HZmutex— M S — N SEAR A BE R —BA ], F b — SR e Rr
B mutexPfBEAR - W1RVRTEZAERTE mutexN BEAR, 7] —Mockmgr(9) HI%1 -

TP mutex JL D4 NS E

BEY
TEPAZIRACHS A struct mtx 25 & K4 F
B

H PR &t x_ini t FEURAImutex 145 F - 1X D% F BN AEKTREREATH B Mwitness HEE S EHFEEE - X
DT T X PR fEwitness LS H 4P mutex

Eyit)
MutexFJER! . FAPREMIX_«FoR « B IPRERE L FEmutex(9)H ik -
MTX_DEF

— A HEARmutex

MTX_SPIN

—/MEPFmutex

15



#E NI

MTX_RECURSE

X mutex DA

(ZSIDSEA

XA L PRI RIR S TS R BRI R SR « X TRAREII R, R IR 2 a7 £
s -

RSB 5
15 24 mutex 2B A T Lot B 0 R 5
F2-1. Mutex?!| &
A5, b4 e a5 g1 R B
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#E NI

TES B2 i) RIFITR RS R 5K
sched_lock “sched lock” (J&Z |MTX_SPINI _gmonparam, setrunqueue,
%§%ﬁ1) MTX_RECURSE cnt.v_swtch, remrungqueue,

cp_time,
curpriority,
mtx.mtx_blocked
mtx.mtx _contested,
[proc.p_procg,
[proc.p_slpq,
[proc.p_sflag,
proc.p_stat,
[proc.p_estcpu,
proc.p_cpticks
proc.p_pctcpu,
[proc.p_wchan,
[proc.p_wmesg,
[proc.p_swt ime,
proc.p_slptime,
proc.p_runtime,
[proc.p_uu, proc.p_su,
proc.p_iu,
[proc.p_uticks,
[proc.p_sticks,
[proc.p_iticks,
[proc.p_oncpu,
[proc.p_lastcpu,
[proc.p_rgindex,
[proc.p_heldmtx,
[proc.p_blocked,
Iproc.p_mt xname,
[proc.p_contested
[proc.p_priority,
proc.p_usrpri,
[proc.p_nativepri,
[proc.p_nice,
proc.p_rtprio,
pscnt, slpque,
itqueuebits,
itqueues,
rtqueuebits,
rtqueues,
queuebits, queues,
idqueuebits,
idqueues,

switchtime,

switchticks

mi_switch,
chooseproc,
schedclock,
resetpriority,
updatepri,
maybe_resched,
cpu_switch,
cpu_throw,
need_resched
resched_wanted,
clear_resched,
aston, astoff,
astpending,
calcru,

proc_compare
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#E NI

LRSS B4 Bt RIF* & AR PR 2
vm86pcb_lock “vm86pcb lock” (B2 |MTX_DEF vm8 6pch vm86_bioscall
FUB0BOMH T AR 2
)
Giant “Giant” (E%) MTX_DEF | LA LB AR R P 12
MTX_RECURSE
callout_lock “callout lock” (ZER} |MTX_SPIN | callfree,
VR FH B MTX_RECURSE callwheel,
nextsoftcheck,

proc.p_itcallout,
proc.p_slpcallout,
softticks, ticks

2.2 2 H R

IXEEPR AR G RIURThEE, 7T LA — D EAREIRAHIERFE « METNTHET—Flockmgr(9)Z
o

22 X2 HRBFIE
LEA RIFT 5

allproc_lock allproc zombproc pidhashtbl proc.p_list

[proc.p_hash nextpid

proctree_lock proc.p_children proc.p_sibling

2.3 BT RIP LR

BRI R AR — 1 BAE BRI IR R, . 002 R BT SR I B PR
(TR atomic(9)) - T ILE HYHATR LB (A timuex) B R R T (R4 28 ROCHI, IHRRAHEE
LR R B R

e Mtx.mtx_lock
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I

I ITE

HIE: intron@intron.ac.

WX R, LR Kobj, NANZIRAL T —RiTE FX R CTE S AR T 20 - SR ERER AR EIRIEE R
Tk o SXERAENBEIA "I AR BRI SR T, B— D DRSS/ B R A -

3.1 KNi&

IOE
BHEE A -BURE-EUR S ECE S
7%
R E—— R
*
—FhEl 2R
%O
—FhE Z RO IER — MR A

3.2 Kobj# TAEGLEE

BEE: XN P ERIEE AR L SR, ESBRAER S P RER A -

Kobj TAERY, F=AETTERIE « B NERE — D ME—EPRRRI— P R . B R A B R
FE— D RITIER BME—IPRRTT I -

FE—R, BRI RAER, HRXIRERRKE — P lE PR OTE); X RE T #H
AT ER - (ERIRET, REWGRFE - WERZNX DR — R - ATERTREN T EHAE S
TEIR— M ME—BPRIR, BRIEELEWH ESIHERIRERIERTRIR TIR0R « T8 MR ERERRTE, &
ZHEAAE R REOTEREREE), DITIMRSE, MBI M5 A fR et o 44 s
OTEBEREE) TEMAT7 MR M — R Hash 77 RS AT RAR R - RIXDTTENTELR
F, RS BERERRIER - RN EGIRE] T, RERIHERRE AR FE AT IER ST
LS BEA - B, XD TT AR B E R ECR B -

XS AR AR A T

WG —>F <>
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h

i

3

R

3.3 {# FiKobj

3.3.1 4514

struct kobj_method

3.3.2 K%

void kobj_class_compile (kobj_class_t cls);

void kobj_class_compile_static(kobj_class_t cls, kobj_ops_t ops);

void kobj_class_free(kobj_class_t cls);

kobj_t kobij_create(kobj_class_t cls, struct malloc_type *mtype, int mflags);
void kobj_init (kobj_t obj, kobj_class_t cls);

void kobj_delete (kobj_t obj, struct malloc_type =xmtype);

3.33 %

KOBJ_CLASS_FIELDS

KOBJ_FIELDS

DEFINE_CLASS (name, methods, size)
KOBJMETHOD (NAME, FUNC)

3.3.4 Lt

<sys/param.h>
<sys/kobj.h>

3.3.5 B — M KR

fEFKob S — R BV — MED « B OB SLER) TAE - @2 AT
ﬂisrc/sys/kern/makeobjops.plﬁ%ﬁi, ?3é§F‘ﬁzﬂ3Eﬁ??%iﬁ@%k)iﬂ#%ﬂfﬁﬁ%, Hmzﬁiﬁé§éEﬁi7?%£f§%E@@

BT R

FEXMENR PRI T 2 BA S #{# FH: #include, INTERFACE, CODE, METHOD, STATTCMETHOD, FIDEFAULT.

#include TEAIFIEEAT B R # — 5 N2 A S A 14 A AR ARG ST A S8
fn:

#include <sys/foo.h>

KA inTERFACERRE NI % - IMEFRHEFNTEAEAE R, P interface
name]_[method name] - &% 2: INTERFACE [0 4],

Fl4n:

INTERFACE foo;

20



F3E NEBXR

KA copE 2 K ERISH—F AERNE R BT - 1BiERcobe { [EARIE] };
Fil4n:

CODE {

struct foo * foo_alloc_null (struct bar =*)
{

return NULL;

}

}i

KeaveTHOD HRFEIRA — 1 1E - EIEE: vETHOD [REMER) [(HEL] ( (X%, SEET1 )
Bl

METHOD int bar {
struct object x;
struct foo =*;
struct bar;

}i

KA DEFAULTIRE KRB AMETHOD Z T, X FHEFMETHOD AN T » ‘B4R DT VAN 7T L B el 5 -
HiEARE: vETHOD DREMEEE) (HE&] ( (WF; (EES#01 JpEFAULT [BMEERED;

Bian:

METHOD int bar {
struct object x;
struct foo x*;

int bar;

} DEFAULT foo_hack;

KEEIR sTATICMETHOD R K BIFIMETHOD o X T Kobjtf &, —MHLERHE —LEKobj % H 1%L
1 - METHODRE LT AR BOX LR B EIR AL TR GLER ;s SELFE X LR IR, X LETTIEN
XK RAT [ AT REHHES o TsTATICMETHODAE AR RAT LURAZIX AR XA T, HagdE
VR AN X SRS RSE B 25 T2 280 R XA T R AR B O RN 280 A - Xt
MTAERENRTTERZ MR A TEEH -

FEE: X —BIES 5ECCHILAEBR A . FSTER AT X R LGN TIE - ZEC+H+RTH HEmEr
AR -

HE e8] 1

src/sys/kern/bus_if.m
src/sys/kern/device_if.m
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F3E NEBXR

3.3.6 B —1HK

fHHKobj s — B REIL— 1R —PMRIEEST - HIER; BOHFH TKobji) “XSEHE T
H” (Object Handling Facilities), FEH IS X GAIA/N o« B K H ZDEFINE_CLASS () « FEIV F{ER
i, 5% — 1 kobj_method_tA{4H, FANULLI%ERE . & IENULLIA A F ZkoBIMETHOD () B

i 4n:

DEFINE_CLASS (fooclass, foomethods, sizeof (struct foodata));

kobj_method_t foomethods[] =
KOBJMETHOD (bar_doo, foo_doo),
KOBJMETHOD (bar_foo, foo_foo),
{ NULL, NULL}

}i

{

KA i o MIMZREVEUR RERPRE, FERS—MESO AN BEEE (ops
table, EEE: Bl “BEEK ). XLEEAERE H BH— D451 Kstruct kobj_opsHf#
Fﬁkobj_class_compile_static(), Eﬁf%f{{fﬁﬁkobj_class_compile()Eﬁﬁﬁﬁﬁo

3.3.7 BV — X%

i FIKobj F) 58 = P i € A 52 - Kobj X R L AE € Kobj B HEEWEA — MR R IIKE - WRAZL
e, RMEEBTOENS, BEHkobi_init () WAL R T RIKobj R HEEE, HSTA LIf#
Flkobj_create () PECN SR, H BEIWIIA AT R HIKobj R HMNE « kobj_init () AT BAFIARIEEE—1%f
ZP I -

R Kobj AR S AR X 52 HH 2§ F 22 KOBJ_FIELDS -
il

struct foo_data {
KOBJ_FIELDS;
foo_foo;

foo_bar;

}i

3.3.8 WHF

1 K obj 18 5 — L R B A B ORI S e A « VARIRY, BRI 5 AR B,
RS TTEPREESE

G, #O4 Nfoo, FikAbar, VR E:

GREME = 1 Foo_BAR (NS [, HESE);

3.3.9 &g H

M — " Hkobi_create () NEFREMHMEAE, AIFHX NG IHHKkobi_delete() o I—PMRAFHFE
AR, AIXX R kobi_class_free () o
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Jail 34

ZV1E. intron@intron.ac.

HERZEUNIX®ORGH, H P root BREH - XN T LGk - IR —PBEERE T 1A
GiFroot, WUAT MEMARRER AL T PTERITIEE - 7EFreeBSDE., H—LsysctlIHIT I root HIFL
PR, X RER AT AR Bt s A 5 8 DB B R IR I - X 2 ThRE, B ML 20 . 75—
7EFreeBSD 4.0 5 LUS RRA T2 R INRE, #Zjail(8) - Jailki— MB1T AT ST IR DI 2 e — 5 &
DB, FF EXHIEIASE A X SRR R - 0, — DS R AN BERAIIX 1 jail Z S i
R AR — S E M ARGOAN, It AREX T EHLE MR -

FEEE: ORI Cjail” FXERE NE S EHE -

Jail D2 RN — M B ) 2 AR - A ATTR] LAAEjail FB 1T & FH AT REARESS I IR S5 B R T
UApache - BINDFIsendmail - iXHE—3#, BIEHEEHERIE T jaillt froot, XL ANTHEE L,
ANEAHENNTIE TR LTS - AL EZERFjaill N ER R B RIC) - IR IEAEFHR B Jall TR0, o
WARBI I A — R CE, & FTESys Admin Magazine, May 2001, (Securing FreeBSD using Jail) -

4.1 Jailt) RE 5544

Jaill 2B : PR, i RZjail(8); B EN HTaill (LIRS jail(2) RV FIM %
HIZIR « BRSSP R Al jail 2E PN AZ B SE B R P .

4.1.1 AP R

JaﬂB@ﬁﬁfhg&ﬁETﬁﬁ%%E/usr/src/usr.sbin/jail, HH_‘ﬁ\jz##jail.céﬁﬁio X EFH XS
e jail iR, FHLA, IPHihl, BETREHITHIMGS .

4.1.1.1 BUELEH

fEiail.cH, WERTEEBIRE —NEEEMAEstruct jail 5; FER, XNMEEWRBMEHG S
TE/usr/include/sys/jail.hZHl o

jail G5 RE S
/usr/include/sys/jail.h:

struct jail {

u_int32_t version;
char *path;
char *hostname;
u_int32_t ip_number;

23



IEWRAT I, (B 1£25 i 2jail(8) BN S EEMEX X N A —I . L E, i Ljail(8)#HUTHT,
IXEESEOA i ST EIEE A

/usr/src/usr.sbin/Jjail.c
char path[PATH_MAX];

if (realpath(argv[0], path) == NULL)

err(l, "realpath: %s", argv[0]);
if (chdir(path) != 0)

err(l, "chdir: %s", path);
memset (&3, 0, sizeof (3j));

j.version = 0;

j.path = path;
j.hostname = argv([l];
4.1.1.2 %%

R 4ajail(Q) IS EHH — 1B IPHIHE o SXFETE M 24 _E D0 jail i FUHbAE o jail(8)RFIPHY AL 3 Bk M 45
WA, FHFEN (a1l RELHILER ) -

/usr/src/usr.sbin/Jjail/jail.c:
struct in_addr in;

if (inet_aton(argv([2], &in) == 0)
errx(l, "Could not make sense of ip-number: %s", argv([2]);
j.ip_number = ntohl (in.s_addr);

e ¥linet_aton(3) “RFFEE R FAF R — DInternetitilil, FHRFHERAFEIT5 2 AOLETT 74
F17 o inet_aton(3)EE T 451 Hin, Z/FinT A Fntohl QF B EHLF AT, HEN jai1L5H 1%

E@ip_numberﬁiﬁio

4.1.1.3 A&
Ba, FAPREFINENRE . IETal B 32T — MEINZERHRE, H 0 HexecvQ)PUTH P TEER)

T

§>

/usr/src/usr.sbin/jail/jail.c
i = jail(sd);

if (execv(argv([3], argv + 3) != 0)
err (1, "execv: %s", argv[3]);

EGRET I, B¥5ai1 O BIAH, SEREMNE jait PHIEABIR, TANETFTAR, X BRIk
Hjail®) e L7580 &Ja, PUTTHAEENGS . THERIFATIL jai IEAZHEIEI -

24



4.1.2 HEPNZIFERE

IAEFAIRTE U /usr/src/sys/kern/kern_jail.co fEiX B E X TjailQPIRGHA « A%
HsysctlTl, A7 4% % «

4.1.2.1 sysctlTi
%Ekern_jail.cEEfESLj7ﬁH¥FSYSCﬂﬁﬁ:

/usr/src/sys/kern/kern_jail.c:

int jail_set_hostname_allowed = 1;

SYSCTL_INT(_security_jail, OID_AUTO, set_hostname_allowed, CTLFLAG_RW,
&jail_set_hostname_allowed, O,
"Processes in jail can set their hostnames");

/* JailFHIHAERRE HHRIENS «/

int jail_socket_unixiproute_only = 1;

SYSCTL_INT (_security_jail, OID_AUTO, socket_unixiproute_only, CTLFLAG_RW,
&jail_socket_unixiproute_only, O,
"Processes in jail are limited to creating UNIX/IPv4/route sockets only");

/+ Jail W IHTEH RGI R L UNIXERET - IPvAEERT - BMHEET «/

int jail_sysvipc_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, sysvipc_allowed, CTLFLAG_RW,
&jail_sysvipc_allowed, O,
"Processes in jail can use System V IPC primitives");

[+ JailFRHER LIFHsystem viHREELGEFRE «/

static int jail_enforce_statfs = 2;

SYSCTL_INT (_security_jail, OID_AUTO, enforce_statfs, CTLFLAG_RW,
&jail_enforce_statfs, 0,
"Processes in jail cannot see all mounted file systems");

/+ Jail HEARER RS PEEKSUE RGN 22 RERE] «/

int jail_allow_raw_sockets = 0;

SYSCTL_INT (_security_jail, OID_AUTO, allow_raw_sockets, CTLFLAG_RW,
&jail_allow_raw_sockets, O,
"Prison root can create raw sockets");

/+ jail HHY root AFEEAILABIE raw socket */

int jail_chflags_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, chflags_allowed, CTLFLAG_RW,
&jail_chflags_allowed, O,
"Processes in jail can alter system file flags");

/+ Jail HEIARERG AT MBS ARGIRSUHEIRE «/

int jail_mount_allowed = O;

SYSCTL_INT (_security_jail, OID_AUTO, mount_allowed, CTLFLAG_RW,
&jail_mount_allowed, O,
"Processes in Jjail can mount/unmount jail-friendly file systems");

/+ Jail FREOHERERE T AT DB E B Sa i VRIFRISCIERSE «/
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X Esysctl T ) B — 1B AT LU i & sysctl(8) 1 [n] « 7EEE DAL, iX Esysct LA FRARIH - Fl40,
J:if%ﬁ“ ISySCﬂImEQQQ%ZE%security.jail.set_hostname_allowed

4.1.2.2jail(2) R G VA

BB RS —E, f%éﬁﬂﬁﬁﬁﬁﬂKZ)ﬁ?%ﬁﬁﬁ/\é%iﬁ struct thread stdfflstruct jail_args
*xuap o tdf%**/\TErjthreadéﬁ$ﬁ¢$EﬁTE%+ ZAeE Tk A E FHjail Q)R FE - XA BRI, uap?gr]
— NEERIR, AZ%:*’J@EP@/\T MEMMAF K iail. fFEERE) a1 1 R RTEET « ZERTTH R AR
R FRREFR, RELEFIE— D a1 1 MR E N ST % 48 RS0 Hjail2) -

/usr/src/sys/kern/kern_jail.c:
/ *
* struct jail_args {
* struct jail xjail;
* }i
*/
int
jail (struct thread xtd, struct jail_args =uap)

TFRuap->7ail Al U TR # & 1B R ail Q) Sai 145« IRIG, jail2)ff Fcopyin(9)4F jai 1 454 {4
EHIBINZANGEZEIF - copyin(Q)FE=ANSE: BEEHFENZNES RIEIE#Ivap->5a11, EN
N RIEREIER S, DLEEBIRFIR/D o uap->7ail 8 M AJail S 8 S 6 #E NIZ NS B, HEE
WAER— " jai 1450 B -

/usr/src/sys/kern/kern_jail.c:
error = copyin(uap->jail, &3j, sizeof (j));

Fejail h i RE SLT 53— D E S5 (4 Blprison « 45 {Aprison ABMENEZ R F - N Zprison4h
P A RE SC -

/usr/include/sys/jail.h:
struct prison {

LIST_ENTRY (prison) pr_list; /* (a) all prisons x/
int pr_id; /* (c) prison id =/

int pr_ref; /* (p) refcount =/

char pr_path [MAXPATHLEN] ; /* (c) chroot path x/
struct vnode *pr_root; /* (c) vnode to rdir =/
char pr_host [MAXHOSTNAMELEN] ; /* (p) Jjail hostname =/
u_int32_t pr_ip; /* (c) ip addr host =/
void *pr_linux; /* (p) linux abi =*/

int pr_securelevel; /* (p) securelevel x/
struct task pr_task; /* (d) destroy task =x/
struct mtx pr_mtx;

void **pr_slots; /+ (p) additional data =x/

WIg, EééwUﬂﬁﬁynKZ)jj | prisonzt$7ﬁrﬁfga HNTE, }?ngallﬁﬂprlson sEF AR 18] 5 I EE -

/usr/src/sys/kern/kern_jail.c:
MALLOC (pr, struct prison =%, sizeof (xpr), M_PRISON, M_WAITOK | M_ZERO) ;

error = copyinstr(j.path, &pr->pr_path, sizeof (pr->pr_path), 0);
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if (error)
goto e_killmtx;

error = copyinstr(j.hostname, &pr->pr_host, sizeof (pr->pr_host), 0);
if (error)

goto e_dropvnref;
pr->pr_ip = j.ip_number;

NE, BAPRFIE A EER) RS Hjail_attach(2), E5EI TR RZAAITIRE -

/usr/src/sys/kern/kern_jail.c
/ *
* struct jail_attach_args {
* int jid;
* )
*/
int
jail_attach(struct thread xtd, struct jail_attach_args xuap)

XA ARG A — 2R DUH T X R B AR B M 2R AR RS - ZEE i jail_attach(2) B AT
Ha, BATEREEBE-LERER -

TEFreeBSDH, BN NZ A IR Bl 1 Ht hreadEMASRIABIRY, RN, #HEFHHTENED
Hproc B AHIA - /RA] ATE /usr/include/sys/proc. nH K Elthreadfllproc BEHMARTE L - FlM0, 1E
B RGEAY, S8 caEhr b 2R A SEN threadSMERITEEN, IEWRIHEFTRABNE . cafifR
At hread SR It d_procBU A& — B, XM EHTRIA T RRHERAERT B H R M proc B M4 -
LEM) R proc Bl & WIS T IR T E B KIS 1 (o_ucred), HEEIFERHI(o_1imit), %% . fEHprocEi
A& )p_ucred iR FTfETA] Hucred S5 E L, i8H — 1M & 1AlprisonE IR RIFEH (cr_prison) .

/usr/include/sys/proc.h:
struct thread {

struct proc *td_proc;

bi
struct proc {

struct ucred xp_ucred;

}i
/usr/include/sys/ucred.h
struct ucred {

struct prison *cr_prison;
i

fxern_jail.cH, H#Gail () LLAEMNid VA EEail_attach () - BifGjail_attach () VAR
%ﬁchanqe_root()Qiﬂﬁ%?ﬁﬂﬁﬁﬂfi%ﬁ@ﬂ%Eﬂi%o E%W?ﬂQ, jail_attach()ﬁ”%gﬁgﬁ\%ﬁﬂﬁucredéi$@¢$, i?%Eﬁi
R prison B AR Mucred A, FHiX MNucredEMEEZEIH AR L - WL, X4
W HH RS S BORB N SRR . YA TSI AIX NucredEIE NS E NS Z jailed O B,
BRHR BN UL N P S 21— jaildHiE R - Ejail F X 4 RIS # AR A B A SEE Se i FE X
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ANHAT Tjail )RR, FNIERTE A TjailQRGHH - 4 — M EF# T execve) M HATH, TR ME
SCHRE W ucred S AR IR ZE B, M EHSIHE — MR ucredZ5HH1A -
/usr/src/sys/kern/kern_jail.c

int

jail (struct thread xtd, struct jail_args =uap)

{
struct Jjail_attach_args jaa;
error = jail_attach(td, &jaa);

if (error)
goto e_dropprref;

int
jail_attach(struct thread xtd, struct jail_attach_args =xuap)
{

struct proc *p;

struct ucred xnewcred, =*oldcred;

struct prison x*pr;

p = td->td_proc;
pr = prison_find(uap->3jid);
change_root (pr—->pr_root, td);

newcred->cr_prison = pr;
p->p_ucred = newcred;

YRR N EAGHRE X RO, RETE Ffork(2) R F crhold () SRYESH & (7 - 3XHE, 1R
EIRBIBL RS T TR S (O RIET HACHRE 2, BTl r it Rt R i 2 -

/usr/src/sys/kern/kern_fork.c:
p2->p_ucred = crhold(td->td_ucred);

td2->td_ucred = crhold(p2->p_ucred) ;

4.2 RGN N ZERE e 1 BR

HEEANNZT, B RN AR - B, XA R AR ER . R
SRR P B R BOX LB R, AR R ELCRE B E] - i 4n:

if (jailed(td->td_ucred))
return EPERM;
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4.2.1 SysVi#H &A@ {5 (IPC)

System V #FFFE[ALE (S (IPC) ZH I VH B LI - B -] LA HE # R AEH R, SR %Mt
2o SACHETE BRI R AR - msgctl(3) msgget(3) ~ msgsnd(3) Fmsgrev(3) - Hij Al E,?JZ_%@J, —Lgysctl F- IR A]
LSy ﬂrl]all BT R, HFPH—"7Esecurity.jail.sysvipc_allowed. EREZEAL iir_/[\sysctl T4
W0 R ER AL, e éﬁii—.}al] FIE S FNAREEAEjail 4R ﬁﬁﬁ‘jﬁTugﬂmﬂiﬁﬁ’%E@%fﬁﬁl‘
FLHERET - HESESHRARE: HENE—ME5R5HR -

/usr/src/sys/kern/sysv_msg.c:

e msgget (key, msgflg):msggetiR[E|(HAIRERIE)— MHEHHANF, LIFRIR—MEHEREHEHEIHEE
BAF

e msgctl (msgid, cmd, buf):ﬁﬁﬁ/l\l%lﬁ, 7]‘I_I[«A§ﬁ~ ™MH ETEH ﬁ‘E/]/{j(,(_,\o
e msgsnd (msgid, msgp, msgsz, msgflg):msgsndﬁa/l\l_ﬁiﬁﬁam‘{ﬁ/mo

e msgrcv (msgid, msgp, msgsz, msgtyp, msgflg): %I/Eﬁl_l ﬁfﬁqﬁ(ﬁ%\o

FEX LR EOS R R ST OIS, BV — D AT

/usr/src/sys/kern/sysv_msg.c:
if (!'jail_sysvipc_allowed && Jjailed(td->td_ucred))
return (ENOSYS) ;

B9 8RS AMEHER LURT — R R FHRIESIIFED - (552 NHEU0E RIREE T —Mg
o KT, AR NIEEWFERAMESE2H NSRS, —ERREIFEEER - EaalT U THESER
5 NFJ)EH R 2 KA semget(2), semctl(2) Fllsemop(2) -

/usr/src/sys/kern/sysv_sem.c:

e semctl (semid, num, cmd, ...): semcthTTﬁ;%EM@ ‘:F'ﬁsem1d7]:T1EEﬁ{;%%?ﬂﬁ?cmdjﬁﬁﬁ/ﬂﬁ
A
7 o

e semget (key, nsems, flag): semgeti%lz—/l\ﬁfmﬁ:keyE@fg%iﬁéﬂ °
S keyFlflag5 MM 1 Ensgget () BIE AR -
e setop(semid, array, nops): semopﬁ'semldﬁ“ rﬁ‘ %afﬂ*éﬂﬂﬂaﬂay@ﬂ’bﬁfﬁﬁﬁd/ﬁ °

System V IPCEZERE (] AT LASL N A « EREZZ [AI AT LU E AT TR U Ik 25 1] A 3 5230 00 LSRR SR B cdfe 12
GHEAEE ORI « X5 RS0 AR ZEREAE R 2 KA shmdt(2) - shmat(2) - shmetl(2)Fshmget(2)

/usr/src/sys/kern/sysv_shm.c:

e shmctl (shmid, cmd, buf): shmet 1% 1dbRIARHE A XIS P& RS -

o shmget (key, size, flag):shmgetZEIN/ATH sizeF T HIFLZEHTEX I -

e shmat (shmid, addr, flag):shmatFfshmidbriRAIHLZERNIE R IEFGIREHEREAMHEZSE B .
e shmdt (addr): shmdt BUVH I Z A FE KIS A HAEFEUR -
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BYE  Juil FRG
4.2.2 BEFEF

Jail DL — PR B 77 UL B socket(2) RGT AT R VR B EZE T REL . h T IRE—NEEFEE AT
A, @39ﬁﬁ%§55ys€ﬂﬁﬁsecurity.jail.socket_unixiproute_onlyf%%?@it%i&ﬂ?1o WMERBE N, B
BEF ST IR HETE B X e R: PF_LOCAL, PF_INET, PF_ROUTE - i 0ll], socket(2)RF4 iR [a] HiEE -

/usr/src/sys/kern/uipc_socket.c:

int

socreate (int dom, struct socket xxaso, int type, int proto,
struct ucred xcred, struct thread xtd)

{

struct protosw *prp;

if (jailed(cred) && jail_socket_unixiproute_only &&

prp—->pr_domain->dom_family != PF_LOCAL &&
prp—->pr_domain->dom_family != PF_INET &&
prp—>pr_domain->dom_family != PF_ROUTE) {

return (EPROTONOSUPPORT) ;

4.2.3 Berkeleyfl it £ 2%

Berkeley fLid #8311 | — NS5 THUTCRH), EHGE FAIRRERZHRME D - IAEBPFR & A] LIFE
FERIEAS A1 Rl i devis(8) SR P HY -

4.2.4 ML

M £& 1 TCP, UDP, IPFIICMPAR & I, - IPAIICMPALFE—HZEIR: £ )2, MEZE . 58 nantl
WER, B —REFEES L NN TS E R — Mg O L o nanfe— T8 sockaddr EEF R K]
FREF, FAR AT ISP E RS Bt dl - — NFEHRIIAE X sockaddr “E—MEM, A& T HbEAIFRRAF A
HRKE” o FEREin_pcbbind_setup () FsinfE— "Ml sockaddr_infHEHARIITEE, X MEMWAEEE
TEBF UG ENG D ik KE - PR - XL T Fjail P FHERIS EANE T X AR EET
frIjail FTTPHE L -

/usr/src/sys/kern/netinet/in_pcb.c:

int

in_pcbbind_setup (struct inpcb =xinp, struct sockaddr xnam, in_addr_t =laddrp,
u_short xlportp, struct ucred =xcred)

{

struct sockaddr_in =xsin;

if (nam) {
sin = (struct sockaddr_in =*)nam;
if (sin->sin_addr.s_addr != INADDR_ANY)

if (prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EINVAL) ;
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if (lport) {

if (prison && prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EADDRNOTAVAIL);

}
if (lport == 0) {

if (laddr.s_addr != INADDR_ANY)
if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

PREFABANE B prison_ip ()l 4 - prison_ip O BE=Z15E, — MM &M EIERITE
H(HcredfrR), —HbrBf—IPHINE . 25X NPHTEANE X Njaills, JRE; BIERE0. EGARMA
RIEEHE LR, E, AN IPHENEIRSANE THX Nail, HE A R FAIEIX A A& H ISR E T

/usr/src/sys/kern/kern_jail.c:
int
prison_ip(struct ucred xcred, int flag, u_int32_t =xip)
{
u_int32_t tmp;

if (!jailed(cred))
return (0);
if (flag)
tmp = *ip;
else

tmp = ntohl (xip);
if (tmp == INADDR_ANY) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl (cred->cr_prison->pr_ip);
return (0);

if (tmp == INADDR_LOOPBACK) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl (cred->cr_prison->pr_ip);
return (0);

if (cred->cr_prison->pr_ip != tmp)
return (1);
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return (0);

4.2.5 ARG

WRZEFHIKRT0, BERjail EE I root, WAVl FRGHEE SR, 1 ArlE

e CRETEI . CRATME R

/usr/src/sys/ufs/ufs/ufs_vnops.c:
static int
ufs_setattr (ap)

if ('priv_check_cred(cred, PRIV_VFS_SYSFLAGS, 0))
if (ip—->i_flags

{

& (SF_NOUNLINK | SF_IMMUTABLE | SF_APPEND))

error = securelevel_gt(cred, 0);
if (error)
return (error);

}

/usr/src/sys/kern/kern_priv.c

int

priv_check_cred(struct ucred =*cred, int priv, int flags)

{

error = prison_priv_check (cred, priv);
if (error)
return (error);

}

/usr/src/sys/kern/kern_jail.c

int

prison_priv_check (struct ucred xcred, int priv)

{
switch (priv) {

case PRIV_VFS_SYSFLAGS:
if (jail_chflags_allowed)
return (0);
else
return (EPERM) ;

{
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5

SYSINITHEZH

ZV1E: intron@intron.ac.

SYSINITE 8 F KA FHEF 5 43 BB TALHI IHEZR - FreeBSD B A F & R #E4T NIZ BB S WIHAE
1t o SYSINIT{#15FreeBSDHI LA T R YT AT LAZE AL BB ER Bh A NS BE B2 i B - 7RI~ MHIBR « B4,
XEE, AR IN SR S L 2B — MRS IE VB EHER EZEHRF A . X MERBHE
IWAZRS RN N KLD R LS N AR R 7E « 854 - 75| S RGhnE, EEERGZTRINE . Xt
PRERRIEE N BERESS” (kernel linken) T “BEHEESEES”  (linker set)SEALAY -

5.1 Ki&

HEHZ 234 A (Linker Set)
— PR TR o SXPPOTVERF R AR PR ST A A R A BRI SR B — > RT AR Sk R BT -

5.2 SYSINITH#:/E

SYSINITEL MK EEFERE 3 AR BOE AT 8 MR FP IR TS 22 40 # B AR S B8R 1R B TE R — MBI FE AR %
PEER o IXPPEERETIIEMIR Ny “BERERSSEE " (linker set) - SYSINIT{E M MHEREAR 56 & LALES I 1 EE 42
G, BEFMEIESFEHORANT - KE - — SIS A LR ETRTEE -

SY SINITHZFR P R SERFR AR e ECHEF LAE T - F—RMERAIPRRE T RERIINR, 4
ﬁSYSINIT%%UﬁLFI?%@tLE@@@E@é%)”)ﬁ? %Xﬁ<sys/kernel.h>’:F'El/‘J7F&%—'\i‘—stsinit_sub_idW ° %
:ﬁfjﬁﬁﬁé&ﬁt\lﬂﬁ%%éﬁ'# E"]ﬁ%ﬂ"]“lﬁﬁ, %Xﬁ<sys /kernel.h> EF‘ E,‘jﬂz}—"i‘ésys init_elem_order]j\] °

B 2T ZEFHSYSINIT:  REUE BB INEN, RENTHEA R E N - AT R
Gl AR R GUE BN S YSINIT #5E IR AR (AR S5 - Flan, #HFREME T R #EH— 1 SYSINIT
TE TR FTAT ARG - & W7 RO e B FHsysIniT (0, W T E&45M ERYEE
S & N AE FDprIVER _MODULE () VA MR BRI £ I, WRGFEE, FHHimk&nviait . X—=R
GudREd, SM—SB I RENEE, RNEWHsysINIT O RS - W TIREEREEE T FIEIRE,
M FHDEV_MODULE () -

5.3 {# FHSYSINIT

5.3.1 &0

5.3.1.1 L34

<sys/kernel.h>
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252 SYSINITHEZE

5312 %

SYSINIT (uniquifier, subsystem, order, func, ident)
SYSUNINIT (uniquifier, subsystem, order, func, ident)

5.3.2 23

FESYSINTIT () ZESYSINIT/E SR A A . — DS YSINITEUIEIR, LAHESYSINITAE R 558 shal sk in
HATHEF HHUTE A AR . sysiniT () H 1S % uniquifier, SYSINITH T RIMREFET, BEEET R%
FS ~ FRGETTEIMTFS « FFJEFHRE . (FEh4 REETE - T MRS ITE — MEETRE 23

#5-1. sysTNIT () HIFIF

#include <sys/kernel.h>

void foo_null (void =*unused)
{
foo_doo () ;
}
SYSINIT (foo, SI_SUB_FOO, SI_ORDER_FOO, foo_null, NULL);

struct foo foo_voodoo = {
FOO_VOODOO;
}

void foo_arg(void =*vdata)

{
struct foo xfoo = (struct foo x)vdata;
foo_data (foo);

}
SYSINIT (bar, SI_SUB_FOO, SI_ORDER_FO0O, foo_arg, &foo_voodoo);

F&, SI_suB_FOORISI_ORDER_FOO N 4 7 HI7E b E TR B HIHF
ﬁésysinit_sub_id$ﬂsysinit_elem_orderzlq“o E%ETEi{fﬁHE1¥§E@tﬁﬁégﬁ, ﬂlﬁTEi*gﬁiEiE@ﬁiﬁéiﬁﬁﬁﬂﬂ
X MEE R E L2 H o ARAT U A R A S YSINITRIHU TR - LR Bl F ol T — 1R 2
NI ZEAE N 2 A0S Y SINIT Z B FT AIS YSINIT -

#15-2. B sysINTT () IR HI15] F

static void
mptable_register (void *dummy __unused)

{

apic_register_enumerator (&mptable_enumerator);

}

SYSINIT (mptable_register, SI_SUB_TUNABLES - 1, SI_ORDER_FIRST,
mptable_register, NULL);
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252 SYSINITHEZE

5.3.3 ¥1Hy
ZEsYSUNINIT () AT A S sysinet () BIFEY, FO2 B REIETHE I ZSYSINITRIHT AR E 4 -

5-3. sysuNINIT () I T

#include <sys/kernel.h>

void foo_cleanup (void =xunused)
{
foo_kill();
}
SYSUNINIT (foobar, SI_SUB_FO0OO, SI_ORDER_FOO, foo_cleanup, NULL);

struct foo_stack foo_stack = {
FOO_STACK_VOODOO;

void foo_flush(void xvdata)

{

}

SYSUNINIT (barfoo, SI_SUB_FOO, SI_ORDER_FO0OO, foo_flush, &foo_stack);
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TrustedBSD MAC #£ZH

Chris Costello FlRobert Watson. B11%: coolcoold.

6.1 MAC U4k AN BH

AR EEDARPA CHATS S50 R —ER 4>, HHEHA T Security Research Division of Network
Associates /A 7] Safeport Network Services and Network Associates Laboratories HJChris Costellof{
#EDARPA/SPAWAR £ [FIN66001-01-C-8035 ( “CBOSS” ), yFreeBSD il H %5 1 -

Redistribution and use in source (SGML DocBook) and *compiled’ forms (SGML, HTML, PDF, PostScript,
RTF and so forth) with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

FE%: THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS ASSOCIATES TECHNOLOGY, INC "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL NETWORKS ASSOCIATES TECHNOLOGY, INC BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY

WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

BHE: ASCPEF AR IEE TGRS, AMERARE R SHERRSE . In53RECEHA, LTSS
S

E R I #ERTRR T, R & 5 LR (SGML DocBook) B, “%4#i¥” (SGML, HTML,
PDF, PostScript, RTF %) FI& B IE AR B fE =

1. F 7 A PRRES(SGML DocBook) U IMEEHI R B _LIARRALE 7R « AR AN iR A A A EZ 3L
rEERSEE 17 -

2. FA KRR B4 D HEDTD ~ PDF -~ PostScript~ RTF S ETE), ALK ERMUIE R - AR5
IR AN N R AP RSN 5 9 & b — RIS, DB -
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BEE: A VRHENETWORKS ASSOCIATES TECHNOLOGY, INC  “¥3lik gt 1744 H78 I B R AR IR AT f] BF
REURE R ORRE, BN R TR P ML IE S I - XTREE B AAE AR R OR R - AEfTIEOL T, NETWORKS
ASSOCIATES TECHNOLOGY, INC Y AFHMERERE - 8142~ I8 - 45k - E0ER), LRIk (B IS EARR
TR FELARS PRI « B - SRR m AR s E L W) 5, TSR S B H LUE A 25
K, TEWREREA SRR SR 7 = A 3L « R R RERIUT N EEHRASET)F M, A
{FEM S A ZI R T REM:

6.2 RNiEfENT

FreeBSD PA— 1% % 24 FRIERESE (TrustedBSD MAC HEZR) W /2, 45 Tl v [Al42 ) SR (1R
RGN RIS ) RAURENE S . MAC HEALR — MEA ST RIEHIESR, VPRI Z 2R
F5 (Sl N A% 22 4 SRS AT AR ASBE AN AR, T DAFE S | SN, & BAEB TR hAS N - ZAESR TR it
HIPREILER O BB TR B2 2RISR EEN RGN R % 2B IR TIE ML S — RS I#RIE - MAC
HEZRIAAAE, L T X SRV EAE SRS AR R (O SC B, AT S P 13 & e SRS ARLER T A M.

AREFFNEMAC FIEHEZR, i R — DRI FIMAC SRR RRER IR -

6.3 #iiA

TrustedBSD MAC HEZRSR SEAHLH, SaVFAE R LB AT MR RIRAE NG T BB B AT, X AR U7 ]
BERIBRTY e - AR T 2RI — D WL RSN, IRAGH RN S
DL RFREEIR, M TRRELE SR LR T A G - T AR TEEIRIIT A, MAC [.L
R T REMT U FIFEH MR, FFA02, Wime REE R AR - RIS TC R BIR R L RPMC R 3 -
SR B RN R B -

REFTRBEAIE BA DR EAEMAC EREEASE T TAERIE AR P24, AT LUSTRE T EMAC fEZE R
QAT SRS ARG (R IEA T3 e B SRS AR R & N 53T -

6.4 Z2RIYE RN

SREIH AR (HRMAC) |, Z¥8HEE RS0 EE SR R —E % P BOv5 RIS ) SRR« 7RISR i
IR R HIR RS R BES 5 B R IRIEH] (AFRDAC) FTiRMERIRIFEE L £ MR, F&2HAFmIE
B G PR R BRI IR A SRR - RS RIUNIX RS, DAC (R G B35 S0 D5 i =0 A0
THIAEHISH; TIMAC MR At HIFEG A IE%E . BAE RGOS E FZ 2P A S HF L 45 8t
FIMAC Z2RIET MR, thin, Z28%4 (MLSPLEMRES, Biba FEEMIRES, ETHEH
IS HITEAS (RBAC) | IHAITIERIRES(DTE), A MBI FIR RIS (TE) » L2 RIS 2L T g bR 2o 4
R B METRIE — 29 &M Z 2 HR RS, XEL&HaSE, APfSh - fefm7aeEER,
PLURN G 1 22 rar (A SRR 00 G308 ML 25 M SE B 2R )

TrustedBSD MAC HEZEFT AL AONT SRBSARER A S0, , MR LU SREEI FIRFTE SRS, R TSEiiH
HHRHEEZ2Btdn, FHAMAHED . XU BEMES) RENRELZ2BIER . i, FhERERE
TRV R m T E e R IEMA B+, FrLIMAC HEZEFIRER] LU RSEIE 2 B F R Z 2K
.
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6.5 MAC HEZE I N AZ A4 R 451

TrustedBSD MAC HEZE R 2 B vy [ P R AR AT, i E T LA AZBRIR I AR T 0 e
RGPS 2 K0S - AR AGIP RIS INEL T 215K, MAC HEZRFS 071 57K 4 SRS AOIAN 46 SR LA—#r
GEMEE L) BRI AAAE, ARG RE -

6.5.1 NiZITE
MAC HEZRH R 5N TT R AL

o MEZREHEN

o HARSFPDIEE

o SREZTEM:

o NINZRIT BIHEZ 2R

o TREE N REE G HRIE

o TMLEHEFIE

o HINZIRSS I A H R ELAPI

o TRESIRIIA O R ELAPI

o ANDORREUPSEH (FF5 SRBG A iy A B E 2 - pRiD B BRI I HIRS & = %8 5)
o EIRIETCRIMOH) RS

o BHMInac_syscall () AL

o LIMAC KRB N BRI 2SS0 A & 27 2 SR g

6.5.2 EREMEO

X TrustedBSD MAC HEZE# 1T HEE I =08 = Fa@ it sysctl T R4 « By loader BLE, 5iE 1 H RS
WA -

ZHEN T, 5F—ANIZEANERZ EH KRB sysctl 25 & Flloader ZE A& F2MFN, ETIZXEE
i1, FTRAERIRIPFERER SN T, tan, FEDRISER N T RAATHES T%% . A, RE
PIAZIRIET I SCFRFMAC PRI, IARCRFES o T4 DURERPRC A B R A B O o 38 AN AE 52
P MBS AR T AR5 LR EAFRE RS SEOREMER, FhXMrER 2 ERT RS PIEN
THER RS o A0SR A BT 5L AR SRS S5 65 R 77 /1R SR EL Al T B SR U 7 =4 {58 R SRS SR A sl PR g aX
FEAERIRLEE A, BE S A b CRAE SRS AL ER A D i — 2

SEMARBIR—H, REUEE R AT LU ASRERE E RGO AR ARSI O, fHfboot loader
E, WRBSBRPT NG S BRI, SRS AT DI N B R BN SR8 R B 7R RGT E g - %
BRAEVEAT AR S], HEAARE 3R B A E R

6.5.3 RISHER I A 5 R

FEIEATIG, ARG IEER RO SKIE SR 5 AT RE R A28 L, IR SRS A O sR B (E PRI EH AR IR TR, B
B, HE-PAORBUERBERN, REHERMAEINORIPILHRIE EHZ RIS R #5818, L
AR = BITHER R SRS 28 AR RE P R R0 - i (MR TR AT LS — . — B3
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MANHREBOHR, THESAEBEEIN, MES — A RERASERE, TEERERED . 't
HEsmE, WREENE, EZRRFEIEEIREERBEERME, ERBIERSIERFPoa it ABERR, E2IT
B EEFRORI0 N L - TEEAR S B — P EFRBIRYT, FIRSE & — 528 2 (H T IR RESE Rend SRS
BERIAT BRI ERBEIRZAR) - SRAZFREIP A — D EIERR, ER—DRIBERNET, RFnE
VIRMESR, A X AR L E SEARAD L -

TP ET RS S ARBINTE, T8 RA T AFILE . Ehaf, SRRz
s H AP OCSARSRI R AR RSUE 1T Z ADINEm BARES S E B r5Kms) B, HEZRA T ELEs
PEATHRME, HAEERZ N0, IR E AT EEI0 « 5 — MRSRAIINER, (EH — PRkt
FEIBATIS R BRI RIS BER AT BEL, R R 20 R BE R A S AT R AP R -

RIAMAC HEZRAN SV FAE R LU IR A2 NFRZE T DAANBE (S d AR AR B - 80T, e B
P RES 95 R HE R 25 PR T A BELZE A 24 A i — BB 1]

6.5.4 tRiC[EI

MAC HEZRAIUN E A ST I % 2 B YEPMC R RE VI RIBR IR R - TRIRARE R, AraeS 8o %
EEMEVMERA—EIR: B—, (FhZEEEVHCHRFEE, WX GRS AT RN L MAETT ),
F 7, MACEZRURERTE AR, RIARFE MEAEFREREZR AT - 8%, MAC HEZR A AN 4L
& L EERNRISYLHR R IZE _EFTITFMAC Z&tRic - i, BT EFMAC tRCHE R ERE
FHEFHR - RS, ST L EPRERIF & iR A3 1 50 EBTER ST i Z DR E R —H
1, BN, ([EERZ e /R 5 %8RS - EA A E — 2 S E ) T R - MAC HE2R45]
M= G, K& B RIZN S L PR 2 B BT S - SRR AR 5 & T T X
SRIGE X, HNENTRRER REIS Z 2 be Bt T v REL . 25067, IRl A 0 R R 245K
SRR RS S ME AR UG I, IR AESRIG AR, BB EEAX B AR C IR -

6.5.5 K& BIPIF P 5H &

FreeBSD W% — M AIIE NI, B, BN —FR 0 ARSI DU FTEAR], HEtE
Ui, FEFF &SRB ARBRI B 2 AR 2 A% FT DATRI S S AN R AN 1 BRGH A Z AR o A SR SRR LR (5
FIRTHBAEEUIANRCIRAS, B AL ZAE KIS AR GE G 2 RIP JR0E, TR KIS N2 MR R
W BN —BEINCIRAS,  IITTEESR R = A SRR R AR E - Dy, SR AT LU FreeBSD BV HI[F] 22
JFiE, B MR . JEZRAIEESE - NXERPEEREALIEE, FEFIEEN
e B, RN EBOY; B, FEARREIRA O R AN E G B BB R -

i oed N BB BE GV LB, SRR A N T RGTZ AT, B R R
TR ER BB ROB - IR RE, HE2R LR E TN, SRS N EREBUE
A ERIE T X B AR A2 B T LB RELE A E 8] -

6.5.6 SREETF Mt

T ARF AR E R RS EIRE S, MAC HEZRYEF M ER. — P ERSEERA — D ohREESR . P EE
REBAREFRIEEAMR, REshBRERABIMEA T — 5 e IR Ep i e . S6
EMAC HEZESRIS I AR, RIS R 2l sys Tt W — DMEM R % MRS, 85—
DRBSIEREN R, sysTniT A HH — MEWEE . HEHABEI TN IIER 2k, EfEA 2 KW
— PR EIRB AN Z K, BE RGN R ARE S EMI AT (BN, SRR EERTE 2R AR 5
AIPRCTT AT IR E) | BE BRI SRS SRR A AR (7 LRt ESR HREAE R S5 S Z /TN
) o KRR, WR—DERPMC AT Y, X E AT R 2 R
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6.5.7 A\ Bk

NHZARSS SMAC HEZR Z Rl EAT L A MR E: —J&, WIEARSS M —RS|APLEFMAC HE2R % &
HhMAE —R, WEIRFAMAC HEZRFE M — MR L2 BRI TR % 2 bMCEURSE W RTEE - b1
ICTEET FHMAC MEZREE ARG E B L RO T4EY, B, AESEEMRN R AT RGRHIERLL,
HLATLLARVFMAC HESR [ SRS RIR AR ARSS - BTN, 7Edtie . AR E3RF . Bl - Mbuf « 4%
O 1P EHSIFIE M AR 2 5 PORERLE T RN T fe M 2trc st - Ao, AF/EMHE
BWRZEREN, WERFEESHAMAC 122, DIEA D RISRIURIE R B QAP (AT LU %
EPMCHIEEE) SERIXERE . ARSI L SRR RE AR RERRE, tF D8 K
In— M ERE R R, Hin, BT A0RIE LR FP AT I 2 AP RiC Bt -

6.5.8 JKHZH A

WERAAZ R RIS NS T 2 D SRIR LR, X LSRR AR LS SRR EZR EH — N E Uz B ToRITH S
L&, BHELNER . B, ZETREmGN, 7B S TE ISR S RN FERN 4 &
IREIRET o FT A SHIGOR E ) L SR AT REF AR (B0 - DiRIBIELS RN RAEESESE) | &
B — MR TR NA N RIR B R SR P SR A R H — MEN BB RIS R . — BT, 5
‘Uil gaRds AL, FEME TEE ERSRAEE - REAFENER LRIESRERIFRIES
g, EIREREY, WTWELHRRIE SR, FXRALL - fin, FHRRAERGHEE X
PSRRI EN 2427 2RI ATH S

6.5.9 tRiC 3T HF

S5WEZTREEW G L EVMERITIREST R —F, MAC RN AR A A IWEgx e ft 7 —4HH
TEHERITRIMCH RGN - HHKPMEREE, partitionbRART - HLEMEIRIE - SEeBEMERRE - XA
(FEEGERR)) - 8. AEME. KWK WEERTE, WCrEESERENRFRBEERTR,
171 [R] s SRS AR HE S 52 22 S 3 K8 SURN B 550 SO SR BR D TT R V8 3L - P B RE PR I — 4% 3
ETFAFENIMC, AT RSRBER 0 TR E A S SOFRERIMEFOR - WIRTE, MRS
LA Z EIRETTE -

PR R EIPRIC S B CZE Hslab 43 B Fstruct labelBUREEF 1 o 12 EEM R — 1 B E K ERIEAE, &1
TEEREH—Tvoid « FEEHFI—DLongHRHTE S L5 - HIFPRCAF BRI RIRAE MIMAC FEMES, R
B “slot” {H, 1ENMEZRSELS AR RIS PRC TR AR MRC AT A ERS] - AT
A 2 ] A S 5 4 FZ SRS AR AR 7 - MAC HEZR [7] SRS ARBR SR A 1 — R A 1 eR U X5 ;A AZ %
G RS MR TS, B8, NRIPIAL - PRCHISREY BN S ETER - (EHIX RN,
FLLSEHE AT AT OSSR - MAC HEZR S8 AN O R B A —MRTAAE SN RAFRET A — DRI 1%
KZEPMCHITRE, B, SKRESRERBENS BRI MIPRC T C R AIZ %0 S N EREE « ME— OISR S
EIREER, TR EPRCHTEET LT R RIS R F AT T3 - 45 FIMAC HEZRSEBI AT RE 2% AT A0t -

WA O RECE R A — MERFEN, FRFH - IVIBERIERS AR RERSER: WRAR
F, MIATRES RGRE], FHERBEILIRPRMC A BCERIE (HENSOECERIE) - B0, WREMSE EL
R AITET RN IR e R E A — BB, TR PN FE L - B R B AN ) R TR
£ (Mbufs) EAEFPRCHPERERE KK, SR B A Mbuf #E1TFRCAIZESR MIMAC HEZE M H 5 A1
B« BhASINEE] R 50 AR FARAC AR SR 20 A F R 4 AT RA b B A B A A BT v AS X Bt
SIERMEINEL 2 Bt B 27 1E, BT TCIEFE W) IR (LRSS VR SRS A A 5 R BT T A0 HE - MAC HEZR 1] SREE ARIE,
BE VIR PIFRIEslot FIEY HOBLENULL, SRS AT LUE AR R VTIE L RIPRE - TREFEEME, K
HFXFMbuf FRCHIERE D ELRA SR, R T2 A EARE I sh A I BORES 4 T fE R 2 FEMbuf H{E
ANULL HIFRCFRET -
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KT RGON ZATPRC, MAC ESRA ST I P h H A Bok ATFhE - AZLATRE, ¥ RETER
R ESS BRI T ARIEX vnode EZ2PRCIE & EHRIER—2E — — i, 2450 HUFs2
SERGESCRR o N T SCIARKLEE S RS RS (RIS RGN S — 1 PRE) . SRR S & 7T hE
R (EEET) TREMESR . HTREMERE, vnode BIRLE HE —MRL(v_1abe)FEB, H
VEREEPTICHOZRIN,; vnode SEFASEHILES, SRAE A LURFPRICERAIZZR M, HAEREN T HAITE - W0
B, NLEBRIATUI R R, BTEA T R B R E 1 -

ER: BT, R DEARCAER R SEE, WE SIS 5, HAR Sslot MTTIEW AZEICEN, H
B S ECT MAC HEZERT PR SRS E1 3 — R ERE LR R IR

6.5.10 X RS A

MAC HEZR ) N AR PR T —H ARG B REZHH T R T BB SOR IS T R rC B ER N
FAAPHRME T #F -

XSO EE RGO, B — MRLARSEM, struct mac, 1EARIASE . X MEHFERE—
T, BREOATREES T — P MARKIMAC FRcE s - B0 E XHMER s H:— M RaT, TIE
KERLE(E - B SRIE AT LLA R Bl — M ERICR AT, XK, WREFE, B LRE T EEM
SRR — D ERT A - RIRERE A D K%L, ENEARC T PR BERIPRC 2 (AR
FITAE, SXFSEIER AL TARCTRE L L@ E RGN - PRCEE ARG AEF R X R AR ER, X
S PR AT IR BE A o BCAIEER AL B IO BE, TIRIL T R P R AR PP A pmic B B A -

H i fFreeBSD NAZFEHE T T FIMAC KRG -

e mac_get_proc () FHTEWYFHENZEMC -

o mac_set_proc () FTIHRHEEE L ATHRNL 2RO -

o mac_get_£d () FATEWMEHRHARTGI AN S Ol BT - EiEUHS%) WEeiml -

e mac_get_file() FTEMHIMH RO BZHIR RN RNLEFME -

o mac_set_£d () FTIERBZ MRS N R Ol - BT - BB FSES) NZemil.
e mac_set_file () FITIEREZR HUH REUBE R FT iR BN R 2FML -

o mac_syscall () JEI3 B LRSI KM BREER A MEKGR R AR AR T OEFIRGHA, H
WHZEEE: BRERIRET - BER S MR P02 RIS NS

o mac_get_pid() ATEWAIESIEE N A — MARNZ 2R -

e mac_get_link () Smac_get_file () HEEMFE, HEUABESEEIRG —TONMF SHERER, i FRE
VAR SRR 2P0, T EEFHR B T8 SO 22 2 hRE -

o mac_set_link() Hmac_set_file () FIAEMF, ARABMESENIEIG — TN SHEER, FIEHE
TS HERRZ EPNE, TR R EE PR L 2L -

e mac_execve () —':Jexecve() IjJﬁE¥M, F\%ﬁﬁ%ﬁﬁfU\Eﬁiiﬁﬁtﬁ—/l\%ﬁ%f%ﬁi*ﬁf%%)\E’JL%X%?&,&
BHUTHBENZ 2L . HTHAT D EEF M SBEREL 2MC IS R A i .

o mac_get_peer (), JEL—NEEFIRIEEEIN, HTEAN—NZREEZETHELENZEIRC -

BT FARRGIEEZ S, Al LhEiTsTocs1emac FisTocsIFMac MZHEE L Bioctl 28 R S5EVH FH e & H)F1
BB M2 O 22 PR
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6.6 MAC KSR B 1A R 554

TR IERMA N, WA LRSI AR, 72 RG5 ] S B 2 17 fE SN
A NE . FRSESLE N — AP E UFRA DRSS RS E - @l e, RISEREREELLE RS
B E, FEAELBERIR RN ARGV R HIRE . B RIS & TS IE R

o ANk SRESELEZEL

o KIBHASEUNE H LI

o i SREGAEMEHAEARSEEL, Hn, SRERARIIA LRI B

o TINE: WPMENBN RE) L EIMCHAITIIIAI - 4EFFIEH B 3
o AN XFRTIGERT B A ARRIEAT I DUSAB BN B L 2 RIC B SR
o SRESAHIRHITT RIFEHI A H BRI SR

o XFERMEPRA R O R HIORN SRS A 14 1Y) P

6.6.1 SREETEEH

SEMEARIR AT LLfE FiMac_porIcy_sET () KA - R LA Jixman 2 ([R5 HE W%
REHR AL ZT) 5 FRICTRMEE SLIMAC A R E A B s # FR SRS A 2SR5 B SRS B N b A
DI, PRIEMAC HEZRFF DUSKIS BT R 7 2O b AT #R s 350, I8 nT RETESRAES O SR 7> EEARIC IR Aislot
g -

static struct mac_policy_ops mac_policy_ops =

{
.mpo_destroy = mac_policy_destroy,
.mpo_init = mac_policy_init,
.mpo_init_lbpfdesc_label = mac_policy_init_bpfdesc_label,
.mpo_init_cred_label = mac_policy_init_label,

/*x .. *x/
.mpo_check_vnode_setutimes = mac_policy_check_vnode_setutimes,
.mpo_check_vnode_stat = mac_policy_check_vnode_stat,
.mpo_check_vnode_write = mac_policy_check_vnode_write,

W EFTR, MAC SEBE A D RELA &, mac_policy_ops, RFRBEEELHE L ThAE R EER B R E A
OpREaE E o EMER “ADRKSE T, KRETHA DRI REfA TR 7ZEBYER . 5
M RO E RECE B 1~ .mpo_destroyFl.mpo_init o 2 55 SREE [ B AEZE I M E AT
B, mpo_init¥F MR AT, UU/E HAMEIA O RECT BEMAF R « X MURRER RIS RIS G LS RIE B O
2, TR B BCAIRI AR TR E,  HL A R EIR S AR IA L -« B — D SRBR IR, KRR
F.mpo_destroy FSRRBERURRS BRI F 2 [ el s E gt - BET, 0 T B E AR O pR O [R J
., AR LIARN A O RERHED IR EMAC FISER B R XMIREPRFHECOT, HS5IER, #
FESRRHE VAR F AR RS, LB 7 T SR 7 Bl A AR I RS 8

Z BT LA S 7S PR ARER 2 e, O T RERSME— AR IIRRER, DU AR AT R KOS R o 1R
Y FAFERERET  EREMBAHER, KWK ZERE PR THEHNEESEREMAF - 5
bh, AR SRS Bt & B & IA TR 6
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6.6.2 SKEEFR &

FEFE B SRR ESHURAILS], PRI E N BRI BT, it B SR IEMMAC REZRER (i
B. HEl, o252 X HiEE ="

MPC_LOADTIME_FLAG_UNLOADOK

FORVZEBEBIR AT LIEN S, - QU RARIRBUZIRE, MIFIRIZ R BIRIE LA 5, - AL Z 2Rl
HPRAS, T SORREAEB AT RO B R R AT B 2 R BT -

MPC_LOADTIME_FLAG_NOTLATE

FORZ RSB IHE R G5 | Sad AR AT ISR L - WRIZIREVORE, LAERRGITZE
EEMHZRER AE R MAC HEZRFTEYE - BPLETREZN I EI RGN ST Z 2 vRERIR L TIE, T
NANBEALER &8 R EFIRIIG L LRI HIX A RIS ER AT 68 2 8 BT -

MPC_LOADTIME_FLAG_LABELMBUEFS

FRLIRIE IR E SR Mbuf 8 € Z2tnil, H BN EHEMCTR NN GES BES 2R AT B r . St
BB, MAC HEZEH A2 A Mbuf S EAVMCEE, FRIERGEHEM PRI 2 D — M8 E T
TR o XFMEEAE RS RS T E N Mbuf BFRCES, BEMIRF T R IERE . Ao, 7E Lk
TR, ALLGEEE AT, MAC_ALWAYS_LABEL_MBUF, JRAIMAC HEZE JyMbuf K22 R0 AL
T, A EdbrE g .

HER: IR H TMPc_LOADTIME_FLAG_LABELMBUFS R {HiX/H 14 EMPC_LOADTIME_FLAG_NOTLATE Fhs SR HEIE
B e g IE R AL TR A O R EE AR Inonn BIMbuf 22 Rind8st « X2 K BRI S BLbRiC EfE Y
SLFEHAIMbuf 7E— TR ZEMbuf ZEFRCRRISENE 2 5, ELZ2MErfa R =« (R R e M 4%
FREEK ZgipomE (BRI, 2R 28RN | B4 A MMouf FIFRCAEGE 0 BEt 7T LASE £RAIE -

6.6.3 SREE A O BREL

MAC HEZE RN SRR ST HEPUFP R B PN TR SRBSIE M AVE EEA O %L FH T FE A 5 B
FEIRAEEAE, tiwitaft - AR, BFIADKREL SRR R BRI R R B TR
B, DIEHATEHENGZEVMCRARADRE . AN, BF —Tmac_syscall () ANDMKEL, #ioRmSELR
RATENENTRSARAPEHRE T, ¥ RNZED

RIS RER A0 S5 N AR T AT A AR EAN DR G, WP RBUR AT 250, B RZFH
PIAZ BT R FH RN B SRE « JmAR A\ BIFE A I BRI TN BO% 3 90 8 R 4RI T 8, BB D (AN IE O SR
RIS, DR RSBOLBIRIATREN . Frilth, P ANZERE, RRMEFEEL T, H#AAOREZ
G, BEET S8, ARl R EEZeRL, ERXFAFEERIER EITHTER (BFEER
AGMEZEINE) BRTEH. HRIEBER, FTUSEMAC HEZRA L R EHE I -

SRS R EGE P D20 AIFE AN SRS R 2 2 VRMCHITRET R 245 RIS  GXRE—2, BIIFESRm
ABGEX ZNERLER, WEEETIMCEHIERRE - AR REERX I REI7N:. MAC #2852 BT
A F SRS R B R PSS A -
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6.7 MACSKEE N O RS %

6.7.1 38 FH FIRBR AN 1 R B
6.7.1.1 mpo_init

void mpo_init (struct mac_policy_conf xconf);

S Ui BiE
conf MAC TRl E X

EREINE A . YRR ERERREER DAY, F R IEREIRA), o AT RS
EE . WRFEAA RIS BT T BEsE ACEEAR P ZE IO TEME D ECERE, 7T LB EATHCE — 1 B
RS YSINIT() 33 R A 48 34T -

6.7.1.2 mpo_destroy

void mpo_destroy (struct mac_policy_conf xconf);

S Ui BiE
conf MAC & E X

RSB - LAFFA RISER B 78, RFEEETE .

6.7.1.3 mpo_syscall

int mpo_syscall (struct thread *td, int call, void xarg);

S8 W B
tad MR

call SKIEFFE ARG 5

arg AGUAMSEUNTRE

A HREGR MRS S ARSI R AT B0 L P R R & — NS R S5 T
EMERIARTEA - BN AR ARSI E M 4 7R E R AL H BT IF RS R E RS, FrE S8k
A F R AR B A A AR - S SKBTRSS Y, LRI E L ZERE I MAC HEZR Y A R Y
Vil SRR ELS] - U, B — DRI T MM S IIAE, AR A EROL ARG SR
EHGE, DHEZMAC HEZR A M E RIS ATGE -
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ER: AR RERTEHF L F T copyin O 5 TLARGTHFEUE -

6.7.1.4 mpo_thread_userret

void mpo_thread_userret (struct thread =*td);

S A BiE
td IRMEZERE

FRNZ AN O REL, SRESEIR AR FRR B P 2R (RGUEALRE - FHIRE%SE) #H1TMAC 18
KA TR TAE - SR RIS TR 2 ZA D RE, FANECHE RS EHANS RS, HFANEE
EERZIARRE FERIARES R, ARPFMC AT RER R RIINEF R « #HRED il ke s HAanEdE . HiF
FHZN O REL, KA R ERE AT BE A i Ep_1abel I — AR e RR: BF
K, HEELENTOF_ASTPENDING MR AR Kps_mMacpeNDMIRENL, FBAFFJHE— 1 Tuserret A
PRIV R o GEIIZ A BRI, SRES AT LR B R P BN SO B E R AR o RIS GREE A R
IERE, FEMIESEE—TAST MREEAHHITIRF, R FHITHAST rlgeRE 2, mEELHE
AN TR TR FTREBE N -

6.7.2 #AEFRIC
6.7.2.1 mpo_init_bpfdesc_label

void mpo_init_bpfdesc label (struct label xlabel);

S8 W BiE
label R HIHTPRIC

= HESEFI L Ibpfdesc (BPF A+ ) #IGALFRIC - AT DABEAR -

6.7.2.2 mpo_init_cred_label

void mpo_init_cred_label (struct label xlabel);

S8 Wi BiE
label WAL HIHIRIC
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A= BRI 5 ERFIIR L ARIE o AT LARERR -

6.7.2.3 mpo_init_devfsdirent_label

void mpo_init_devfsdirent_label (struct label =xlabel);

Z8 BiE
label RN FHHIHTFRC

H—EE LB devEs  RITHIIAARC - AT DABEAR -

6.7.2.4 mpo_init_ifnet_label

void mpo_init_jifnet_label (struct label xlabel);

S8 BiE
label RN HIFTARIC

A= DRI SR B 253 O TEAHEARIC « AT DUBERR -

6.7.2.5 mpo_init_ipg label

void mpo_init_ipq label (struct label xlabel, int flag);

e L] Bl
label PN HAHETRC
flag BEIR/ANEEIRmalloc(9); 0L T3¢

F— AR SE B BIIP 43 B B AR RIA M ARIC - E A £1agt 7] BEBM_WAITOK EiM_NOWAIT.Z
—, FREE SRR Z IR VR F A R Amalloc(9) T ABERR - 1P 4 EZHRAS A 4 BBl R ZE X PEBE
PEASELREVERE N AT, TR SEELARE A0/ N ot g o BRE B AT R 18] (48R4 - TP 43 EEAHBAS S L4 A
SR L3R O PRECRE R VGR [E]

6.7.2.6 mpo_init_mbuf_ label

void mpo_init_mbuf_ label (int flag, struct label xlabel);
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ZE A Bie
flag MEAR/ANEERRmalloc(9); 20 K3
label liff%ﬁ%ﬂﬁﬁ{{ E@%%*f'ﬁlﬂ

DT SE B A mbuf BEEELER (mbur) WIEALFRIC . B r1agi{E AT BE
HM_WAITOKFIM_NOWAITZ —, Rk BAEZWIE I A E Fmalloc(9) T#E ARERR - Mbuf SLEBH45>
BCERAE R HAEN TR REE TS B R UM N E ST, RIS SEELACAG L 200N O i 6F O B AR AN s (1] 488
1Eo B AN BEECEMbuf 5569 FLH A E RO R 2R GR E] -

6.7.2.7 mpo_init_mount_label

void mpo_init_mount_label (struct label xmntlabel, struct label xfslabel);

ZH YA BiE
mntlabel 4%%&@11@@6 E/‘Jmount Z*M]'ﬁ%ﬁlﬁ
fslabel FFHEHITRIIISI: RGEEIEHRIC

R — T SE B I mount SRR EFRIC - AT LARERR -

6.7.2.8 mpo_init_mount_£s_label

void mpo_init_mount_f£fs_label (struct label xlabel);

S8 W BiE
label FHEHIIAILAIPRIC

A= PRI AT RFHIAIRIC - AT LABERR -

6.7.2.9 mpo_init_pipe_label

void mpo_init_pipe_label (struct labelxlabel);

S8 Wi B
label RFHIAE HIPRIC

A= RINISE BRI EERIIR % 2 PRIE « 7T LUHERR -
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6.7.2.10 mpo_init_socket_label

void mpo_init_socket_label (struct label xlabel, int flag);

¥ HiH BiE
label RHHTIRLHIFTIRIC
flag malloc(9) flags

F— RN SE G B B TR L2 R0 - AR r1ag SEELHTEE
HM_WAITOKFIM_NOWAITZ —, LU EAEZ WA FE 5 o] B AR Amalloc(9) -

6.7.2.11 mpo_init_socket_peer_ label

void mpo_init_socket_peer_ label (struct label xlabel, int flag);

S Ui BiE
label RV HHARL
flag malloc(9) flags

FIRIRISE G B 5 S TP ME BRI - AR r1ag BPELTHTEE IM_WAITOK
FIM_NOWAIT 2z —, LIREBAEZ IR AR F 14 B 7T BEREHR Fmalloc(9) -

6.7.2.12 mpo_init_proc_label

void mpo_init_proc_label (struct label =xlabel);

S WM Bl
label FFFEHIIRILEIFTIRIC

A= RINISE BRI AR L % 2 hRIE - AT DUHERR -

6.7.2.13 mpo_init_vnode_label

void mpo_init_vnode_label (struct label xlabel);

28 W B
label FHATIAILEIHTIRIC
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= RIRIE B B vnode BT 22 FRE - 7T DABERR -

6.7.2.14 mpo_destroy_bpfdesc_label

void mpo_destroy bpfdesc_label (struct label xlabel);

23 HiH BixE
label bpfdesc FRit

BB BPF #id 7 ERFRIC - EZA D RECH, SKISR A BT R AN AL S 1ape1 MREXHITE
fE== ], DAEBHEOZIRIC -

6.7.2.15 mpo_destroy_cred_label

void mpo_destroy_cred label (struct label xlabel);

28 BiE
label FEHEHERATPRIC

B MEER EARC - ERADRET, SRR A BT R E AR ECH S 1abe1 FHRERHIFF i#
2SI, DUEREBOZIRC -

6.7.2.16 mpo_destroy devfsdirent_label

void mpo_destroy devfsdirent_label (struct label xlabel);

Z8 i B
label FFEHERHIPRIC

BB devfs RITLHIFRC - EIZAHRECH, HIEN S BRTHANTE D BLHS 1ape1 HREHITE
fE==E, DLEBHEIZARIC -

6.7.2.17 mpo_destroy_ifnet_label

void mpo_destroy_ifnet_label (struct label xlabel);
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S8 Ul Bie
label B ESERIPRIC

S — CMHBRIE DA SRERRIPRC - EZA A RECH, SRR SR BN D ALK S 1abe1 HH
KEKHITEREZE ], DUEEEBOZIRIC -

6.7.2.18 mpo_destroy_ipgq label

void mpo_destroy_ipqg label (struct label xlabel);

S8 W BiE
label R EHERHIPRIC

B — 1P 20 AFIFESRERHIPRIC - ZEIZA D RELT, KIS N SRR EE N AR ECH 5 1ape1 16
RERPIFEREZS ], DUEEEBOZPRIC -

6.7.2.19 mpo_destroy_mbuf_ label

void mpo_destroy _mbuf label (struct label xlabel);

S8 Wi B
label FHEHEAIPRIC

BHBCS — " Mbuf M REREIPRIC « FEIZA D RECT, KRR M BBETEENT D B S 1ape1 HHREL
FEE=SE], DUEBBOZIRC -

6.7.2.20 mpo_destroy_mount_label

void mpo_destroy_mount_label (struct label xlabel);

S8 U BiE
label FFHEHE A IMount HARIC

BBLS — Pmount FAHREKIIPRIC - XA D REH, RIS 2 BTN BLH) S mnt 1abel 1]
RERPFERES ], DUEEHBOZPRIC -
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6.7.2.21 mpo_destroy_mount_label

void mpo_destroy_mount_label (struct label xmntlabel, struct label *fslabel);

S8 W B
mnt 1abel R EHEL FIMount HFRIC
fslabel File system label being destroyed>

BB S — P mount FAHKERAIFRC - EIZAHBRECH, SRISR SR S ENTR LK), Smntlabel
MM fslabel HRERHIFHEZ R, LIEHBOZIRIC -

6.7.2.22 mpo_destroy_socket_label

void mpo_destroy_socket_label (struct label =xlabel);

8 W Bl
label R EHER I ERE FHRIC

WS - EETHREIINE - EZADRECH, KN AR EENRIEE), 51abel HX
HRETEREZE R, DAEBEEOZIRIC -

6.7.2.23 mpo_destroy_socket_peer label

void mpo_destroy_socket_peer_label (struct label x*peerlabel);

2 ] BiE
peerlabel ¥ EEE I EREF X SR ME

SRS — D EET M RKESFEAIRC - EZANRET, RIS S BT RN B,
5 1abel MRERIVIFAES ], LUEHBOZIRC -

6.7.2.24 mpo_destroy_pipe_label

void mpo_destroy pipe label (struct label xlabel);

S8 WY BE

label %ﬁﬁﬂ
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PEE— METERIPNC - FEZA DRI, RIS M BATEENETECR], 5 i1abel HHREKAIFES
[\, DMEEEEOZFRL -

6.7.2.25 mpo_destroy_proc_label

void mpo_destroy proc_label (struct label xlabel);

S Ui BiE
label lﬁﬁﬁ/ﬁla

B — N HRRRIRC - EZADRE, RIS Y BBITEENT BN, 5 1abel HHREKFIFIES
B, PAEEEEIZPRIC -

6.7.2.26 mpo_destroy_vnode_label

void mpo_destroy_vnode_label (struct label xlabel);

8 Ui BiE
label L#%%*f_ﬁla

FEE— T vnode FIFRIC - ZEIZA L BRECH, KBS YRBEMPTEENTE AR, 5 1abel tHRERAIFIES
[\, DMEEEEOZFRC -

6.7.2.27 mpo_copy_mbuf_label

void mpo_copy mbuf_ label (struct label *src, struct label xdest);

src JRPRIC
dest E*ﬂt\*ﬂ—‘lﬁ,

¥ src FEIFRMC S B I E destH -

6.7.2.28 mpo_copy_pipe_label

void mpo_copy pipe_label (struct label *src, struct label =xdest);
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8 HH BiE
src JEFRIE
dest Eﬁﬁwﬂ

)Igi‘src ':F' B"]*ﬂ?la{g%»?%m\ﬁdest °

6.7.2.29 mpo_copy_vnode_label

void mpo_copy_vnode_label (struct label *src, struct label =*dest);

src JRFRIC
dest E*ﬂt\*ﬂ—‘lﬁ,

Fsrc FHIFRMERE B N Eaest -

6.7.2.30 mpo_externalize_cred_label

int mpo_externalize_ cred label (struct label =xIlabel, char xelement_name, struct sbuf
*sb, int #*claimed);

23 Wi B BixE
label R RSN AR AbRiC

element_name %E—%%K%ﬁﬁﬂ E/‘J%‘EH%E/‘]@ ?

sb AR TBRIC B SO R R I 2 ) F 4 buffer

claimed GERAT ATE Felement_data 18, T B 261

RIEEANRIFRIEEN, FE— D LIINTE R RIFRE . — DN MRERIRE, BFMCNAER AR
~, EHAPERAONHAEFRERH, AL . HETPIMACSEEL T SRR F SR RG BRI R EL
Rt BAREEEFSLIRY, FEFES b2 F), T Eelement_name $8E KL T - W element_name
PINBSIREIREE 2 F AR, MEEREO0 . (U ESRIMCEIR SRS B IR, HREHE0E . —
HIEBR EEH Selement_data, 1B *claimFIEUE -

6.7.2.31 mpo_externalize_ifnet_label

int mpo_externalize_ifnet_label (struct label xlabel, char *element_name, struct sbuf
*sb, int #claimed);
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2 1iEA BiE
label BN IE AR R PRI

element_name T2 MRFRIRIMC I HREE ) %4 5

sb FARAZ ORI ISR R R T 2 A buffer

claimed SRR LI FEelement_data 385, U ELE{E 81

RIFENIFMEEN, PR LINTIE AR RIPRE . — MIMBERIRE, BFRMCHNERRISCERR
~, EHAPRPAINHAEFREH, AR . HETFIMACSEEL T SRR F SRRG BRI R EL
Fit, BEAARFERESSIIAE, FEAESsbZ A, T Eelement_nameF ¥5E I F - W element_name
PINA S RBP4 F AR, MEERE0 . (U EHSRIMCEIR S 2 B IR, HREEHE0E . —
HIRBE IR EHEH Selement_data, 133 *claimAYEE -

6.7.2.32 mpo_externalize_pipe_ label

int mpo_externalize_pipe_ label (struct label xlabel, char xelement_name, struct sbuf
*sb, int =#claimed);

2] Wi A BixE
label RN R R

element_name Ty 2o/ MERFRINVRIC ISR BE )45 F

sb FRAFTBRC B U R I 2K 74 buffer

claimed ﬂﬂ%ﬂ uiﬁfﬁelement_data iﬂj , U‘JJE%UE%i

RIBEARIFMCEE, FE— "D LINTERFRIIPRIE . — IMRIERE, BIMCARRISIRE
~, EHAPRPANEEREH, SRR HETRIMACSEI T SRR F SRHG FIRE R R %L,
Ht, BEAAREIESEIIE, FEAESsbZH, T Eelement_name 5 E 1% F - W1 element_name
FINE S RIS AR, WEHREO . (AR HMCEER R HEEE RS, REFE0E . —
HFEBG R EIE S element_data, 128 *claimIEUE -

6.7.2.33 mpo_externalize_socket_label

int mpo_externalize_socket_label (struct label xlabel, char *element_name, struct sbuf
*sb, int #*claimed) ;

S Wi BiE
label R HAMRIE AR BIPRE

element_name %%&I‘%B%ﬂ?ﬁj\ﬁﬂ E’J%E@ B"J% %:

sb FRAF TR B SO R I 2B 749 buffer

claimed ZID%HI [«‘Jiﬁﬁfelement_data iEjZ, m[J;E\:ﬁﬁﬁi

RIEEANBIFMEESHY, 74— LUMTEAERRIRL . — MMTEAIRL, BIRCABERISURE
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~, EHAPRONHABFRERE, 2R AER . HETRIMACSEEL T 8K F SRR BRI N D BRE,
L, BAREREPSCIRE, FEAES 2], T Eelement_nameH §5 E K% F - U element_name
PINESIREIREE & F R, MEEREO0 - (CHFEHRIMCEIR S R B EERE, 7HREHE0E . —
BRI R EHE S element_data, 2B *claimFEUE -

6.7.2.34 mpo_externalize_socket_peer label

int mpo_externalize_socket_peer_label (struct label xlabel, char xelement_name, struct
sbuf xsb, int =*claimed);

23 Ui BixE
label Fe RSN AR BbRIC

element_name %%ﬁl\%ﬁi%%ﬁﬂ E’\]%Eﬂ%ﬂ@@ ?

sb FARAFTIRIC B SO R R I 2B 74 buffer

claimed 5 A] LIE T element_data 38, U ELE{E 31

RIBEABVRICEM, FE—DLIMEEARRIRE . — MMRERIME, BVREHERIXERR
~, EHAPERAONHEEFEH, AL . HETPIMACSEEL SRR F SR RS FFE R K BREL
R, BEAAREIEESSIIAE, FREAESsbZ A, T Eelement_nameF¥5 E K% T - W element_name
PINBE S RIS 2 PR, MEEREO0 - (CHFEHSRIMCEIR SR B EEEREN, 7HREHE0E . —
HEBE R EE Eelement_data, 33 *claimPO%L(H -

6.7.2.35 mpo_externalize_vnode_label

int mpo_externalize_vnode_label (struct label xlabel, char xelement_name, struct sbuf
*sb, int #*claimed);

23 Wi B BixE
label e FSNEIE AR EbRiC

element_name %%3%%5&%1%3 EI‘J%EH%E@% ?

sb FARAFTBRIE B SO R R I 2B 74 buffer

claimed AN AIE FTelement_data 18, T EEQ(E 1

RIFEANPIFMEEN, PR LINTE AR RIFRE . — DMIMBERIRE, BFMCHNERRISCERR
~, EHAPRPANHAEFRETRH, SRR . HETFIMACSEEL T SRR F SRS BRI R EL
Hit, BARERESSIIARE, FEAESsbZHl, T Eelement_name ¥5E I F - W element_name
PINESIREIREE 2 F AR, MEEREO0 . (CHEHRIRMCEIR S 2 HEEEREN, HREEHE0E . —
BB IR EHEH Selement_data, 133 *claimAEUE -
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6.7.2.36 mpo_internalize_cred label

int mpo_internalize_cred_label (struct label xlabel, char xelement_name, char
*element_data, int *claimed);

S 1B Bl
label R E R RIFRC

element_name %%W%Ei%%*ﬁlﬂ E’U%H}% E@Zl %Z
element_data aﬁ%g%ﬂii’??ﬁ% E/‘chzl—(ﬁ%
claimed WREAR G E R, N HE (AR

RIE— AR RINTE R RRCETE, A — P NERIE RS - B BIFIMACTT 2RI A
B SRBS FOAE R AN R, SRMIN PRI ERERHE Sk, (Rlitk, SEEMCRE L0 E Seil it
#element_name [N AF B CHIKEE & F, Rl & BT ik Hielement_data {7 AETE - R, 0
R FAILEL B E BOR AR ERLY), ZRECRE0, FHiEdE *claimedHI{H -

6.7.2.37 mpo_internalize_ifnet_label

int mpo_internalize_ifnet_label (struct label xlabel, char xelement_name, char
*element_data, int xclaimed);

S 1548 BiE
label B AT RIFRIC

element_name TR B NERFR RO F TR 14
element_data T T W FE 1 ) SUR B
claimed WREIE R EWRER R, I HE(EH

RIE— RSN ZR L EdE, A — 1 NEENIFRICEE M - B T FIMACTT R0
P SRBE FIME R RS, ORI ARC R B g, I, SEIACR T & SEiE i b
@Celement_name‘:fz'ﬂﬁlj\]gﬁﬂEEE"J%H}%@?, %ﬁﬁ%%@%%i?ﬁ%element_data‘:F’ﬁfﬁ(ﬂ"]ﬁﬁo %Mﬂ/‘], ilﬂ
R FANICHL B E BIR R IR ERLT, ZREGRIE0, Hibt*claimed )(H -

6.7.2.38 mpo_internalize_pipe_label

int mpo_internalize pipe_ label (struct label xlabel, char xelement_name, char
+element_data, int *xclaimed);

S Ll BiE
label FHHE T RIFRIC

56



6=  TrustedBSD MAC fE42

2 Ui B BixE
element_name T5 2 NHRFRRIMC I REE ) 4 5
element_data i 2 HOFR HHI U £

claimed WRBIEPERRER e, W HE(E 5

IR — AR ASMRZTRIICESE, I — DA RIPRICSEH - B ETRIMACTT SRR UTE H
PrE SR HORE R A DR B, SRIFRARC AN HOE R, B, SEIUCR L E el H
Helement_name F N AF H CUOSRIG 4 7, AHHE & 57 24 iftelement_data A7 BUNEE - KU, 40
R A EECECE BAE e SR ERT), ZEREURE0, H iR claimed I(H -

6.7.2.39 mpo_internalize_socket_label

int mpo_internalize_socket_label (struct label xlabel, char *element_name, char
xelement_data, int xclaimed);

B i BiE
label FHHE R RIPRIC

element_name %?W%E%%*ﬂt\lﬁ, E/‘]%EH%E/‘]% ?
element_data %g%&yf?ﬁ% E‘JjCZlKﬁITE
claimed WREIE R E TR, T B

R — AR RINT R RRCETE, A& — P NERIE RS - B BIIMACTT 2RI A
G SRBS FOAE R AN R, RN PRI R HE Sk, (Rlitk, SEEMCRE L0 E Seil it
Belement_name ! [N AF B CHIKEE 2 F, BlfiE & T 22k Hielement_data 7 HUHETE - R, @0
R FALEL B A BIR R AR E R T, ZREGREI0, i +claimed 1(E -

6.7.2.40 mpo_internalize_vnode_label

int mpo_internalize_vnode_label (struct label xlabel, char xelement_name, char
xelement_data, int *claimed);

S 1B Bl
label R E R IFRC

element_name aﬁ%%ﬁﬂ%ﬁi%%*ﬁ\ﬂ E’U%m% E@Zl %Z
element_data aﬁ%g%ﬂii’??ﬁ% E/‘chzl—(ﬁ%
claimed WREARHE R, N HE (AR

RIE— AR R RRCETE, A — P NEIE N RPMCSH - B BIFIMACTT 2RI H
B SRBS FOAE R AN R, SRMIN PRI ERERHE Sk, (Ritk, SEEUURE L0 E Seil it
element_name ! [N AF B CHIREE & F, Bl & I FT ik Hielement_data A ETE - R, 0
R FAILEL B E BOR LR ERLY), ZREORE0, FHiEdE *claimedHI{H -
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6.7.3 PR EF

SRESIRAT FAIMAC HEZRERHEAY “FRC B RADREL S REPR DI THRAE - SRBS IR &
SERATBOPRIC AT SR BORE R A A R B AT IR H AN D A B - N SRETPIIATIL - QIR
T T A o ERLN R BN A] ISEINERRE, B, AvrA PSR R ERIPRICE - X SRR ST
DASERERFE IR R B, Han 5P EAMRMPRCEM . — DM RRHRC S AR L o AR E
VNS i€

LINTR Y=o o
(N ZARRAIEF) \
PRl o

HFTCFE, o--<—-.
AP GAE R, | \
Vil ~—=>—-0

PRCEHEL o

FEFRPRCHIIR LA D pREL, SRIR AT LILL TG — /) - XTSRRI R 7 S EMCRI6(E -
S ECLE— ISR slot (E90, X FEAE ARSI AT REH AT ZHUT R [ THIWIA L ERLE -

PRGBSI AT TR — D NZEOR SR — D B SSRGS B, (A SRSEBi4L) et
Zl. BN, EEEMHERZE], £ HN 29 Fmbuf BHESH, BFEFRN “RER RE. B
I, mbuf B9 BCERVERF S BT Zmbuf FIAVRICPIIRILIRIE, Timbuf O EVEN #E R 21 Zmbuf HIES
— MR IRAT KRB AT . B, ARAEHSREEEFN LTI, BEEE . @SRRI R
HABX BAFRICES .« Flin, H—NEEFOE— Pmbuf B, BT HOIENmbuf X EFRICZ AN, (ERAIEE
MERFSHIMC IR ARG E . NMEEEQEN SN ES BN GFRREEER T QIEREnT
RERAETEXMEREE RS ESRPINZE O £ A, FASIEEAARREFERM, U ERSENES IR
T -

S EEE R E G — A ST & A IPC S, (HRAEN SR F R R AN, RS EA TR LI
PRI T I B E - i, 7EMAC_UPDATE_IPQ A LM A, HAIP 4 A EHIFHIFRIC
ATRES R WA B T 35T I mbuf T 5T -

DA SR A R S BT A e -

REOE L HITIRICHEERE, ROV E D ECR AR S R B RS, Z /5 A AT AEE Bl B
KSR B RS -

bR T 558 NI S8 E B MC 2 b, I E — MR MOV R AL IRETARC o IXEERRICH TR
AP HARBEREZEFREE - SR ESRERIES Ebrd— i, JE0EEHE
4, MAC_INTERNALIZE, B&EAN[E: ZREFER H ARG, SRR ANZERIER .

6.7.3.1 3 RGN RITIC A

6.7.3.1.1 mpo_associate_vnode _devfs

void mpo_associate_vnode_devfs (struct mount *mp, struct label xfslabel, struct
devfs_dirent xde, struct label xdelabel, struct vnode *vp, struct label =xvlabel);
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28 Ui BiE
mp Devfs HHEE 5

fslabel Devfs j{{#%éﬁ*ﬂt\ia(mp—>mnt_fs label)

de Devfs H K

delabel 5 de MREXAIRIGFRIC
vp 5 ge FHREEFIvnode
viabel 5vp fARERFIRIGIRC

RIEZE de & ANHdeves HFRIREFRMCRE LR, J—DHL 0K devfs vnode HIEFIL (viabel) -

6.7.3.1.2 mpo_associate_vnode_extattr

int mpo_associate_vnode_extattr (struct mount *mp, struct label xfslabel, struct vnode
*vp, struct label xvlabel);

L BiE
mp RS S

fslabel M RGIFRIC

vp FFHE L fvnode

viabel 5vp tHRERMIFEEEITIC

M ARG R B 1 A BB vp B9FRIC - A, R0« AR, MHEerrno TEERIAHR AR IRGRIY -
QRS ARG TR MR HRAE, WA LA BN fs1abel M Eviabel -

6.7.3.1.3 mpo_associate_vnode_singlelabel

void mpo_associate_vnode_singlelabel (struct mount =xmp, struct label xfslabel, struct
vnode *xvp, struct label xvlabel);

28 U BiE
mp R

fslabel X RGHRD

vp FFHEFRIC Fvnode

vlabel 5 vp *H%E%E‘J%Eﬂ%ﬁﬂ

HEARZEMCHRG L, EAIZAORE, RIEHFERAIRC, £slabel, Hvp WEKMIRIL -
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6.7.3.1.4 mpo_create_devfs_device

void mpo_create_devfs_device (dev_t dev, struct devfs_dirent xdevfs_dirent, struct
label xlabel);

28 i BixE
dev devfs_dirent Xﬁmﬂ/‘ﬁﬁ%
devfs_dirent RPN HIDevfs H I

label B EE ) deves_ dirent FRC

HENZEFTER)deves_dirent IEFRIC « ZRECRHER 8 U RGUINE - BB IENE & I 3%
H.

6.7.3.1.5 mpo_create_devfs_directory

void mpo_create_devfs_directory(char xdirname, int dirnamelen, struct devfs_dirent
+devfs_dirent, struct label xlabel);

2 ] BiE
dirname %ﬁ@ﬁ%ﬂ’ﬂ%?
namelen ?f@‘%dirname E@‘Eﬁg

devfs_dirent FiE H R {EDevfs Hxf N A H SR

HtE N BRSH i devEs_dirent EHEVRIC - ZRECRHEMNS - EMIREXHFRS, S HM—1 %
BHEE BRI RE S A R -

6.7.3.1.6 mpo_create_devfs_symlink

void mpo_create_devfs_symlink (struct ucred xcred, struct mount *mp, struct
devfs_dirent *dd, struct label xddlabel, struct devfs_dirent =xde, struct label
xdelabel) ;

28 U BiE
cred E/TZIS{%/EE:U(
mp devfs HEHE S

dd A= RN
ddlabel 5dd FHFRBHIFRC
de 5 R
delabel 5 de tHREXAIRIGIRIC

60



6=  TrustedBSD MAC fE42

FFE O R devis(5) FFSHEETUAEIRE (delabel) -

6.7.3.1.7 mpo_create_vnode_extattr

int mpo_create_vnode_extattr (struct ucred *cred, struct mount »mp, struct label
xfslabel, struct vnode xdvp, struct label xdlabel, struct vnode =*vp, struct label
*vlabel, struct componentname +*cnp);

28 Ui BiE
cred £1$1'§EE)U(

mount X{#%éﬁ&%@ﬁ

label XHFRGML

dvp X H3¥vnode

dlabel 5dvp tHRER)EEEIRIC

vp F I I vnode

vlabel 5 vp HHREKAIHEBEIRIC

cnp v B4

Fvp KIFRCE AT BBV - BT, RPRCE A viaber, HIRE0. B, JREX B HE RIS o

6.7.3.1.8 mpo_create_mount

void mpo_create_mount (struct ucred *cred, struct mount xmp, struct label *mnt, struct
label xfslabel);

ZH i BiE
cred FHEEIR

mp = SRR RS

mntlabel :{Zf%ﬁi,ggﬂ/]mp E‘J%ﬁﬂi%i‘fmﬂ

fslabel RIHHEBE mp HISUIERGTHIRBEIRIC -

A N ERFERT AR AEE IR G IR0 « ZERECRAE U R GRS R -

6.7.3.1.9 mpo_create_root_mount

void mpo_create_root_mount (struct ucred xcred, struct mount *mp, struct label
*mntlabel, struct label xfslabel);
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S A BE
556.7.3.1.8 1.

AN ERFERT AN RIEGIRC « ZRECRAEEEBRSUE RS, mpo_create_mount; 22
JEBEM -

6.7.3.1.10 mpo_relabel_vnode

void mpo_relabel vnode (struct ucred *cred, struct vnode xvp, struct label xvnodelabel,
struct label xnewlabel);

28 Ui BixE
cred ETZM%‘EE)H(
vp Rt EHTPR L Avnode

vnodelabel vp Iﬂ*ﬁﬁ@%ﬂ%ﬁﬂ
newlabel 4%7‘@1Jﬁvnodelabelﬁ/‘j%ﬁ (ﬂﬁgﬂ%%ﬁﬁj\> N

RIE R ANBFPRICF AR EEIR, EHiSEvnode HIFRIC -

6.7.3.1.11 mpo_setlabel_vnode extattr

int mpo_setlabel_vnode_extattr (struct ucred xcred, struct vnode xvp, struct label
*vlabel, struct label xintlabel);

28 Vi BA BiE
cred £1¢1§1{E)ﬁ(

vp 5 HFRC TR B vnode
vliabel VpE’]%m%*ﬂt\la
intlabel Rt B NHEEHIFRE

Y58 int 1abel A HRIWRD S B 5 AT Evnode I BEM - R E W vop_stdcreatevnode_ea Bt
W -

6.7.3.1.12 mpo_update_devfsdirent

void mpo_update_devfsdirent (struct devfs_dirent xdevfs dirent, struct label
xdirentlabel, struct vnode *vp, struct label xvnodelabel);
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23 Ui BixE
devfs_dirent A, devfs HFIN

direntlabel WFHEHHIN devfs_direntﬂ@%ﬁ%*{ﬁia

vp “Cvnode CHiE
vnodelabel VpE’U%E%*/TWE

*EfE%f?)\E@devfs vnode ﬁﬂ, Xﬂ'devfs_di rent E@*ﬁlﬂﬁﬁ?%%ﬁ ° i%ﬁﬁiﬂ*ﬁ‘devfs vnode E’\]f;':éﬁf
BN )G, RFHRZRECEEARMCIES, ath, RIFEAEN AIvnode BRI NZENRER, ASE
KVRCHIFPRS « A, fFdeves FETE— M SR BB nac_vnode_create from_vnode, HFf
WHIZREL, Xvnode FRICHATHIAGLERIE -

6.7.3.2 IPC X R¥RiC HH-#R1E

6.7.3.2.1 mpo_create _mbuf_ from socket

void mpo_create_mbuf from_socket (struct socket *so, struct label *socketlabel, struct
mbuf *m, struct label *mbuflabel);

23 Wi BH BixE

socket EET ERFHEWIP
socketlabel socket E‘J%ﬁﬁ%ﬁlﬁ

m ZAR; mbuf

mbuflabel FFHHIEE Hm BISEBEPRIC

RIE T A EZETIRCH BRI mbuf L HRIR EIRE  BHERTE— DB IRSEEHER, HF
R HAAMEE S Embuf I, R LR

6.7.3.2.2 mpo_create_pipe

void mpo_create_pipe (struct ucred xcred, struct pipe #*pipe, struct label x*pipelabel);

23 Wi Bl BixE
cred Eﬁﬂgﬁ:)}k
pipe %’;JE

pipelabel pipe HISRES R IC

RIEEANEREERSE, REHEEERIIC . B —DREEREE, R -
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6.7.3.2.3 mpo_create_socket

void mpo_create_socket (struct ucred *cred, struct socket xso, struct label
*socketlabel) ;

ZH Ui A BisE
cred E?—l—‘%‘ﬁﬂk $ﬁ3ﬁ§
so B RO ERET

socketlabel 4%%Bfiiﬁi\§ E]/‘]so E/‘ﬁﬂ?la

RIEEAMEREERSE, REFEEZTHRC . B8R DEEY, X ERsRA -

6.7.3.2.4 mpo_create_socket_from socket

void mpo_create_socket_from socket (struct socket xoldsocket, struct label
xoldsocketlabel, struct socket xnewsocket, struct label xnewsocketlabel);

2 TiBH BiE
oldsocket Hﬁ%@j%?

oldsocketlabel oldsocket E/‘]%EH%*/T\IE
newsocket %ﬁ@@j’%?

newsocketlabel newsocket E’J%Eﬂ%ﬁwﬂ

HIElisten(2) B F oldsocket, ﬁﬂ%ﬁ@aecept@) KB F newsocket, WHEIRLD -

6.7.3.2.5 mpo_relabel_pipe

void mpo_relabel pipe (struct ucred *cred, struct pipe xpipe, struct label xoldlabel,
struct label xnewlabel);

2 TiEH BiE
cred Eﬁﬂgﬁﬂk
pipe %&JE

oldlabel pipe E"]%ﬁﬁ%%*ﬁ\lﬂ
newlabel ilgfjlﬂpipe &EH"J%E"J%H@WE

ﬂ?pipeiiﬁ%)ﬂﬁﬁanewl abel o
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6.7.3.2.6 mpo_relabel_socket

void mpo_relabel_socket (struct ucred *cred, struct socket xso, struct label xoldlabel,
struct label xnewlabel);

28 Bi A BiE
cred iﬂgfgﬁilﬁi Kﬂﬂﬁ&’“

so wik, BT
oldlabel so HXEiFRiD
newlabel 3{%%socket lﬁﬁﬂ/ﬂ%}ﬂ‘ﬂt\la

RIEEANBIFRMESEL, W ERT W H BIARCE T 55 -

6. 7.3.2.7mpo_set_socket_peer_from_mbuf

void mpo_set_socket_peer_ from mbuf (struct mbuf *mbuf, struct label xmbuflabel, struct
label *xoldlabel, struct label xnewlabel);

2 ] BiE
mbuf NEBFHWE FE— M E0E R
mbuflabel mbuf HIFRIC

oldlabel EFZFHIHFIFRC

newlabel 4%%@?%?%55@%%%16

HRYE % A B mbuf FRE, BCEF Dstream BT HINERE o FRUnXEIER T 250, B85 — 1 stream
ERT RS D EEERE, ZRECRE PO -

6.7.3.2.8 mpo_set_socket_peer._from _socket

void mpo_set_socket_peer from_ socket (struct socket xoldsocket, struct label
xoldsocketlabel, struct socket xnewsocket, struct label xnewsocketpeerlabel);

23 Wi B BixE
oldsocket Z’—‘ﬂﬂ@ﬁ%?

oldsocketlabel oldsocket HIRBEFRIC

newsocket BT

newsocketpeerlabel 3{%%newsocketiﬁgﬁ/‘]§€m§7ﬁﬁa

RYE R ABNERRERL TS, 9— P stream UNIX 5ERFIRENEFRIC - B NMAER T 2 [F
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FTEaEmT, % R ECRAE P 0 A BRI -

6.7.3.3 Network Object Labeling Event Operations

6.7.3.3.1 mpo_create_bpfdesc

void mpo_create_bpfdesc(struct ucred *cred, struct bpf_d xbpf d, struct label
~*bpflabel);

23 W BiE
cred Eﬂ-‘%‘ﬂﬂk Kﬂ%&m

bpf_d BAK; bpf fkT
ppf K HNppr a5 HIKBEITIC

RIEENRTEEEIRSE, AFERIBPF ik 7 EIRL . HEREITIFBPF &7 A, %R ECR
B -

6.7.3.3.2 mpo_create_ifnet

void mpo_create_ifnet (struct ifnet =xifnet, struct label xifnetlabel);

e L] BiE
ifnet WJ@%T&D
ifnetlabel 4%?91@%%5%%%%%

TR O EARC - ZREHELL B N S — R O 2o AR, BB
— i O AT R T3 P BRI SE LR

6.7.3.3.3 mpo_create_ipqg

void mpo_create_ipqg(struct mbuf xfragment, struct label *fragmentlabel, struct ipg
*ipg, struct label xipglabel);

23 Ui B BiE
fragment F— R RIIP 5 A
fragmentlabel fragment E/‘J%EH%*/]—WE

ipg Bk bric AT ELHPAY
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S8 Ui B BiE
ipglabel 0 ipgHE HIKREHRIC

RIEF — D ERWE 5 Friimbuf SKEREE, HTERIIP 50 F ARSI ERRC -

6.7.3.3.4 mpo_create_datagram from_ipqg

void mpo_create_create_datagram from_ ipqg(struct ipg xipg, struct label xipqglabel,
struct mbuf xdatagram, struct label xdatagramlabel);

2 Wi A Bl
ipg IP EZHPAS]
ipglabel ipg HISRBEPRIC

datagram 4%%&*5169@@?%?&

datagramlabel :{%jj datagraml abeliéig E’U%B@*ﬂ?}a

HRAEIP 73 ELHBAS, D9 NI 2H 52 58 1P EUE RIS EARIC -

6.7.3.3.5 mpo_create_fragment

void mpo_create_fragment (struct mbuf xdatagram, struct label xdatagramlabel, struct
mbuf xfragment, struct label xfragmentlabel);

23 Wi B BixE
datagram iﬁﬁ%jﬁ

datagramlabel datagram E@%E}%*ﬂt\l—d

fragment 4%%&%159@@\)#

fragmentlabel 3{%%datagramiﬁgﬁ/‘]ﬁ%m§7ﬁﬁa

IRIEECHEAR TR BL fImbuf SKEMER, HEFHERI D A Bmbuf SkHR S ERIC -

6.7.3.3.6 mpo_create_mbuf_from mbuf

void mpo_create_mbuf from mbuf (struct mbuf xoldmbuf, struct label xoldmbuflabel,
struct mbuf xnewmbuf, struct label xnewmbuflabel);

ZH P BixE
oldmbuf 2B/ (J5) mbuf
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2 Ui B BixE
oldmbuflabel oldmbuf HISKEEHRIC

newmbuf :[%7‘ %ﬂi*ﬂt\'ﬁ E/‘J%ﬁ@mbUf
newmbuflabel ¥ HNnewmburiEE KRG PRIC

IRIEHE N IVEEIEIR mbuf SLFREE, JFrEEdER fmbuf SkER I EIRC - W E R THERAZL
KA, Hoan, ETON ST SR E T BL R T mbuf

6. 7.3.3.7mpo_create_mbuf_linklayer

void mpo_create_mbuf_ linklayer (struct ifnet xifnet, struct label xifnetlabel, struct
mbuf xmbuf, struct label smbuflabel);

¥ Ui HA BixE
ifnet N

ifnetlabel ifnet HISEBEHRIC

mbuf BEEEGE R FImbuf ST
mbuflabel R NmburlEE HIHRIEFRC

RFELEERE O b F T 3R I 2 0 L T BT B AR AR A mbu k3% B AR o 1 REUS RS T4 T
VA, S IPv4AFIIPY6 IR ZEN N ARPEL E ND6HRT -

6.7.3.3.8 mpo_create_mbuf_ from bpfdesc

void mpo_create_mbuf from bpfdesc(struct bpf_d *bpf_d, struct label xbpflabel, struct
mbuf xmbuf, struct label xmbuflabel);

bpf d BPF #iA¥

bpflabel bpflabel HISEBEFRIC
mbuf R FRC AHT EEmbuf
mbuflabel 4%jﬂmbufiﬁgﬂg%%*ﬂj\la

JEFZEUBPF ffiid 1 0 AT AR R Fmbuf S EARIC - =X ZEUBPF ik 7 B R ECHUBPF 3 f
PHATERIERS, Z R R -

6.7.3.3.9 mpo_create_mbuf_from_ifnet

void mpo_create_mbuf from_ifnet (struct ifnet *ifnet, struct label xifnetlabel, struct
mbuf xmbuf, struct label smbuflabel);
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2 Ui BiE
ifnet N

ifnetlabel ifnetlabel HISRIEFRIC

mbuf FTEEIE R I mbuf KR
mbuflabel R HmburlEE HIRIEPRIC

M 2845 O 2B FOEERAR A mbuf Sk EbRIC -

6.7.3.3.10 mpo_create_mbuf _multicast_encap

void mpo_create_mbuf multicast_encap (struct mbuf xoldmbuf, struct label *oldmbuflabel,
struct ifnet =xifnet, struct label *ifnetlabel, struct mbuf *newmbuf, struct label

*newmbuflabel) ;
2 ] BiE

oldmbuf I EAE R A mbuf S5
oldmbuflabel oldmbuf HISKEEHRIC

ifnet 2 n|

ifnetlabel ifnet [ISEERFRIC

newmbuf 4%‘%&*/?\13 E/‘]%ﬁ @ﬁﬁ‘?&mbuf %%ﬁ
newmbuflabel l{gfjlﬂnewmbufiﬁgﬂf‘]%m%ﬁ?ia

LE AR CHEIR R4S € 23D (multicast encapsulation interface) ZCERN B, gl
FIEIRE IR T fEmbuf SKERIZEFRC - B2 FIZE I O %38 — P mbuff, R FIZ AL -

6.7.3.3.11 mpo_create_mbuf_netlayer

void mpo_create_mbuf netlayer (struct mbuf xoldmbuf, struct label xoldmbuflabel, struct
mbuf xnewmbuf, struct label xnewmbuflabel);

2 UiHA BiE
oldmbuf %L&E/‘]ﬁdﬁ?&
oldmbuflabel oldmbuf HISEBEHRIC
newmbuf %ﬁ@ﬁﬁﬁﬂi

newmbuflabel newmbuf B@%%*ﬂt\l—l’j

TP HERR R MR N R SR (o1ampur) TIHTEAVEURIRIZE Embuf L EIIRIC - FFEHER N
B RNZRE, N, MERICMP TESREGERRS -
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6.7.3.3.12 mpo_ fragment_match

int mpo_fragment_match (struct mbuf xfragment, struct label *fragmentlabel, struct ipg
*ipg, struct label xipglabel);

ZH Wi B BiE
fragment 1P ﬁj’ET&ﬁj\H
fragmentlabel fragment E’J%EH%*/]—“\IE

ipg IP 47 Jr B ZHRAS

ipglabel ipg I SEBE AR

RIEFT AP 73 7 BT (ipg) KIPRID, REES—MIP EIER (fragment) Hmbuf FLHRZ
B EHER . f76, MLREL. T, RE0. &SP HRZER— M RINEEEE S F AR EE R
o R EHRIIFPE, REARZREA T Ze0s; WRR, Fon =i — s A EAH
1o SBETT IR FZ A R, RETRICEE HA S BB LA EEAIP 70 B -

6.7.3.3.13 mpo_relabel_ifnet

void mpo_relabel_ifnet (struct ucred *cred, struct ifnet xifnet, struct label
*1fnetlabel, struct label *newlabel);

S 1iAH BiE
cred JI_TZ'—‘T%@E:{K

ifnet gﬁg, Wé%ﬁl:l

ifnetlabel ifnet HISEBEHRIC

newlabel Y§79ifneti%BEHIFIRC

7FE3’EET1§)\E"J¥E*ZTWE, newlabel, L)&Eﬁﬂ%ﬁé’ﬁ(, cred, Xﬁlﬂé%%l:lﬁ’ﬂﬁwﬂﬁﬁ%%ﬁ

6.7.3.3.14 mpo_update_ipqg

void mpo_update_ipqg(struct mbuf *fragment, struct label xfragmentlabel, struct ipg
*ipqg, struct label xipglabel);

S T BH BiE
mbuf IP 5

mbuflabel mbuf E@%Eﬂ%*ﬂ?}ﬂ
ipg IP 53 5 EZHRA Y|
ipglabel :{%%Biﬁ%ﬁﬁ/‘]lpq%gl Eﬁ%ﬁ%*{ﬁlﬂ
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IRIEFT (& ABIP 2> Frmbuf SKFR (mbusr) NEMCERIP 20 R EAS (ipg) BIPRCHETEHT -

6.7.3.4 FHREIRCE B

6.7.3.4.1 mpo_create_cred

void mpo_create_cred (struct ucred xparent_cred, struct ucred *child cred);

28 BiA BiE
parent_cred QET¢1§EE’U(
child cred ¥£1'$1§H:){j(

RIEFT AN EHRGEER, AFEOTHREEREERIL - 828 — D EERstruct ucred i Fcrcopy(9)
I, R LR ZRECN R S AR EH] (forking) B BIEZFAHRAN—IX -

6.7.3.4.2 mpo_execve_transition

void mpo_execve_transition (struct ucred xold, struct ucred *new, struct vnode =*vp,
struct label *vnodelabel);

¥ Vi BixE

old oA EREER ANAT PR A
new BRI E A E R

vp BT RS EHEE

vnodelabel vp E/‘J%H]%H—WE

— MAEEERo1af I FERH THAT (vp X T S EARCEL LN, Z K ERTEvnode bRt i AR EHHFR
iﬁjﬂnew ° ﬁé/l—/l\ﬁﬁ%*mﬁvnodeyﬁ:, ﬁﬁﬁ]i)\l:l l%]%f&mpo_execve_will_transition ﬁ&yﬁg@
FOSEBRI ORI L A SR T LU % AT A RS AR S V8 Flmpo_create_cred 5
A EEL, so as not to implement a transitioning event. — ESRHE LI T mpo_create_credtiy, BIfFXE
%fmmpo_execve_will_transition, ‘lﬂﬂlﬁifmﬁ'z@ﬁ

6.7.3.4.3 mpo_execve_will_transition

int mpo_execve will transition(struct ucred xold, struct vnode *vp, struct label
*vnodelabel) ;

ZH BiAH Bl
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S 1 B BiE
old TEH U Texecve(2) Z Bl BT AF IR AN AT 028
vp FERHIT RS

vnodelabel vp B"]ﬁé%*ﬂt\ﬂ
HIEBGRE, 4S5 R EREFEERHIITSEvnode I, 2 ETREM T MIRCERHREIE. WRTE, B

E1; B0, 3&E0. BIfE— RS RE0, BHLTN H EAHER R mpo_execve_transitionfiHE
TS, B REA M — SRS R, AR T I R AL .

6.7.3.4.4 mpo_create_proc0

void mpo_create_procO (struct ucred xcred);

S B BiE
cred FHIET R EREER

itRR0, FrENEARRRIESE, SIREAEER-

6.7.3.4.5 mpo_create_procl

void mpo_create_procl (struct ucred =*cred);

ZE Bl
cred FHEG R ERFER

AR, FrE M RS, SRR AEER .

6.7.3.4.6 mpo_relabel cred

void mpo_relabel_ cred(struct ucred *cred, struct label xnewlabel);

2 Ui BA BiE
cred E%%E#ﬁ
newlabel 3{%7@]252)5@ @J cred I E"J%ﬁﬁﬂ

RIEE ARTFIRIC, X EAEER L AIPRCE AT 5 H -
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6.7.4 IR HIKE

AT DT R HI O R, SRESRBER A P AZ T R IR SR - SREIBOLT, AR, — iR
FIANORESEE, — 1 EEE T IRIGEER, FIMERERIER KO EAMAERER (P gEa
FEML) o VIFEERIA D RECREO, FRAVFIZERIE, BN, JBE—"1errno(2) FERHIG - WHIZA DK
B, R ATE RGN ARES IR, R — AT RIS R IR SRR, 2RI T AT EE A A F SR
FIREIGER: FUE S PTA FRSRY MVFZIRIER, A RInRE - B0, anfE — D EEE S TR ARG
=], 'J_"%AMQTLQ WHREZ BRI E HERE, K HE X fEkern_mac.c Fferror_select ()
RENENIRERERRE T, G, RESHF

b4 ) Wived EDEADLK
EINVAL
ESRCH
EACCES

ARk EPERM

AR FTH SRS EROR (B ) BB G B 0500 B LR LR BTSN, MMER R — 1R E .« e
RIS — BRI . WRERR, RIS, SRAFAE, WREHELE, FIHE MR-

6.7.4.1 mpo_check_bpfdesc_receive

int mpo_check_bpfdesc_receive (struct bpf_d xbpf _d, struct label xbpflabel, struct
ifnet xifnet, struct label xifnetlabel);

ZH 1B BiE
bpf_d F{&; BPF kT

bpflabel bpf_d HISEIEHRIC
ifnet ETZIK, Wé%fﬁm
ifnetlabel ifnet FISREGFRIC

RTEMAC HESRR T NIZ A VFRE 2880 1 B ORI 1% 1225 FHBPF iR T BT RLAZR I X < B

Iy, NMERE0; EN, IREEHRRIGE Berrno . EWUERARERMIZHE: EACCES, FTHRC AR
i; EPERM, HTH/DEAEIEN -

6.7.4.2 mpo_check_kenv_dump

int mpo_check_kenv_dump (struct ucred *cred);

SH UL BixE
cred Elesfgﬁilij(

REM R ERZDIZHATFERAZIEDRE (ZFkenv(2)) -
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6.7.4.3 mpo_check_kenv_get

int mpo_check_kenv_get (struct ucred xcred, char xname);

S Ui BixE
cred ET¢T§E—:)U(
name %N AF & 4 F

REM KR EMZD AT LB RN 45 BRI -

6.7.4.4 mpo_check_kenv_set

int mpo_check_kenv_set (struct ucred *cred, char xname);

SE Ui BiE
cred £1¢ffﬁf>{k
name WHZIMRZS &4 F

REMREARZETEOOLELS ENEIMELEHIE -

6.7.4.5 mpo_check_kenv_unset

int mpo_check kenv_unset (struct ucred xcred, char *name);

ZE Ui BiE
cred EE{ZM_EH:)U(

name WNIZ IS & 4 FKernel environment variable name

RFEMR MRS EREIRG ERINZIMNTZ BN E -

6.7.4.6 mpo_check_k1d_load

int mpo_check_kld load(struct ucred xcred, struct vnode *vp, struct label *vlabel);

B Bl
cred Eﬂ”ﬁﬁ@{k
vp Nz AEE Bvnode
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28 Ui BiE
vlabel va’\]ﬁ%E%ﬁlE

PRAEE K AR DU B R HIBR ST -

6.7.4.7 mpo_check_kld_stat

int mpo_check_kld stat (struct ucred =xcred);

SE Ui BiE
cred £1¢{_§ﬁ§>{k

PR TEAH R T AR A B AT [R] I ARZ RN B R ST 2% LU AR SR ST R -

6.7.4.8 mpo_check_k1d_unload

int mpo_check_kld unload(struct ucred xcred);

e QI BixE
cred _,I_sz_a“q'{-l{j(

RAEM R E MR DEE — DN .

6.7.4.9 mpo_check_pipe_ioctl

int mpo_check_pipe_ioctl (struct ucred xcred, struct pipe *pipe, struct label
*pipelabel, unsigned long cmd, void =xdata);

ZH Wi BixE
cred ‘Eﬁsfgﬁilﬁ

pipe /;EEJE

pipelabel pipeﬂ@%%*f?\iﬂ

cmd ioctl(2) fiF %

data joctl(2) £11E
RE AR R EE B E PO A TEE Pioctl(2) KRGV -
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6.7.4.10 mpo_check_pipe_poll

int mpo_check_pipe_poll (struct ucred *cred, struct pipe *pipe, struct label

*pipelabel);

ZH i BiE
cred E{ZM%_'EE%

pipe %:'JE

pipelabel pipelél/‘]%m%ﬁj\ia

REMREF RGN EIE pipe AT poll R -

6.7.4.11 mpo_check_pipe_read

int mpo_check_ pipe_read(struct ucred *cred, struct pipe xpipe, struct label

«*pipelabel) ;

2 i BixE
cred E{ZMAEA’EE:U(

pipe %T'JE

pipelabel pipelél/‘]ﬁiﬁ]%ﬁt\ia
REZERRETHENER pipe
6.7.4.12 mpo_check_pipe_relabel

int mpo_check_pipe_relabel (struct ucred xcred, struct pipe *pipe, struct label
+*pipelabel, struct label *newlabel);

2 UiBH BiE
cred £1¢1§’E>{jﬁ
pipe HiE

pipelabel pipeEl"]gl ﬁﬁ%fﬂ%*ﬂtﬂﬂ
newlabel llgj'ﬂﬂpipelabeliﬁﬁﬂ'(]%ﬁﬁj\ia

REZEMREEH N pipe EHTIEIRIL -
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6.7.4.13 mpo_check_pipe_stat

int mpo_check_pipe_stat (struct ucred xcred, struct pipe xpipe, struct label

*pipelabel);

ZH i BiE
cred E{ZM%_'EE%

pipe %:'JE

pipelabel pipelél/‘]%m%ﬁj\ia

REZFEEREEENENS pipetHRHFIHER -

6.7.4.14 mpo_check_pipe_write

int mpo_check_pipe_write (struct ucred xcred, struct pipe *pipe, struct label
«*pipelabel) ;

2 ] BiE
cred E{ZMAEA’EE:U(
pipe %T'JE

pipelabel pipelél/‘]ﬁiﬁ]%ﬁt\ia

REZEFRZEBHNE pipe-

6.7.4.15 mpo_check_socket_bind

int mpo_check_socket_bind(struct ucred *cred, struct socket *socket, struct label
*socketlabel, struct sockaddr xsockaddr);

2 ViRA BiE
cred £T$1'§H:)|j(
socket 4%%&2%%5"]%3‘%?

socketlabel socket E’\J’fﬁﬂiﬁﬁxﬂ
sockaddr socketﬂ/ﬂi“ﬁi’ﬂ:

6.7.4.16 mpo_check_socket_connect

int mpo_check_socket_connect (struct ucred xcred, struct socket =*socket, struct label
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*socketlabel, struct sockaddr =*sockaddr);

S Wi B BixE
cred Eﬁsf_ﬁﬁe%

socket :I%‘?)jsz}% E"]E%?
socketlabel socket E@%H}%TE—WE
sockaddr socketEI"]i‘@iJJZ

H%%L%E% (cred> %@ﬁﬂﬂqgfgfﬁi (socket) gﬁﬁﬁf@mﬁiﬂ:sockaddro EEIjJ 1\)2@0 EU\[JJ\BE*
MRS errno « EICRHREIR9IZHE: EACCES, HTFRCATFAIEN; EPERM, HTRIFCHER
B -

6.7.4.17 mpo_check_socket_receive

int mpo_check_socket_receive (struct ucred xcred, struct socket =*so, struct label
*socketlabel);

2 ] BiE
cred Eﬁ-‘fﬁ‘ﬁ:){k
so BT

socketlabel solél/‘]%m%ﬁ—“\la

REZFEEBANERERET soHRER -

6.7.4.18 mpo_check_socket_send

int mpo_check_socket_send(struct ucred *cred, struct socket xso0, struct label
*socketlabel) ;

2 ViEA BiE
cred £T$1'§EE)U(
so BT

socketlabel SOE@%E{%ER'LE

REZEFEGEIETERT soSAEE -

6.7.4.19 mpo_check_cred_visible

int mpo_check_cred visible (struct ucred *ul, struct ucred *u2);
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SR U BiE
w1l EREFER
uz2  NREFEIR

WEZFEBREERIEZETEN “see” BEEFEERuz HEMEMR. mIh, RE0;, TN, REHEIRYR
Herrno. BUCKHBEIRIZHE: EACCES, ATHMCAFFAIIEN; EPERM, FH THAUNERIE
#l; ESRCH, FIRIRHEATINE - X RECATEF 2R NI, B35 & ps BT H AR B AR Bsysctl,
PLIGE I procfs HPRASE IR HERAE -

6.7.4.20 mpo_check_socket_visible

int mpo_check_socket_visible (struct ucred xcred, struct socket *socket, struct label
*socketlabel) ;

2 Wi B BixE
cred ﬂfﬁxfgﬁiqj(

socket gﬂg, %E?

socketlabel socketﬁ/‘j%m%*ﬂt\ia

6.7.4.21 mpo_check_ifnet_relabel

int mpo_check ifnet_relabel (struct ucred xcred, struct ifnet xifnet, struct label
*ifnetlabel, struct label *newlabel);

23 Wi B BixE
cred Eﬂsfgﬁilij(

ifnet AR, W 442 1

ifnetlabel ifnetINE HISRAEIRILC

newlabel RN R fnec b BIHTRORIERIC

REZERFEREEHIE R EARPRICEHSHON A E A% O TR T ERE -

6.7.4.22 mpo_check_socket_relabel

int mpo_check_socket_relabel (struct ucred xcred, struct socket =*socket, struct label
xsocketlabel, struct label *newlabel);
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2 ViRA BiE
cred £1¢1§EE>H(

socket ik, BT
socketlabel socketfmﬁ E"J’fﬁﬁﬁﬁwﬂ
newlabel :I%ff)}zmﬂq@Jsocketlabeliﬂ"}%%ﬁ*ﬁiﬂ

REZERFERESHICRAEARIMCN £ TSR RC T E L E -

6.7.4.23 mpo_check_cred_relabel

int mpo_check_cred_relabel (struct ucred xcred, struct label xnewlabel);

2 1A BiE
cred I{ZM%‘TE:U(
newlabel 3{%%&52% @J cred . E@E%ﬁﬁfﬂ

REZFERELREDTEICR B CRRC B E A %A E R E R -

6.7.4.24 mpo_check_vnode_relabel

int mpo_check_vnode_relabel (struct ucred *cred, struct vnode *xvp, struct label
*vnodelabel, struct label *newlabel);

S8 BiBH BiE
cred ji{¢1§ﬁ:4j§ Xﬂﬁﬁ/}“
vp %A% vnode B

vnodelabel Vpﬂ_ﬂ,ﬁ E’\]%Hﬁ*ﬁlﬂ
newlabel l]%‘%ﬁﬁzﬁﬁ @J VpJ: E’\]/ﬁiﬂiﬁﬂ‘/fwﬂ

BB FEREERE S EIRE S E vnode FIFMCEHNS B NTEEMLC -
6.7.4.25 mpo_check_mount_stat

int mpo_check_mount_stat (struct ucred *cred, struct mount xmp, struct label
*mountlabel) ;

e Ui B BiE
cred EETZ'K{%EE:U(
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28 ThEH BiE
mp TR U RS
mountlabel mpE’]ﬁEEH%*T\IE

B KX EREEIRE T ENEE LS E RS ETstatfs FIZ55R - B2y, WHRE0; &0, &E
—errnoff - BRI IR%IS: EACCES, FTHMOACES; EPERM, FTHRAGE - iZ KA HE
TF@ TEOL I HOR A Estatfs(2) FAEMAE S FAEAR], 208 4 FFEMN U RGP EEHERRI S0 &

Gt b, A A getfsstat(2)Rf

6.7.4.26 mpo_check_proc_debug

int mpo_check_proc_debug (struct ucred xcred, struct proc *proc);

SE Ui BiE
cred £T¢1§E§>ﬁ( Kﬂaﬁg
proc BAk; #HHE

T E 1 R FARMG AR ZE B H N debug 28 €2 - ALTh, NEREI0; BN, JBEl—"errnoff » BN
AR EACCES, FTHRCAILES, EPERM, FITHUEAW; ESRCH, FHTFEHHIRHIE
TE . ptrace(2) Fllktrace(2) API, LAKH:Lprocfs #RAEIRFIHHZKEL -

6.7.4.27 mpo_check_vnode_access

int mpo_check_vnode_access (struct ucred *cred, struct vnode xvp, struct label xlabel,
int flags);

S8 Ui BiE
cred E{ZI—({%H:)UQ

vp 4K, vnode
label va’J%H%ﬁwE

flags access(2) Fridi

HRABHE I F ARG E EXT 44 B vnode VAR FE VI IRIRR ST Faccess(2) A1 E At A8 5 Vi FH AR [BI{E -
M, NSRS mpo_check_vnode_open AH[EAITE XORSEHIZEAL . BT, MHERE0; N, KE—
MNerrnoff » BEWHEH MRS EACCES, HTHHEARICEL; EPERM, FHATHRANE -

6.7.4.28 mpo_check_vnode_chdir

int mpo_check_wvnode_chdir (struct ucred *cred, struct vnode xdvp, struct label
xdlabel) ;
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28 Ui BiE
cred £1$1'§EE)U(

dvp &K, chdir(2) 8 H fJvnode
dlabel dvpHIRE&FRC

WM R EREERE B BT LIE B KU E4E Evnode - ALZH, MERE0; &M, RE—
Merrnofl » EEWAFFHAE RS EACCES, HTHHCEARILEL; EPERM, HTHURANE -

6.7.4.29 mpo_check_vnode_chroot

int mpo_check_vnode_chroot (struct ucred *cred, struct vnode xdvp, struct label
*dlabel) ;

28 U BiE
cred Eﬂgfgﬁil{ﬁ

dvp H Xvnode

dlabel 5 dvptH KELHIEIEFRIC

e 5 T2 5 H 1l chroot(2) F|Hi(avp)2a E I H 3% -

6.7.4.30 mpo_check_vnode_create

int mpo_check _vnode_create (struct ucred *cred, struct vnode *dvp, struct label
xdlabel, struct componentname *cnp, struct vattr =xvap);

23 HH B
cred E{ZM%‘EE)U(

dvp ZAK; vnode

dlabel dvpHISREEHTIC

cnp dqu:’ E/‘])J*ZJ'E"\ Z

vap vapHtvnode JE 1

MR EREERETEMESELAF, UAENZATMEME, HIL—"Tvnode. FMTh, MR

[0, &N, JRE—Perrnofd . BLEHAVERIY: EACCES #ERHTHRMOAIEE, MHEPERM, H
TIERAE - LLO_CREATHZ40H Fopen(2), EiXfmknod(2), mkfifo(2) S /)IH AR SEOZREHH A -
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6.7.4.31 mpo_check_vnode_delete

int mpo_check_vnode_delete (struct ucred *cred, struct vnode xdvp, struct label
xdlabel, struct vnode xvp, void xlabel, struct componentname xcnp);

28 U BiE
cred Eﬁgfgﬁi:{k

dve 3 H3Fvnode

dlabel dvpHISREEFRIC

vp BAR;, RN ER vnode
label vpHIRBEHRC

cnp v HIRLG 44

W R EREERETETNG ERLH T, MRS E4FHvnode - A, MERMEO; TN, &
[Fl—errnof - B IRMIG: EACCES, FTHRICANILEL; EPERM, A THURAGE . {#
Funlink(2) FArmdir(2), RFSBOZREBRH o FEHEZA D R B SR IA L 4T SLH —
/l\mpo_check_rename_to, )ﬂﬂ%ﬁﬂﬂﬂ?ﬁﬁ“ﬁ%ﬁwﬁ%ﬁ(% E ﬁjﬁﬁlﬁ E@ﬂﬂ” [3/% °

6.7.4.32 mpo_check_vnode_deleteacl

int mpo_check_vnode_deleteacl (struct ucred *cred, struct vnode *vp, struct label
*label, acl_type_t type);

S8 Ui BixE
cred Eﬁﬂgﬁilﬁi Kﬂﬂ&g
vo & vnode HEHIE
label vplRBEFRID

type ACL 23!

WM X TR R E T EIBRL Evnode FIAEREIMIACL . AiZh, MEEEI0; A, JRE—
MNerrnofl » EEWFH I IRGIY: EACCES, HTHHCARILEL; EPERM, HTHRAW -

6.7.4.33 mpo_check_vnode_exec

int mpo_check_vnode_exec (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 Ui BiE
cred 3314(1%@5)%
vp B BT Fvnode
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S8 Ul BiE
label vpllIRIGFRIC
T B AH 2R ERME RS B ERHUTE "Evnode o X FHUTHFI B TE 54T (o] Ik Bsh 25440 AR SR 2 P4 40 T

A1 AT, MERE0; BN, 1BRE—"1errnoff - BEWFHAVEE RIS EACCES, HTHmC AL
fid; EPERM, HTHURAS .

6.7.4.34 mpo_check_vnode_getacl

int mpo_check_vnode_getacl (struct ucred *cred, struct vnode xvp, struct label xlabel,
acl_type_t type);

¥ Ui BixE
cred Eﬂgf_ﬁhﬁilﬁi

vp 24K, vnode
label va/‘J%H}%*ﬂ—WE
type ACL ZEZH!

MR ERE TR EETENEIRL Evnode LA ERBIMACL . ALZh, MERE0; &), 5RE—
MNerrnoff - BEWEH MRS EACCES, HATHHCEARILEL; EPERM, FHTHRANS -

6.7.4.35 mpo_check_vnode_getextattr

int mpo_check vnode_getextattr (struct ucred *cred, struct vnode *vp, struct label
*label, int attrnamespace, const char *name, struct uio *uio);

23 T EH BiE
cred Eﬁi{%‘fﬁl{j{

vp %K vnode

label vpﬁﬁ’ﬁ%ﬁﬂ
attrnamespace i BB IS F 25 A

name T REMA

uio /O Z5159%8%t; % Wuio(9)

WEE R FREERETEINE RS Evnode FATBEZFERIMEZFHY BEMY . Y EEMSSIR
ICA B SR IS IR A] BE & T X Lo el M PRV E A TR A0 P « BT, IRIE0; &/, SR[E—
MerrnofB - BILHF AR IRMS:. EACCES, HTHRCASILEL; EPERM, FHTAURAWS -
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6.7.4.36 mpo_check_vnode_link

int mpo_check_vnode_link (struct ucred xcred, struct vnode xdvp, struct label xdlabel,
struct vnode xvp, struct label xlabel, struct componentname =*cnp);

28 U BiE
cred jﬁﬁﬁfgff%k

dvp H Kvnode

dlabel 5 dvptH RELHIRBEFRIC

vp HEHZ H vnode

label 5vptHRERIRIEIRIC

cnp  CREHE B BERENT R A A 51 44

M R R T AR S8 vpl € Hvnode B — 1 HI S8 cnplh € 4 T HOBERE -

6.7.4.37 mpo_check_vnode_mmap

int mpo_check_wvnode_mmap (struct ucred *cred, struct vnode xvp, struct label =xlabel,
int prot);

ZH BiE
cred Eﬁ-‘%ﬁ:%

vp R 5T A vnode

label 5 vptHRERIRIEIRIC

prot mmap PRI(Z Xmmap(2))

B 8 A 2% = AR R R4 B vnode vp Phprot8 R MIERTF 77 ZHE A TR S,

6.7.4.38 mpo_check_vnode_mmap_downgrade

void mpo_check_vnode_mmap_downgrade (struct ucred xcred, struct vnode *vp, struct label
*label, int =*prot);

S8 Ui

cred See #:6.7.4.37 Ti.

vp

label

prot FFPEFEN B immap protections
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RIEFEAEARIRC, FEimmap protections -

6.7.4.39 mpo_check_vnode_mprotect

int mpo_check_vnode_mprotect (struct ucred *cred, struct vnode xvp, struct label
«label, int prot);

Z3 U BixE
cred Eﬁgf_ﬁhﬂ'flﬁi

vp B Evnode
prot ﬁﬁ%{%ﬁh

PR E AR TR 4 Evnodevp BT N 725 (A FITE B (RIF S RO B VTR E(E -

6.7.4.40 mpo_check_vnode_poll

int mpo_check _vnode_poll (struct ucred xactive_cred, struct ucred xfile_cred, struct
vnode xvp, struct label xlabel);

23 Wi B BixE
active_cred FHEER

file cred '—ﬁstruct ﬁlei‘ﬁ?%ﬂ%ﬂ"ﬂ%ﬁﬁ(

vp B AT poll #1EHIvnode
label gvp*ﬁ%ﬁfﬁ/‘jﬁﬁgﬁt\lﬂ

B 1 2K AR TR O 28 FE vnode vt Tpoll 1 «

6.7.4.41 mpo_check_vnode_rename_£from

int mpo_vnode_rename_from(struct ucred *cred, struct vnode xdvp, struct label xdlabel,
struct vnode xvp, struct label xlabel, struct componentname *cnp);

e L] Bl
cred £1¢1'§EE>U(

dvp H %vnode

dlabel —':Jdvpj:aa%Ef E’U%Hﬂ%ﬁt\la

vp FFHE i 44 fvnode

label 5 vp*ﬁ%ﬁfﬁ@%m%ﬁt\la
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28 Ui BiE
cnp Vp’:F'E/JBZE’%

HREAHREMRE S ENE AL Evnode, vpe

6.7.4.42 mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to (struct ucred xcred, struct vnode *dvp, struct label
«dlabel, struct vnode xvp, struct label xlabel, int samedir, struct componentname
*cnp) ;

S8 Uil BixE
cred £T¢1§EE)U(

dvp H Fvnode

dlabel 5 avptREXFIEIEIRC

vp # 5 vnode

label 5 Vp*ﬁ %Eﬂ‘]ﬁ%ﬂi%ﬁﬁ

samedir Mi/RBAR & WISIEF B 09 B 2R, NHE

cnp H #Rcomponent 4%

WEM R F IR ERENE M AL Evnode vo, BIEE HRdvp, BiEZ Nenp. WRTFEEDH X
#, Mlvp Fl1apel BIER HNULL.

6.7.4.43 mpo_check_socket_listen

int mpo_check_socket_listen(struct ucred *cred, struct socket xsocket, struct label
*socketlabel) ;

28 Bt A BiE
cred Eﬁgfgﬁi%

socket §1'$, E%?

socketlabel socket%%%*ﬂt\ia

WEMXFHRETENRITAEERT - &3, WEREO0; B, REERRmEEerrno . BIEHA
HHRYRID: EACCES, FTFFrid AICE; EPERM, FFIRAG .

6.7.4.44 mpo_check_vnode_lookup

int mpo_check_wvnode_lookup (struct ucred =*cred, struct vnode *dvp, struct label
*dlabel, struct componentname *cnp);
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28 Ui BiE
cred £1$1'§EE)U(

dvep  &MK; vnode

dlabel dvpHIREEFRC

cnp  WRERIAG A

WM X T REERETE AL EN H Fvnode FHE A E L FH U Tlookup_IE . BT, MR
|0, EN, JRE—"Nerrnoff . EWFAERSIE. EACCES, A THrOAILE!;, EPERM, FATRREAR
% -

6.7.4.45 mpo_check_vnode_open

int mpo_check_vnode_open (struct ucred *cred, struct vnode xvp, struct label xlabel,
int acc_mode);

2 ] BiE
cred £1¢T§@E:{k
vp ZAK; vnode

label VpE/]%EH%*ﬂt\la
acc_mode open(2) AR

MR FRE R EEEIAELS Evnode I LIZA BRIV A H Topen B1E - WAL, MIREIO;
TN, R E— R . B AR RS EACCES, A THRCEAILE, EPERM, FTHURA -

6.7.4.46 mpo_check_vnode_readdir

int mpo_check_vnode_readdir (struct ucred *cred, struct vnode *dvp, struct label
+*dlabel) ;

28 Ui BiE
cred Eﬁ—(fgﬁ;:{k

dvp  ZM&; H3Evnode
dlabel dvpHISREEFRIC

HEMFFREERETEINAES ERE Fvnode FiHfTreadair #1E-. BT, MBREO; W), KME
— SR R e rrno » BT AVEERRAS: EACCES, FHTHRCAICES; EPERM, HHTAUEAS .
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6.7.4.47 mpo_check_vnode_readlink

int mpo_check_vnode_readlink (struct ucred *cred, struct vnode xvp, struct label
*label) ;

S8 W BiE
cred EETZ'K{%_{{‘)U(

vp  ZAK; vnode
label va@%Eﬂ%ﬁwﬂ

B X EREERETENEL EH S vnode FHUTreadlink BIE. BIh, WERE0; FN, &
Bl —"errnoff - IR RHIS: EACCES, FTHROAIUCAL; EPERM, A TARANGS - 1Z KA A]
BEEE TS N, fEHE R ERPIT readlink WA, BiE B FRENITEZ FEIRRBRZH

ﬁ’E"Jreadl ink o

6.7.4.48 mpo_check_vnode_revoke

int mpo_check_vnode_revoke (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 W BiE
cred EETZ'K{%_EE)U(

vp 24K, vnode
label VpE[/‘]%EH%*ﬂ—WE

BB = FARME AR R THE PIREE ST 45 Evnode VAl - AZh, MEREI0; B, 3RE—"Terrnoff .
EUUFH PR IY: EACCES, HTHRCEAILES; EPERM, FTHRAE -

6.7.4.49 mpo_check_vnode_setacl

int mpo_check_vnode_setacl (struct ucred *cred, struct vnode xvp, struct label xlabel,
acl_type_t type, struct acl xacl);

¥ HiH BixE
cred Eﬁsfﬁ‘ﬁ:){k

vp  ZAK; vnode
label va/‘J%EH%*ﬂ:\lE
type ACL EZH!

acl ACL
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WM X T REERRETEIGLEL Evnode A ERAIMACL . ATh, MEEE0;, A, JRE—
MNerrnof - BEWHEHA RS EACCES, HTHHEARILEL; EPERM, HTHRAWE -

6.7.4.50 mpo_check_vnode_setextattr

int mpo_check_vnode_setextattr (struct ucred xcred, struct vnode *vp, struct label
*label, int attrnamespace, const char *name, struct uio *uio);

23 Wi B BiE
cred Eﬁ-‘fﬁﬁgl{j{

vp %Ak vnode

label va@%%*ﬂ—“\l—L‘
attrnamespace i BB S F 23]

name T REEEA

uio /O 25159485t % Wuio(9)

MR EREEIRETEPOLES Evnode FLEE L FZERITEESF N BEIENE . FHYT RE
P& 2 A FMC RIS AT BETR 225 H A A BB M SR NI AR - Ao, FHTER B A KPR BR8]
AIREFAE RS, RIS R ZBE SO ARTE R H ui o BB MR - (R IEERIT— M ERERIE, TS
Hluio WEMATEE AnuLL . BN, MERE0; B, iRE—"Terrnoff . BEWFH RIS EACCES,
FFHREAEEL; EPERM, FFAURAS -

6.7.4.51 mpo_check_vnode_setflags

int mpo_check_vnode_setflags (struct ucred *cred, struct vnode xvp, struct label
~*label, u_long flags);

¥ Ui BixE
cred EETZ'K{%_EE)U(

vp 24K, vnode

label va@%Eﬂ%ﬁwﬂ

flags JXfFIRE; 5 Mchflags(2)

B A R ERE RIS T E RN LA E Kvnode B ERIFRE - Ih, MERME0; A, &E—
MNerrnoff » BIFHMEEIRMS:. EACCES, HATHRCAICEL; EPERM, FHTAURAES -

6.7.4.52 mpo_check_vnode_setmode

int mpo_check_vnode_setmode (struct ucred *cred, struct vnode xvp, struct label xlabel,
mode_t mode) ;
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3 i BiE
cred EETZM%T{WK

vp ZAE; vnode

label vplSREEFRIC

mode CHFEF; 2 Mchmod(2)

e R R EERETERUGA Evnode FIEEHEE A EM - BT, MWEREO; I, KE—
MNerrnoff - B FHRENRGIS: EACCES, HATHROAILAL; EPERM, FHTHUEAWS .

6.7.4.53 mpo_check_vnode_setowner

int mpo_check_vnode_setowner (struct ucred xcred, struct vnode *vp, struct label
*label, uid_t uid, gid_t gid);

ZH Ui BixE
cred ITZM%‘EELUK
vp AR, vnode

label VpE"]ﬁi%*/ﬁlﬂ
uid FHFID
gid 4HID

HEH = EAREEIRE T ERIELA Evnode HIS 1 uid FIS Hgid W B NAEME - WRTLFEEF, HxS
BUEFREVOLE N (-1) - BT, NWHREO0; BN, R[E—"errnoff - FEINAH RIS EACCES, AT
FRCASUCES; EPERM, FHTANRAS -

6.7.4.54 mpo_check_vnode_setutimes

int mpo_check_vnode_setutimes (struct ucred *cred, struct vnode xvp, struct label
*label, struct timespec atime, struct timespec mtime);

S Ui BiE
cred EETZMEFCWK

vp gﬁ-‘ vp

label vplRBEFRID

atime VH[RIASA]; 2 I utimes(2)

mt ime B [E]; 5 Dlutimes(2)

T E A RS B BE UK Evnode [IUH RIS BRI FRZ0% B NS M - AT, MERE0; BN, K
Bl —"Nerrnoff - BEFEFAEHRIRIL: EACCES, FTHRCAILE!;, EPERM, FTHREAGS -
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6.7.4.55 mpo_check_proc_sched

int mpo_check_proc_sched (struct ucred *ucred, struct proc xproc);

SE Ui BiE
cred ET¢T§E—:)U(
proc &K, #HE

WEM R EREERETENNE S EHBREESE . AT, NHEREO0; B, 1RE—"errnoff -
W AE PR SRES. BEACCES, HTHRCASILES, EPERM, FTAEAGS, ESRCH, FTIRAAT W%
i

See setpriority(2) for more information.

6.7.4.56 mpo_check_proc_signal

int mpo_check_ proc_signal (struct ucred =*cred, struct proc xproc, int signal);

S8 MY BiE
cred Iﬂg{%ﬁfl{k

proc Eik; #HE

signal [85; ZIkill(2)

EMRFERGEEREDTEN RS EHELELERFS - 530, WEREo0; G, iRE—"Terrnoff .
WA PR SRAS. EACCES, HTHRCASILES;, EPERM, FTAURAGS, ESRCH, FTFIRMEATH W%
& -

6.7.4.57 mpo_check_vnode_stat

int mpo_check_wvnode_stat (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 BiE
cred EEMM%EE:U(

vp 24K, vnode
label VpE/‘J%EH%*/]—WE

MR ERE R RS EIAELS Evnode L HUTstat #IE- HTh, MERE0; FI, iRE—
MNerrnoff - BEWHEH MRS EACCES, HATHRHEARICEL; EPERM, FHATHRANS

See stat(2) for more information.
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6.7.4.58 mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit (struct ucred xcred, struct ifnet *ifnet, struct label
*1fnetlabel, struct mbuf *mbuf, struct label *mbuflabel);

ZH 1iEA BiE
cred EETZM%_@‘E)U(

ifnet 2N

ifnetlabel ifnetHIFIEHRIC

mbuf ZAK; SRR A 7% B Imbuf
mbuflabel mbufFISRIEHRIC

TR M R P 28532 O R BA AR 3445 %€ mbuf -« AZh, MEREI0; AN, 3REl— " errnoff . EWEHK
R gmiS: EACCES, HITHMCAUCES; EPERM, HTHARAS .

6.7.4.59 mpo_check_socket_deliver

int mpo_check_socket_deliver (struct ucred xcred, struct ifnet *ifnet, struct label
«*ifnetlabel, struct mbuf *mbuf, struct label *mbuflabel);

2 Ui BiE
cred EE{ZMEGE){K

ifnet N

ifnetlabel ifnetFISEIEFRIC

mbuf Ak R %1 B Imbuf
mbuflabel mbufHISEIGHRID

WE M R EE TR T E IS E Kmbuf FEEIER . AT, NERE0; G, jRE—"Terrnoff . #
WA SR SwIY: EACCES, HTHMCEAILAL; EPERM, HTHRAGE -

6.7.4.60 mpo_check_socket_visible

int mpo_check_socket_visible (struct ucred xcred, struct socket *so, struct label
*socketlabel) ;

2 Vi A BiE
cred £T$1'§H:)|j( Z:EJE&#XR
so Bk, BT

socketlabel soE’]%B%*ﬂt\la
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T B A R EARME B Rered BB AR R IAE RS, LW, Hnetstat(8) Fllsockstat(1)fif B HIFE 73
BRIBEWNERE T (socket) . I, NERE0; HM, 3REl—"errnofd . BINEHAEIRmY: EACCES,
HATHRCAERL; EPERM, A THPRANE; ESRCH, FTHEMAA] WA -

6.7.4.61 mpo_check_system_acct

int mpo_check_system_ acct (struct ucred *ucred, struct vnode xvp, struct label
*vliabel) ;

28 Y BixE
ucred Eﬁ-‘fgﬁil{ﬁ

vp R i acct(5)
viabel 5 vp*ﬁ %Eﬁ B/‘]*ﬂt\la

RIE FASICFI# T B EERIFME, WEZEERTAEBEIHE T

6.7.4.62 mpo_check_system_nfsd

int mpo_check_system nfsd(struct ucred xcred);

e QI BixE
cred _{ﬁﬂ%ﬂ’f‘lﬁi

T AR R E AR A BUA Fnfssve(2) -

6.7.4.63 mpo_check_system_reboot

int mpo_check_system reboot (struct ucred xcred, int howto);

e SR Bl
cred ETZM%‘EE){K
howto K Hreboot(2)F howt o B4

MR ERETENLIIEE A AER RS-

6.7.4.64 mpo_check_system_settime

int mpo_check system settime (struct ucred xcred);
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SH Ui BixE
cred £T¢1§EE>H(

MR PR AP E ARG B -

6.7.4.65 mpo_check_system_swapon

int mpo_check_system_ swapon (struct ucred *cred, struct vnode *vp, struct label
*vliabel) ;

28 MY BixE
cred E1¢1§H:){j(

vp swapi &

viabel 5 vp*ﬁ?%ﬂ%ﬂ‘]ﬁﬂ

HEMARERRE T ERE I — MEswapist & fvp -

6.7.4.66 mpo_check_system_sysctl

int mpo_check_system_sysctl (struct ucred *cred, int xname, u_int *namelen, void =xold,
size_t xoldlenp, int inkernel, void *new, size_t newlen);

23 B B BixE
cred FREER

name Z W sysctl(3)

namelen

old

oldlenp

inkernel fi/RBVER; WRMNNZBOIAH, HEHE

new 2 Wsysctl(3)

newlen

AR SR AR T RO ST T T8 E Hsysctl(3) H55 -

6.7.5 i B E M

= P HARE RO I REPICHEAT BN, K5 R EHIICEA: - W R E TR ED PP
Hoo, dTUIRERRE, FALLTCERBRER A PRITE; RE . AR A — MRS O R ET bR
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CHTIEER . EFPRICA M BREUE B AE KRR HIN B - N ZARCTRETAERFRCE, 1ENEA
ZH . N REFIMCRIERRICR B BRIVMCREIRS . FTLL, ARFERE N RIFMEBEuT R T iRE
R, HUMASRABAE I L AR 35 7 B A -

6.8 N FH R 1A R L5

TrustedBSD MAC HEZEEL & T —HERTL KA TTE, SFEHEMSRMCHIMAC B OE, X R5E
{EREBRAR 2 FIEER, N P2 BEMAC PRic A2 F 5 flogin FERRER, LLUNCE T (A ST4ES A1 B AR S
B~ MG OS5 Z M TR - AR, BFEEZ X TR HBERGEHNFENE B e Sk .

6.8.1 SRHE - X bR iC B ELAPI

TrustedBSD MAC &K EERERI RS, R HET Mo —0 - SRS IR B4 H R4
HXTREIMAC FRiC - Qait, NAREF AT DU E B FRSRRE FIARC,  ToTR A oot 315 8 SR A ST
HEHRIG . FLERTE, Hllifconfig8), 1s(1) Mlps(1), {5 X LETREEIC 3 FHE: 1 AR L4450 - TR
HBEIFMCER - XEAPI U T XFMAC BHETE, b
i, getfmac(8), getpmac(8), setfmac(8), setfsmac(8), Flsetpmac(8). MAC APIFJIS T4 Al % mac(3).

AT FIMAC FRMEERFEEEZ: NEIE, FSRR EFNEEH R SR ARE

(mac_t) ; ETCFRRMINIER, (EATRMCERE T rERoE=, BT rAP 2REE B AP
Ao B—1PMAC PMCH—HAVMCTTRARK, HFS N TEE—NEW (&%, B HZxd. NEThNE
RIS RIS € — MR EMA T, HENTRTMEH 51%4 0 N AE R A E R E 1077 S0 T8
Mo SRASMBIEAXFRINE, EVMCTTER R NG T/ B, TEZRILLES 5. NHARESF A LUE
FIMAC HEZRSZHEAIAPL K5 — D 2 VMCENFIE SR A 2 BT - 834 M N E IR R
LAEFMER, WEEFIAMC AR X BT L & R AR NERAMC A v - i, SEH SR N E B
2z —: f#Hmac_prepare(3) M— M & MHBEIMCICEMERSF; 5%, #F Mmac.conf(5) Bl & HH
INESREATEREERRENT R - X SR ANEBEEETC, R R FNHRFENE R G 